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1) Non e facile gestire i dati
2) Non c’e una ricetta, ogni dataset unico
3) Ci sono molti aspetti da considerare

4) Molti strumenti da imparare a usare
5) Sembra richiedere cosi tanto tempo
6) Ma i benefici sono enoooooooooormi

AVVERTENZA PER L'USO
NON USCIRETE DI QUI OGGI CON UN DMP PRONTO [IMPOSSIBILE!]
MA CON GLI STRUMENTI UTILI PER SCRIVERLO — OGNUNO DIVERSO




QUANTI DI VOI AVREBBERO
PROBLEMI SE ORA IL VOSTRO PC
S| ROMPESSE?
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3 QUANTI DI VOI AVREBBERO

PROBLEMI SE PERDERSTE LA SR _
q HIAVE USB? | CDPYRIGHT talias  “iniangisies i isos e 88 ARRAY

il backup: definizione (meno seria)

£
QUANTI DI VOI AVREBBERO | |
\_ Il backup & quella cosa che andava fatta prima.
PROBLEMI SE I FILES SU DRIVE ::'3"' (fonte: Proverbio cinese)

SCOMPARISSERO?

S.Aliprandi, Sicurezza dati e privacy (le norme) 2017

Istituto Dededda (Lecce), 25 gennaso 2017 - Sicurezza dab e pivacy (ke norme)
) ~ \
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https://www.slideshare.net/simonealiprandi/sicurezza-dati-e-privacy-le-norme-lecce-25-gen-2017
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https://www.youtube.com/watch?v=N2zK3sAtr-4&ecver=2

Scientists losing data at a rapid rate

Decline can mean B0% of data are unavailable after 20 years.

80% saranno
persiin 20 anni

Rights & Permissic

...ECCO A COSA SERVE IL
DATA MANAGEMENT PLAN.
NON E SOLO LENNESIMA NOIA
BUROCRATICA


http://www.nature.com/news/scientists-losing-data-at-a-rapid-rate-1.14416

UniTO cosa offre per lo storage e |a
condivisione dei dati?
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4 How and why you should manage
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An introduction to engaging with research data management
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Astronomaers Find Elusive Planets in Decade-Old Hubble Data 10.06.11

| Ina painstaking re-analysis of Hubble Space Tekescope images from 1808, astronomers have found visual evidence for two
| extrasolar planets that went undetected back then
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https://www.jisc.ac.uk/guides/how-and-why-you-should-manage-your-research-data

nature

Feb. 25, 2020

WORLD VIEW - 25 FEBRUARY 2020
Invest 5% of research fundsin ensuring
dataarereusable

y Itisirresponsible to support research but not data stewardship, says
Barend Mons.
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Bunk. First, taking care of data is an ethical duty, and should be part of good
research practice. Second, if data are treated properly, researchers will have
significantly more time to do research. Consider the losses incurred under
the current system. Students in PhD programmes spend up to 80% of their

time on ‘data munging’, fixing formatting and minor mistakes to make data

suitable for analysis — wasting time and talent. With 400 such students, that

would amount to a monetary waste equivalent to the salaries of 200 full-
time employees, at minimum. So, hiring 20 professional data stewards to
cut time lost to data wrangling would boost effective research capacity.
Many top universities are starting to see that the costs of not sharing data

are significant and greater than the associated risks. Data stewardship offers -

excellent returns on investment.

I tell research institutions that, on average,
5% of overall research costs should go
towards data stewardship. With €300
billion (US$325 billion) of public money
spent on research in the European Union,
we should expect to spend €15 billion on
data stewardship. Scientists, especially
more experienced ones, are often upset
when I say this. They see it as 5% less
funding for research.
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P A A e o ’I Funders hold the stick: they should disburse no further funding without a
- % L ’1 B . .

. »¢ _ properly reviewed and budgeted data-stewardship plan. The carrot is that

-+~ FAIR data allow much more effective artificial intelligence (FAIR can also

1 mean ‘fully Al ready’), which will open up unprecedented research

- ' opportunities and increase reproducibility. ‘



https://www.nature.com/articles/d41586-020-00505-7

® || debito pubblico deprlma la cresclta? II clamurnsu
| errore di Carmen Reinhart e Kenneth Ruguﬁ 2013

Pubbbealr 18 aprile 2013 i consighal

1. 'esclusione selettiva di alcune osservazioni nei dati;
2. uno schema di bilanciamento dei dati non convenzionale;
3. un errore di codice nel foglio di calcolo originale utilizzato per selezionare i

dati.
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https://www.youtube.com/watch?v=dXKbkpilQME
https://keynesblog.com/2013/04/18/il-debito-pubblico-deprime-la-crescita-il-clamoroso-errore-di-carmen-reinhart-e-kenneth-rogoff
http://www.peri.umass.edu/fileadmin/pdf/working_papers/working_papers_301-350/WP322.pdf
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WaveLab and Reproducible Research
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g JA Jonathan B. Buckheit and David L. Donoho

Stanford University, Stanford CA 94305, USA

An article about computational science in a scientific publication is not the
J [scholarship alself, il 1s merely advertising o/ lhe scholarshup | The actual schol-

arship is the complete software development environment and the complete set
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https://statweb.stanford.edu/%7Ewavelab/Wavelab_850/wavelab.pdf
https://www.theguardian.com/news/2015/feb/26/pics-or-it-didnt-happen-mantra-instagram-era-facebook-twitter
https://memegenerator.net/instance/64979477/case-closed-judge-judy-data-or-it-didnt-happen
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Box 1. Some Research Practices that May Help Increase the -..

Proportion of True Research Findings QPLOS | veorcne

How to Mak
Large-scale collaborative research Published: October 21,2 EssAv

Adoption of replication culture Why Most Published Research Findings Are False

John P A loannsdis
Published. August 30, 2005 » hitps iidoi 0rg/10.1371joumal pmed 0020124

Reqistration (of studies, protocols, analysis codes, datasets, raw data, and
results)

Sharing (of data, protocols, materials, software, and other tools)

Reproducibility practices
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EERZ _B Altmetrie: 2520  Citations: 63

Impact Factor

ssemination of research

Perspective | DPEM
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http://journals.plos.org/plosmedicine/article?id=10.1371/journal.pmed.1001747
https://t.co/ZWc3QAdZVD
https://www.nature.com/articles/s41562-016-0021
https://dx.doi.org/10.17605/OSF.IO/2DXU5
http://iai.asm.org/content/79/10/3855.full
https://journals.plos.org/plosmedicine/article?id=10.1371/journal.pmed.0020124

dei dati?

Data creates a bridge between traditional disciplines, spawning discovery and
innovation from the humanities to the hard sciences. Data dissolves barriers, opening
up new channels of communication, lines of research, and commercial opportunities.

Data will be the engine, the spark to create a better world for all.
World Economic Forum 2012, http://goo.gl/ExaGW

| dati creano ponti

fra le discipline



http://goo.gl/ExaGW
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Perchéoccuparei dei dati?

; . at
PERCHE ORA ABBIAMO EOSC  gEuXtesest

We, Ministers, delegates and other participants attending the launch event of the
European Open Science Cloud (EOSC):

1. Recall the challenges of data driven research in pursuing excellent science as stated in the “EOSC Declaration” signed in
Brussels on 10 July 2017.

2. Reaffirm the potential of the European Open Science Cloud to transform the research landscape in Europe. Confirm that -

the vision of the European Open Science Cloud is that of a research data commons, inclusive of all disciplines and Member
States, sustainable in the long-term.

P T I D

3. Recognise that the implementation of the/European Open Science Cloud is a process, not a project, by its nature
iterative and based on constant learning and mutual alignment. Highlight the need for continuous dialogue to build trust and
consensus among scientists, researchers, funders, users and service providers. -

4. Highlight that Europe is well placed to take a global leadership position in the development and application of cloud
services for Science. Rea

and open to the world,
myhraatesadraY  SEAIVLESS ACCESS TO OPEN BY DEFAULT
5. Recall that the Council FAIR DATA
9. Call for the European Open Science Cloud to provide all researchers in Europe with seamiess access 10 an

open-by-default, efficient and cross-disciplinary environment for storing, accessing, reusing and processing research data
supported by FAIR data principles.

roadmap and the federated

Science Cloud a reality, hinting at the need to further strengthen the ongoing dialogue across institutions and with stake-
holders, for a new governance framework to be launched in Vienna, on 23 November 2018.



https://eosc-launch.eu/fileadmin/user_upload/k_eosc_launch/EOSC_Vienna_Declaration_2018.pdf
https://eosc-launch.eu/fileadmin/user_upload/k_eosc_launch/EOSC_Vienna_Declaration_2018.pdf
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The number of people with these skills needed to effectively operate the EOSC is, we estimate,
likely exceeding half a million within a decade. As we further argue below, we believe that the
implementation of the EOSC needs to include instruments to help train, retain and recognise this
expertise, in order to support the 1.7 million scientists and over 70 million people working in

innovation®. The success of the EOSC depends upon it.
|="'|F'|—'i e-Infrastructure
emerastructore Qe flection Grou
Open Worklng T3l P

U.Centra for Rosoarct 1 Data & T uch Data Sorvices (Notel Thisisa ol @ We need 500.000 respected data stewards to operate the

European Open Science Cloud

ADOUT OPEN WORIING AT TUDELFT DIRAFT DATA MANAGE MENT PLAN CATAL OCGUE

At the e-IRG workshop in Amsterdam, we had the opportunity [l
to talk to Barend Mons who is chairing the High Level Expert

We are hiring (again!) — Data Steward J:osrons i

group to the European Commission. To be successful, the
"L | European Science Cloud needs a lot of experts to operate it,
pos Itlon at TU Delft ns told us. Data stewards that have a lot of
3 dge about managing and maintaining data. Experts who

pected with a solid career path. Barend M
ed several other findings of the Expert greup, whos

\WE ARE HIRING
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https://ec.europa.eu/research/openscience/pdf/realising_the_european_open_science_cloud_2016.pdf#view=fit&pagemode=none
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Final report to the National Forum
for Research Data Management (DM Forum
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https://doi.org/10.5281/zenodo.3609515

PROJECT DELIVERABLE: LIFE-SCIENCES DATA STEWARD FUNCTION MATRIX, VERSION 11

DOL: 105281 zemod 0. 2561723
Date stamp: February 8, 2019 Feb 2019

RIGHTS

Righs and permissions: wmenlvm.\m
This woek is licensed under a O o0 20 G

AUTHORS
5 (UMCG). Petrotella ,\nmklmu.munumnlvm.mmm Brullcussas (Rt

(UMCG). Muke Joreg (Radbond Unversity), Chnstips Stygey (DTL
(DTL. ELIXIR-NL)

Mappings to existing data stewardship principles and approaches:
(*: indicates that this topic involves potentially all areas, with emphasis on the indicated areas)

Research data lifecycle: (https://www.ukdataservice.ac.uk/manage-data/lifecycle)

@ creating data; @ processing data; @ analysing data; @ preserving data; @ giving access to data; @ reusing data.

FAIR principles: (http://www.nature.com/articles/sdata201618)
@ findable; @ accessible; @ intercperable; @ reusable data

Purdue competence areas (https://docs.lib.purdue.edu/lib fsdocs/136)

@ databases and data formats; @ discovery and acquisition of data; @ data management and organization; @ guality assurance; @ data conversion
and interoperability; (&) metadata; (7) curation and re-use; (&) cultures of practice; (3) data preservation; (i0) data analysis; (1) data visualization; and (i2)

ethics, including citation of data.

DAMA knowledge areas (https://dama.org/content/body-knowledge)

(1) data governance; (2) data architecture; (3) data modelling and design; (@) data storage and operations; (5) data security; (6) data integration and

interoperability; (7) documents and content; (B) reference and master data; (8) data warehousing and business intelligence; (i0) metadata; and (1) data

quality.



https://doi.org/10.5281/zenodo.2561722

|Data stewardship competence center]

FAIR Principles Implementation Networks News Events Resources AboutGOFAIR Q



https://www.go-fair.org/implementation-networks/overview/dscc/

Alastair Dunning m y
@alastairdunning

To me, data are like footnotes. | might not
always read them, but | get suspicious if they
are not there.

& Traduci dalla lingua originale: inglese

12:49 - 27 feb 2018
https://twitter.com/alastairdunning/status/968453078218395648

. N Tf s 2 Retweet 8 Mipiace o @ e ‘ @ @ .3 e ﬁ

Is withholding your data simply bad science, or should it fall under

scientific misconduct? b Jon Tennant @

@Protohedgehog
QO0Q-

arecent sy se s equests 10200 My first talk of the year! Message 1s going to

staled ‘tate svaidabde upon request’ Moy

communty ik avaut maze winnoiin - D@ that the opposite of ‘open science’ isn't

mizconduct? Micole Janz angues il i)

peofessicnsl staneiares i research and,  ClOSE@d sclence’ - 1t's bad science.

Classifying data secrecy a5 misconduct

iRy

Following

Gold Standard Questionable Research Scientific
Research Integrity Practices Misconduct

Data secrecy

Open data P-hacking Fabrication
Open code Sloppy statistics Falsification
Pre-registration Peer review abuse Plagiarism
Version control Inappropriate research design

Not answering to replicators
Lying about authorships

1 pernner Mauer


https://twitter.com/alastairdunning/status/968453078218395648
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Table $1. Number of reads per prokaryotic operational taxonomic unit (OTU) and sample from the cohort.
oTu ADI_TP1  ADI_TP2 AO1_TP3 AD3I_TP1 AO3_TP3 AM_TP1 A04_TP2 AMM_TP3 A05_1
oTuU_1 261 76 1206 523 2131 25707 64473 60665

e DTU:2 49 52 117 43035 206 1189 1152 538 - . .
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#0s5c2018 Wolfram Horstmann wants us to
talk about datadiversity, like we do with
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https://twitter.com/wvanwezenbeek/status/973527086685093893

research Essentials 4
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ABOUT THE COURSE - LTR[0T LOGIN »

Essentals 4 Data Support » Essentiais 4 Data Support = Start the course

Start and plan your course

https://datasupport.researchdata.nl/en/start-the-course &

L4
5 modi per pensare i dati:
come sono raccolti (esperimenti, simulazioni...) RICHIEDONO
come si presentano (testi, questionari, video...) : STRUMENTI E
il loro formato elettronico (.txt, .mkv...) TRATTAMENTI
il loro volume (big data...) DIVERSI
in che fase sono del ciclo (raw data...) i

O The way the data is collected.

Y
O By experimenting, simulations, observations, derived data, reference data. 14.,

o The data forms. ] ’

A

O For example text documents, spreadsheets, lab journals, logs, questionnaires, software code,
transcripts, code books, audio and video recordings, photos, samples, slides, artefacts, models, scripts,
databases, metadata, etc. '.  :

_—
O The formats for electronic storage of the research data.
O The size (volume) of the data files.
O The researCh ”fecyCIe phase the data iS in https://eprints.soton.ac.uk/403440/1/introducing_research data.pdf



https://datasupport.researchdata.nl/en/start-the-course
https://eprints.soton.ac.uk/403440/1/introducing_research_data.pdf
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- \ 3 ‘ About us News and Events Fartners and Working with Online Services Guides and
\ =4 Communities data o a5 resources
1 dablo Indenes
.

FAIR data training

If you run workshops on FAIR data, or
include FAIR in training that you are
) \ already running check out these ideas
Home | Digital curation Aboutus News Ewvents Resources Training Projects Com - and resources.

Home > Resources

http://www.dcc.ac.uk/resources

In this section Resources for digital curators

With just a few clicks, you can access any of the data curation for Research Data Search the ANDS Site

resources collected by the DCC sinca we opeaned our doors in 2004, 18 Keywords [ Enter Keywords Q ]

Date Archuing aned Networbed barvece

Cur comprahensive and easily accessible digital library is completely ri A N S hﬁps}}déﬁsknawnven
free to use and aims lo provide you with everything you need to HoME bEPOSIT TRAINING AND CONSULTANCY PROJECTS ABOUT BANS NEWS AND EVENTS
evaluate and implement those digital curation techniques most suited
fo your particular research project.

WEelcome at DanS: the Netherlands institute for I
What's more, we regularly review and update our library, adding the permanent access wdigital research resources.
latest resources develaped for dala curalors, What can we do for you?

ARCHIVING REUSE TRAINING & CONSULTANCY
Select frorm the links Below and left 1o access high-level digital curation briefing Deposit your datasetsin Find datasets, publications, Let DANS advise you on data
L . DataverseNL or EASY or send researchers, projects and management and certification of
Papers; legal walch, standards watch and lechnology walch papers, case research data for NARCIS. institutions via NARCIS and EASY. digital archives.
studies and Interviews: and instaiments from our detalied Curation Reference
Kanual,

ADVICE

International Journal of Digital Curation

Our hl_:ﬁ‘ﬂf regameﬁ Iﬂ|g|:3| pEﬂ.IITIEL pLIBhSI'IEd twice a year_ features gem DRYAD and DANS pariner for long-term pi fon research data . ustSeal cenification launched
) Dryad and DANS announce a new collaboration to ensure  The Data Seal of Approval (DSA) and 1C5U
articies and peer reviewed papers and serves as an invaluable channed for the long-term preservation and lity to curated World Data System (WDS) announce the
sclentific data. Over 50,000 researchers who have already launch of a new certification organization:
deposited research data with Dryad can count on CoreTrustSeal.
‘continuous open access to their data packages with an
extra layer of security and recoverability as a result of this
partnership.



https://www.ands.org.au/
http://www.dcc.ac.uk/resources

G Taylor & Francis Group .
e Asaiienbinly https://Awww.taylorfrancisicom/books/9781498753180

- Data Stewardship for Open Science
gfﬁg?%};ﬂg; Implementing FAIR Principles

the worst way imaginable to communicate the outcome of the sc
process. If science has become indeed data driven and data is the oil

of the 21st century, we better put data centre stage and publish data

as first-class research objects, obviously with supplementary narrative
where needed. steward them throughout their life cvele, and make them

available in easily reusable format.

Yet another recent study claimed that only about 12% of NIH

funded data finds its way to a trusted and findable repository. Philip
Bourne, when associate director for data science at the U.S.A. National
Institutes of Health coined the terlor the 88% that is lost
in amateur repositories or on laptops. When we combine the results of
the general reproducibility related papers and the findability studies,

GET ACCESS PREVIEW PDF

Monsense and more... @barendmons - 2 h
Finally! Tomorrow the book goes to the printer: Data Stewardship for Open
Science: Implementing FAIR Principles

@ Traduci dalla lingua originale: ingles

In conclusion to this paragraph, my statement in 2005: Text
mining? Why bury it first and then mine it again? [Mons, 2005] i
SULCHLITELY CVe

A good data steward publishes data with a supplementary
article(Data(+)).

FOR
OPEN SC'ENCE Data Stewardship for Open Science: Implementing ...

Data Stewardship for Open Science: Implementing FAIR
Principles has been written with the intention of making
scientists, funders, and innovators in all disciplines an...


https://www.taylorfrancis.com/books/9781498753180
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Data Management Costing Tool

Data Management costing tool

 4TU. | CENTRE FOR |
RESEARCH DATA fuoein

Welcome to the Data Management Costing Tool. This is for TU Delft researchers and staff to help determine costs and staffing requirements in project
proposals, Let's start with some questions about your project which will help us estimate the data management needs of your project.

: - Ay

d

Cl SONO COSTI PER CONSERVARE E GESTIRE | DATI...
MA PENSIAMO A QUANTO COSTEREBBE
NON CONSERVARLI E NON GESTIRLI

-


https://zingtree.com/host.php?style=buttons&tree_id=511095771&persist_names=Restart&persist_node_ids=1&start_node=1&start_tree=511095771

What data scientists spend the most time doing

Cost of not having FAIR
research data

Data science report, 2016, cit. by Erik Schultes

Cost-Benefit analysis for FAIR research data

Following this approach, we found that the annual cost of not having FAIR research data
costs the European economy at least €10.2bn every year. In addition, we also listed a
number of consequences from not having FAIR which could not be reliably estimated,
such as an impact on research quality, economic turnover, or machine readability of
research data. By drawing a rough parallel with the European open data economy, we
concluded that these unquantified elements could account for another €16bn annually on
top of what we estimated. These results relied on a combination of desk research,
interviews with the subject matter experts and our most conservative assumptions.



https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en
https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en
http://visit.crowdflower.com/rs/416-ZBE-142/images/CrowdFlower_DataScienceReport_2016.pdf

...un passo indietro...
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Information Guide: Introduction to Ownership of Rights in

Research Data. CREATe, University of Glasgow, 2018

Burrow, 5, (3, Margond, T, 3 and McCutcheon, V. (5 (2018) Information Guide: Introduction to Ownership of Rights in Research Data. CREATe,
OO‘”“A'RE Unbversity of Glasgow, 2008, Documentation, University of Glasgosw. http://eprints.gla.ac.uk/171314/

L0 3
Guides for Researchers : 7 — - l_‘ i e =}

How do | know if my research a Wainer Lusoli
) Following hd
@w_lusoli

data is protected? |

e S S aTe N, 30 oy RE
repeat with me: #researchdata is NOT mine. |
was paid to get it, I'll get a #nobel 4 it, but it's

NOT mine linkedin.com/pulse/repeat-m ...

| DATI NON SONO «MIEI»
#opendata
@ Traduci dalla lingua originale: inglese

NON ESISTE COPYRIGHT
PERCHE NON SONO CREATIVI

Repeat with me: research data is not mine

know, work is work, | am no neurosurgeon, no médecin sans
frontiéres nor am | a social

T'his time though it happened. What it was: 64% of researchers believe they own the Seldom do | see something that truly shakes me at work. You
data they generated for their research. @

The result comes from a solid linkedin.com

piece of academic research based

- on equally solid (open) data. The 11:18 - 12 apr 2017
- study and the report 'Open Data -
4| i'l: = the Researc Darenactive’ wh -
N o H " _ e Researcher Perspective' were . . ) ‘ g .
TN & RO 14retveet 18Mipace @GP E @ O @ = |ysoli Apr2017
- : il | i o done by CWTS / Leiden and
": i } ﬂ‘l _ .1 J in in Elsevier. Credit giving, check.

Of course, the study reports


https://www.openaire.eu/how-do-i-know-if-my-research-data-is-protected
http://eprints.gla.ac.uk/171314/

[i tre passi fondamnetalil
Open
FAIR

Dati gestiti

Uxse Insights

May 27,2019 \

Managed How do Open, FAIR & RDM intersect?

High FAIRness

External

Community benefit

Internal
Self—intere/ Managed data

Low FAIRness

Unmanaged


https://insights.uksg.org/articles/10.1629/uksg.468/
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| Data management is an active process by whmh digital resources remain
BN discoverable, accessible and intelligible over the longer term, a process that invests

data and datasets with the potential to accrue value as assets enjoying far wider use
han their creators may have anticipated. In the world of research, such a value-
/" adding process is a significant contributor tr:: the much desired achievement of |mpact

e
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TO BE FINDABLE: THAN

F1. (meta)data are assigned a globally unigue and eternally persistent identifier. I]IS[:I_US“RE @ "D&@EJ@P@ [?ahn@

F2. data are described with rich metadata.

. B
F3. (meta)data are registered or indexed in a searchable resource. it must he . B@mga%“@ B

QR
F4 metadata specify the data identifier. ﬁ?QD

TO BE ACCESSIBLE:

Al (meta)data are retrievable by their identifier using a standardized cormmunications protocol.
Al the protocol is open, free, and universally implementable.

412 the protocol allows for an authentication and authorization procedure. where necessary.
A2 metadata are accessible. even when the data are no longer available.

| TO BE INTEROPERABLE: «ACCESIBLE» NON SIGNIFICA
1. (meta)data use a formal, accessible. shared. and broadly applicable language for «OPEN». SIGNIFICA SOLO
I2. (meta)data use vocabularies that follow FAIR principles. DICH |ARARE LE CON DIZIONI
I3. (meta)data include qualified references to other (meta)data.
SECONDO CUIl | DATI SONO
TO BE RE-USABLE: ACCESSIBILI

R1. meta(data) have a plurality of accurate and relevant attributes.

R11. (meta)data are released with a clear and accessible data usa%e Iicens,v:e._loIeS

R1.2. (meta)data are associated with their provenance.

R1.3. (meta)data meet domain-relevant community standards.



https://www.force11.org/group/fairgroup/fairprinciples

3. | DATI POSSONO ESSERE OPEN

* %

* %k

% %k

% % Kk Kk

5 * OPEN DATA

:, the inventor of the Web and Linked Data initiator, suggested a
y-star |:l';'|"'\ll!\ nt s e for Open Data. Here, we give examples for each step
of the stars and explain costs and benefits that come along with it.

2
i

make your stuff available on the Web (whatever format) under an open
license'

make it available as structured data (e.g., Excel instead of image scan of
a table)?

make it available in a non-proprietary open format (e.g., CSV instead of
Excel)?

use URIs to denote things, so that people can point at your stuff*

link your data to other data to provide context®



~~ % GESTIRE | DATI

liID IC !C because good research needs good data



Research Data Management: May 2018
Get it right from the beginning

Good RDM = Higher quality, efficiency and value for your research

Add a "version management” tab to your
spreadsheet.

Now, let me expand on this idea.

Start by adding an extra "version management” tab to a new spreadsheet. In this sheet,
carefully write down a version name (name of the file, typically) in the first column, in the
second column the date, and in a third column an explanation of all changes you made to
the sheet. Carefully fill out this sheet every single time you move something around, or

tinker with the sheet. . 2013
. N ,
He Ao

If you're a starting PhD student, start doing this the very next time you build a new sheet “va Lantsoght
Thank me later.

I--l-. o 0 - ll.l-l i i ‘
take a few extra hours to redefine the logic behind what you did earlier. Your dissertationf Je - | '
writing self will thank you. 1


https://www.youtube.com/watch?v=WmG3ItcIaSE&feature=youtu.be
http://phdtalk.blogspot.it/2013/10/keeping-your-spreadsheets-under-control.html

Serve formazione

% cessda
Data Management Expert Guide TRAINING

1. Plan @ a @ In this introductory tour, you will become a
2. Organise & Document what data management and a data management plan
3. Process e (DMP) are and why they are important. General

4' Store concepts such as social science data and FAIR data
' will be explained. Based on our recommendations
5. Protect

) ) and good practice examples, you will be able to start
6. Archive & Publish writing your DMP.
T. Discover

Orgamse & Document

If you are Iuaklng for good practices in designing an
— appropriate data file structure, naming, documenting
To be able to plan a storage and backup strategy, you

nd arganisin r fi ithin suitable f r
o will learn about different storage and backup and organising your data files within suitable folde

Store

solutions and their advantages and disadvantages. structures, this chapter is for you.

Also, measures to protect your data from
unauthorised access with strong passwords and
encryption will be explained. Process

Protect Archive & Publish

This chapter highlights your legal and ethical When you arrive at this chapter you will have learnt to
obligations and shows how a combination of gaining differentiate between currently available data

consent, anonymising data, gaining clarity over who publication services. You will also find a number of

owns the copyright to your data and controlling stepping stones on how to promote your data.

access can enable the ethical and legal sharing of

data. .
Discover

Q

How can you discover and reuse existing or previously

collected datasets?
a.eu/Training/Training-Resources/Library/Data-Manag



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide
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@ Versioning

Cessda
TRAINING

AT THE END OF EACH STEP,
THERE IS A SECTION «ADAPT
YOUR DMP» ACCORDING TO
WHAT YOU HAVE JUST

© Interoperability

In order to be able to link your work to other research, it might be useful to build on

LEARNT established terminologies as well as commonly uses coding and soft- and hardware whereve
B &\ W this s possible.
Ada pt your DMP: P4 o » Which software and hardware will you use? How does this relate to other research?

This is the sixth ‘Adapt your DMP' section in this
tour guide. To adapt your DMP, consider the
following elements and corresponding questions:

If applicable:

& Will established terminalegies/ontologies (i.e. structured controlled vocabularies) be
used in the project? If not, how does yours relate to established ones?
* Which coding is used (if any)? How does this relate to other research?

© Deposit your data

= Will the data you produce and/or used in the project be useable by third parties, in
particular after the end of the project?
Which data and asseciated metadata, documentation and code will be deposited?

What methods or software tools are needed to access the data?

* |5 documentation about the software needed to access the data included?
15 it possible to include the relevant software (e.g. in open source code)?
What data quality assurance processes will you apply?


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide

un corso a distanzal
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Using FutureLearn »~

Ti R
Future
Learn

Delivering Research Data
Management Services

Gain confidence in your ability to design, develop and review research

data management services.

Starts Feb 24 2020

Crverview Topics Start dates Reguirements Educators Accreditation Mare courses

Find out mare



https://www.futurelearn.com/courses/delivering-research-data-management-services
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How does humanities data tend to be different?

MANAGE, IMPROVE AND
OPEN UP YOUR RESEARCH
AND DATA

b{ L b About the module
o b b Thic I

¢¢ Learning Outcomes
Manage, Imprave and Open up

By the end of this module, von should be able 1 TR RSRERSO S LA

-your-research-and-data,


https://training.parthenos-project.eu/sample-page/manage-improve-and-open-up-your-research-and-data/

Ez en torony mely helyteleniil a tnrtenehleg hire
csonka torenynak tartatik 1252 koriil IV. Bel |
alatt a domeésel¢ altal épittetett sz. Mlklusnak sz.entel
egyhaz tornya~ volt. Az egyhaz gjszaki olda\ an a mai

P T SHREEAS ‘\

ggymn ':‘EARI.&H-C;\MPUS Resources  Toplcs  Sources  Counse Registry  Abow M a e as\ﬁ .
DARIAH Pathfinder to Data -

Management Best Practices in the
Humanities

1. Why research data management?

Systernatically planning haw you will coflect, document. organize, manage. share and presere your
data has many benefita It helps to build a common framework of understanding with your
collaborators and other stakeholders such as data archivisis or professionats of GLAM instiutions.

But yo also think of your future


https://campus.dariah.eu/resource/dariah-pathfinder-to-data-management-best-practices-in-the-humanities

Data management ABC — File naming

File naming conventions

|

v

o
N o

THE UNIVERSITY
© of EDINBURGH

Records Management home

The conventions comprise the following 13 rules. Follow the links for examples and explanations of the rules.

[

S I S FCR N

. Keep file names short, but meaningful = Naming conventions
. Avoid unnecessary repetition and redundancy in file names and file paths. . Make finding electronic records easier.

. Use capital letters to delimit words, not spaces or underscores . O

.When including a numberin a file name always give it as a two-digit number, i.e. 01-99, unless it is a year or another number with more than two digits.

. Ifusing a date in the file name always state the date ‘back to front] and use four digit years, two digit months and two digit days: YYYYMMDD or YYYYMM

or YYYY or YYYY-YYYY.

. When including a personal name in a file name give the family name first followed by the initials.

. Avoid using common words such as ‘draft’ or ‘letter” at the start of file names, unless doing so will make it easier to retrieve the record.

. Order the elements in a file name in the most appropriate way to retrieve the record.

. The file names of records relating to recurring events should include the date and a description of the event, except where the inclusion of any of either

of these elements would be incompatible with rule 2.

. The file names of correspondence should include the name of the correspondent, an indication of the subject, the date of the correspondence and

whether itis incoming or outgeing correspondence, except where the inclusion of any of these elements would be incompatible with rule 2.

. The file name of an email attachment should include the name of the correspondent, an indication of the subject, the date of the correspondence,

12.

13.

‘attch’, and an indication of the number of attachments sent with the covering email, except where the inclusion of any of these elements would be
incompatible with rule 2.

The version number of a record should be indicated in its file name by the inclusion of ‘" followed by the version number and, where applicable, ‘Draft.
Avoid using non-alphanumeric characters in file names.


https://www.ed.ac.uk/records-management/guidance/records/practical-guidance/naming-conventions
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“ntABC — Fileenaming

Unlike the software domain, the data community doesn't yet have a standard numbering system. Three
representative data version numbering patterns in use include:

Data VerSIOI’]Ing a e Data versioning

Numbering system 2

Numbering system 3

HATIONAL D

Numbering system 1

What tools are available for data versioning?

f =) m There is no one-size-fit-all solution for data versioning and tracking changes. Data come in different forms
. u m E . and are managed by different tools and methods. In principle, data managers should take advantage of data
management tools that support versioning and track changes.

What do we mean by the term ‘data versioning’? Example approaches include:

A version is “a particular form of something differing in certain respects from an earlier form or other forms of Git (and Github) for Data = (with size <10Mb or 100k rows) which allows:
the same type of thing O". Ir.1 the research environment, we often think of vers_lons as they pertain to _ « effective distributed collaboration — you can take my dataset, make changes, and share those back with
resources such as manuscripts, software or data. We may regard a new version to be created when there is me (and different people can do this at once)
a change in the structure, contents, or condition of the resource. *+ provenance tracking (i.e. what changes came from where)
» sharing of updates and synchronizing datasets in a simple, effective, way.
In the case of research data, a new version of a dataset may be created when an existing dataset is Data versioning at ArcGIS =
reprocessed, corrected or appended with additional data. Versioning is one means by which to track changes

. . ., . . . « Users of ArcGIS can create a gecdatabase version, derived from an existing version. When you create
associated with ‘dynamic’ data that is not static over time.

a version, you specify its name, an optional description, and the level of access other users have to the

Why is data versioning important? Numbering system 1

Increasingly, researchers are required to cite and ider
to support research reproducibility and trustworthines: Data versioning follows a similar path to software versioning, usually applying a two-part numbering
R . . rule: Major.Minor (e.g. V2.1). Major data revision indicates a change in the formation and/or content
accurately indicate exactly which version of a dataset ) ) : :

; ” ; of the dataset that may bring changes in scope, context or intended use. For example, a major
particularly challenging where the data to be cited are revision may increase or decrease the statistical power of a collection, require chanae of data
accessed via a web service. access interfaces, or enable or disable answering of more or less research guestions. A Major
revision may incorporate:

+ substantial new data items added to /deleted from a collection

+ data values changed because temporal and/or spatial baseline changes
« additional data attributes introduced

+« changes in a data generation model

» format of data items a changed

= major changes in upst datasets.

affect the scope or intended use of initial collection. A Minor revision may include:

= renaming of data attribute
+ correction of errors in existing data
« re-running a data generation model with adjustment of some parameters

« minor chanaes in upstream datasets.


https://www.ands.org.au/working-with-data/data-management/data-versioning

Data management-ABC—\Versioning

1. Create Document/Flle

= Save the document according o file naming guidance gocd practice.

1. Docwmsent Identificathon

« lderdify on the Socurmsent &.§. in Beader of iooled 1he suthof, ename, page
riumbe and date the Sooumsent i oreated nevibed

1. Verhon Controd Table

= Margiond and chanpes dotamented with Versson Controd Table whene
significant/formal/projpect based.

& Current version numbsr identified om the first page arsd where approgdiate,
imgorporated into the header or foober of the document.
# Wersion numbser is incleded as part of the file namae.

o M a5 wertin -1 (o Tull Sops in elsCorgmssc ke names),
» Subhsequent draft weribons 0-2, 03, 0-4 _

6. First FinalfApproved Version

= iWhen documant i final fapprosad it becomes version 1-0.

7. Chanmges bo Finad Verskon

LL ‘-"‘?f'*""""—‘_‘.“"‘{"l'-b"-:%—-.-p .

= Champed revised final version becomes 2-1.
» Sshsaquent drafts to Final version become &g 1-1, 1-2, 1-38be.

8. Further Final/Approved Documentt
l‘ ) & Nprlon numiber increased by “1-00 .8 1-0, 240, 3-0etc
= g g Amendments to Fingd 1-08re 1-1, 1-2, 1-3 and &8 approved bécomes 2-00

i - ; ://www?2.le.ac.uk/services trolChart d0-1.pd



https://www2.le.ac.uk/services/research-data/documents/UoL_VersionControlChart_d0-1.pd

Data management ABC — Versioning

Version control

Version control can be done through:

as using version numbers or dates (date format should be YYYY-MM-DD, see 'File naming');

o Record the date within the file, for example, 20010911_Video_Twintowers;

o Process the version numbering into the file name, for example, HealthTest-00-02 or
HealthTest_v2;

o Don't use ambiguous descriptions for the version you are working on. Who will know
whether MyThesisFinal.doc, MyThesisLastCOne.doc or another file is really the final
version?

Using version control facilities within the software you use;

Using versioning software like Subversion (2017);

Using file-sharing services with incorporated version control (but remember that using
commercial cloud services as the Google cloud platform, Dropbox or iCloud comes with
specific rules set by the provider of these services. Private companies have their own terms
of use which applies for example to copyrights);

Designing and using a version control table. In all cases, a file history table should be
included within a file. In this file, you can keep track of versions and details of the changes
which were made. Click on the tab to have a look at an example which was taken from the
UK Data Service (2017¢). CESSDA training



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-authenticity
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Planning
your
project

Organizing
your data

Saving
and
backing
up your
data

Gatting
your data
ready for
analysis

Analyzing
your data
and
handling
the
outputs

Data I\/Ianageme

Ad Hoc

When it comes to my
data, | have a "way of
doing things" but no
standard or

documentead plans.

| don't follow a
consistent approach
for keeping my data
organized, so it often
takes time to find
things.

| decide what data is
important while | am
working on it and
typically save itina

single location.

| don't have 2
standardized or well
documented process
for preparing my data

for analysis.

| often have to redo
my analyses or
examine their
products to determine
what procedures or

parameters wWere

applied.

One-Time

| create some formal
plans about how | will
manage my data at the
start of a project, but |
generally don't refer

hack to them.

| have an approach for

organizing my data, but
| only put it into action

after my project is

complete.

| know what data needs
to be saved and | back it
up after I'm done

working on it to reduce

the risk of loss.

| have theught sbout
how | will need to
prepare my data, but |
handle each case in a

different manner.

After | finish my
analysis, | document
the specific parameters,
procedures, and

protocols applied.

Active and Informative

| develop detailed
plans about how | will
manage my data that |
actively revisit and
revise over the course

of a project.

| have an approach for
organizing my data
that | implement
prospectively, but it
net necessarily

standardized.

| have a system for
regularly saving
important data while |

am working on it. |

have multiple backups.

My process for
preparing data is
standardized and well

documented.

| regularly document
the specifics of both

my analysis workflow
and decision making

process while | am

analyzing my data.

Optimized for Re-Use

| have created plans for
managing my data that
are designed to streaml
its future use by myself

others.

| organize my data so th
others can navigate,

understand, and use it

without me being present.

| save my datain a
manner and location
designed maximize
opportunities for re-use

by myself and others.

| prepare my data in such
a way as to facilitate use
by both myself and others

in the future.

| have ensured that the
specifics of my analysis
workflow and decision
making process can be
understood and put into

action by others.

Project Report
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Research Ideas and Qutcomes 4: 26439
https:/fdoi.org/10.3897/rio.4.e26439

May 9, 2018

Support Your Data: A Research Data Management

Guide for Researchers
¥ John A Borghi, Stephen Abrams, Daniella Lowenberg, Stephanie Simms, John Chodacki

Abstract «

Researchers are faced with rapidly evolving expectations about how they should manage and share their
data, code, and other research materials. To help them meet these expectations and generally manage and
share their data more effectively, we are developing a suite of tools which we are currently referring to as
"Support Your Data". These tools, which include a rubric designed to enable researchers to self-assess their
current data management practices and a series of short guides which provide actionable information about
how to advance practices as necessary or desired, are intended to be easily customizable to meet the needs

of a researchers working in a variety of institutional and disciplinary contexts.
Suppl. material 5: Draft Guide - Preparing [
Authors: John Borghi
Data type: OpenDocument Text (.odt) file

Brief description: A draft guide that corresponds with the "Getting your data ready for analysis” row of
the RDM rubric. Suggested points of customization are highlighted in yellow (discipline-specific) and red
(institution-specific).

Filename: Draft Guide - Preparing.odt
Download file (59.52 kb)

Suppl. material 6: Draft Guide - Analyzing [
Authors: John Borghi
Data type: OpenDocument Text (.odt) file

Brief description: A draft guide that corresponds with the "Analyzing your data and handling the
outputs” row of the RDM rubric. Suggested points of customization are highlighted in yellow (discipline-
specific) and red (institution-specific).

Filename: Draft Guide - Analyzing.odt
Download file (51.82 kb)

Suppl. material 7: Draft Guide - Sharing E&
Authors: John Borghi
Data type: OpenDocument Text (.odt) file

Brief description: A draft guide that corresponds with the "Sharing and publishing your data" row of the

o i [N IR "l

Jc


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide
https://doi.org/10.3897/rio.4.e26439

Research Data Management Training Y. _ . ; : . -

MANTRA is a free online course for those who ;

manage digital data as part of their research E g % i

prﬂject. Readarch Caredr Herubor Information |
Srudent Researcher Aosdemik Profiesskonal

About Acknowledgements DI Training Kit fior Librarians Feadback Contact Us N

Learning Units: Select one to start 2 A & d ]

E Research data sxplained > [ ,‘ﬁ File formats & tranaformation » { tﬁ) Data protection, rights & access > l
<> Data mana [ l i ~ ]
gement plans > Documentation, metadata, citation » Sharing, preservation & licensing >

=z [ ] [ ]

- ] i - i i

Organising data Sto & % | Data handling tutorials =
SOy Orvanising data > k4 rage & security > ng als
https://mantra.edina.ac.uk/

-
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Data management ABC — Data entry

cessda
TRAINING

Data Management Expert Guide

1. Plan > T
o ) Check the completeness of records
Jrganise & Document >
3. Process b
: ; @) Reduce burden at manual data entry
Data entry and integrity
: : Quantitative coding S
e &) Minimise the number of steps _
I.\_\_'II'- Talivie Ol | ! ﬂ
'_I_- T. E- T Y L T =
Elafirmmtacaad a S = Conduct data entry twice
Data authenticity
) = ]
—_—— | Wrap up: Data qualit @ Perform in-depth checks for selected records
—— ¥ =% .\_.I > v QUS LYy
g | AT your DMPE: part 3
sources and further reading @ Perform logical and consistency checks
lore >

@ Automate checks whenever possible


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-entry-and-integrity

Open Science Training Co

Managing and Sharing Research Data

Data-driven research is becoming increasingly commaon in a wide range of _

academic disciplines, from Archaeology to Zoclogy, and spanning Arts and S5cience ﬂ
subject areas alike. To support good research, we need to ensure that researchers

have access to good data. Upon completing this course, you will: Full details

, : Level of knowledge: Introductor
+ understand which data you can make open and which need to be protected reauined
» know how to go about writing a data management plan )
¢ Eoo I
« understand the FAIR principles Topics

« be able to select which data to keep and find an appropriate repository for nF ﬁ ¢
them

« learn tips on how to get maximum impact from your research data

:'l;;,-:_'. e -"_ o
(il el

https://www.fosteropenscience.eu/node/2328
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What are personal data?

Click the plus sign to expand the bect bos

+ What are personal data?

[FOSTER =

B 7 A

| | Data Protection and Ethics

+ Protecting personal data

This course covers data protection in particular and ethics more generally. It will
help you understand the basic principles of data protection and introduces
technigues for implementing data protection in your research processes. Upon

completing this course, you will know: Full details
Leved of knowdedge: Intreducion: revicas kniowled
« what personal data are and how you can protect them 5 requited S el s

= what to consider when developing consent forms
« how to store your data securely
« how to anonymise your data




dati personali

% cessda

TRAINING

# EVENT CALENDAR TRAINING RESOURCES ABOUT

Training [ Training Resources | Data Management Expert Guide [ 5. Protect [ Processin

nal data

by, fair and trans;
Personal data should be accurate and, where

The participant is infarmed of what will be dane necessary kept up to date. Every reasonable step
" must be taken to ensure that personal data that
with the data and data processing should be done

P o cx are inaccurate are erased or rectified without

aocordingly. delay.

II. Keep to the original purpose = f \ V. Remove data which are not used

Personal data should be kept in a form which

Data should be collected for specified, explicit and permits identification of data subjects for no

legitimate purposes and not further processed ina longer than is necessary for the purposes for which

mannér that is incompatibl thi tho=e purposes. _ A the personal data are processed.

re data integrity and confiden

Personal data are processed in a manner that
Personal data that are oxllected should be ensures appropriate security of the personal data,
adequate, relevant and limited towhat is including protection against unauthorised or
unlawful processing and against accidental loss,

destruction or damage, using appropriate

technical or organisational measures.




Science Europe
Guidance Document

'.,;'M:_:!Xm:::‘l.l.‘ scipine-specific
Frivacy Science Europe 2018
' Porsonal Data Protection Acts aro present n ol Europaan oounines and ooncerm gonam

G0 Of Do T i o A
s o i Hrel nasar Fuluog Ery L Dot i L y]

| Mgriar States will Parm B

ﬂ Frespoom of inkommaslion AClS mooulato s e of

T

Obligations to Report Data Loakage Acts e soditions |

Ty ool veerlBy ey Pl abicon of pw gl CRALE ] COnCEen BRNCT

Madical Treximaent Agroemont Acts reguiale e uSe Bnd D
clatiy in and o madicad

3 Hevitage Acts sro ridear
TR O LTS
Soientific Medical Ressarch with Humars Acts reguiats tic resoarch
Bo poracral heatin-relaied data. Thase e Ahacal Py O Siatistical Information Acts g

Jathenng & v 0 So0mss 1o &

IneBectiaal Property Rights @ Land Regisiry Acts i

B i "

ol e

@ Copyright Acts regulafo Sho right

e R0 fgheE &) pelrioodl i
D Tre Database Rights Act recognised the Featmeris e in creatng andion comgling & Codes of Conduct’'Ethical issuss
datnbase. i s based on Europoan Diroctie S6REC " O Cedes of Condust, »

r i LR
C Related Fights Acts o Neighbouring Fights Acts most

PO T Prodacirs, il BroSciatiaG GG

O Codes of Practicn tor B o

o th Porsomal Diata Proloct

' Patent Acts ane kor Bhe profsction of pasents, |

s mincing gunng the appscaton s1aga of & pater

Public data
3 Public Records Acts [Publc Archass &

Oy PRty CTeiel OOCLITRENLS B Do

D Codes of Condwct for Mad

D Public Soctor Wit ACS (oonooeT

Dhrectivn 20T 37VELM thal o s on s oo



https://www.scienceeurope.org/wp-content/uploads/2018/01/SE_Guidance_Document_RDMPs.pdf
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LIBER Webinar; GDPR & What It Means For Res earchers

Tha Privieey Impact Assesament (PLA) Rowte Plernar for Acndermic Rosoarch
Insplred by Harmy Beck's London Metro Map
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Exccutive Summary
Seientific research depends on the exchange of idews, knowledige and information, Whsere it
involves the processing of data concerning people in the ELI, scientifle rescarch i subject 1o
the appheable rules ncluding the General Data Protection Regulation and Regulation P i Breme—t
17252018 for EL! instibuisons. The rubes contam a special regmme affordmg a degree of
H H H H Mexibility for pemuine rescarch projects that operate within an ethical framework and aim o
reliminary UPINION oo coie ovidge m welbeig low s socl rsime shonld oot O

practice is under discussion. Some argue that the GDPR affers too musch flexibility, others that

the rules threaten vital rescarch activity T

B on data protection and | e
- than ever and mansformed haw rescarch is carried out. The boundary between private secios
— 1 1 rescarch and tradtional academis: rescarch is blurrier than ever, and it is ever harder 1o
= scientific researc el il oo A gt o
1 private interests. Cooporate secrecy, partsoulatly in the tech seclor, .nncn controls the mast
valushle data for understanding the impact of digitisation and specific phenomena like the
disamilation of misinformation, is a magor harmer (o social science research

vw field of | d lly take place
cthical standards. The interaction betwoen this

ﬁummk and the GDPR 1 being discussed witkin the Furopess Dsta Protectson Boand

Jan 6, 2020 i e e i

subject rights, but pam-( some Mmm freen controller nal-umm This ieclades the

for din

ial and other contexts, L im place. This fexibality is
afforded on the assumption that reseanch occurmeg witkin & I'Mm«l of dhqxl m«suwhl
serves, in principle, the poblic interest ¥,
consrollers 1o assess honestly and manage responsibly the risks isherent i their rescarch
projects, Such risks can be very high where, for cxample, processing sensitive dats on healih
or political or religious views. Comsent s a legal basis for processing must be froely-given,
specifie, informsed and This differs and ly fromy
*mfirmed consent’ of buman participants in research. Such ‘mformed consent” may still serve
a5 8 safieguard in cases where consent i ot appeopriate s a data processing legal basi

wwl-ﬁcmmnuﬂmk fanction ina a-m\.wne secicty b hold powerful players
to sccount, and th
flm;m the hands m\‘a few pmaxnlnhal mnﬁn»e\ mummmoulwmdmld a0l
thi governance h able 10 access
mecessary APL and otber data, with a valid kgal basis and subseet 10 the principle of
plq)oﬂnnl'lm aned appropriate safeguards

We recommend intensifying dialogue hetween dats protection suthorities and ethical review

baasids for 3 comman understanding of which activities qualify as pensing rescarch, LI codes

of conduct rn xmﬁc rescarch, closer alignment between EL rescarch framewnrk
standards of a debase on th

in which access by researchers 1o dats held by private companses cam be bused on public

interest.



https://libereurope.eu/blog/2018/05/22/gdpr-webinar-recording/
https://edps.europa.eu/sites/edp/files/publication/20-01-06_opinion_research_en.pdf

The Privacy Impact Assessment (PIA) Route Planner for Academic Research
Inspired by Harry Beck’s London Metro Map

Mo processing of personal data Demanstrate compliancy
im your research with the GDPR

Demanstrate compliancy
with the
privacy principles

Processing (special categories of]
personal data of [vulnerable] individuals Ha high risk
in your research Processing

- —
| Research Design P ' :

Mitigate risks with

Legal ground appropriate measures
for processing

Implement appropriate
technical and
organisational measures

High risk
Processi Prior consultation
Mo legal ground " with the

for processing supervisory authority

Re-design Research

o)

Stop Research

Erasmus University Rotterdam
marlon.domingus@eur.nl
February 2018

https://surfdrive.surf.nl/files/index.php/s/BPRxchnZ44NZAgW
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The Logic of a Privacy Impact Assessment (PIA) for Academic Research

Q1. Do you process (special categories of) personal data
of (vulnerable) individuals in your research?

YES
NO

@2. What is the legal ground for this processing?

Lawfulness of Processing Q3. Is this processing a high risk processing?

YES

Proceed - no (GDPR?, Article 6, 89): Criteria for high risk processing
‘ measures 1. The individuals participating in your research NO (WP29 - DPIA Guideline™):
required for have freely given their explicit consent for one 1. Evaluation or scorin ) YES NO
— S safeguardingp or more specific purposes. Stop research | -~ conng b q

rivacy. 2. Your research contributes to a legitimate or redefine 2. Automated-decision making with legal or roceed -

" " i : T . S similar significant effect measures
Personal Data" (GDPR*, Article 4): interest, yet results in no high risks for the research. 3 s stemat%c monitorin required for

Any information relating to an identified or individuals participating in the research. - oysten 9 : -
i : participating In the researc 4. Sensitive data or data of a highly personal safe
identifiable natural person: a name, an Your research has a scientific, historical or nature guarding
identification number, location data, an online statistical purpose, yet results in no high risks privacy.
identifier, one or more factors specific to the for the individuals participating in the research. 2 l\.alzttihrzgocf)fsci?n%?nﬁ]Ia:jgaetass(jeat?
physical, physiological, genetic, mental, : g ! 9 )
economic, cultural or social identity of that 7. Data concerning vulnerable data subjects
natural person. Action 8. Innovative use or applying new technological

"Special Categories of Personal Data
(Sensitive Data)" (GDPR, Article 9):

Data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or
trade union membership, the processing of
genetic data, biometric data for the purpose of
uniquely identifying a natural person, data
concerning health or data concerning a natural
person's sex life or sexual orientation.

Action

Records of processing activities

(GDPR*, Article 30):

The university shall maintain a digital record

of the processing activities in your research to

demonstrate compliancy to the GDPR.

This register contains:

1. The name and contact details of the
researcher, the research partners and
service providers;

2. The purposes of the processing;

3. Adescription of the categories of data
subjects and of the categories of personal
data;

4. The categories of recipients to whom the
personal data have been or will be

disclosédregulation (EU) 2016/679 of the European Parli
movement of such data, and repealing Directive 9

Data protection by design and by default
(GDPR*, Article 25):

Implement appropriate technical and organisational
measures:

1.

et

Individual participating in your research (data
subject). Is the participant well informed, aware of
possible risks for her/him and aware of the purpose of
the research?

Data. Is the data de-identified and encrypted?

Access Management. How is access managed and
controlled for the Pl / team (expanded) / public?
Software / Platform. Are the Terms of Service for used
software / platform checked (where is the data and who
has access and has which usage rights)?

Devices. Are devices used safe? Encrypted drive,
encrypted communication, strong password / two factor
authentication.

Partners. Are the research partners / service partners
trusted and are appropriate legal agreements made,
with regards to roles, rights and responsibilities?

Safe and secure collaboration. Is the ((cross border)
communication to, in and from the) collaboration
platform end to end encrypted, are roles and
permissions defined and implemented, is logging and
onitorin

or organisational solutions

9. When the processing itself prevents data
subjects from exercising a right or using a
service or a contract

Action -
Prior consultation

(GDPR*, Article 36):

1. The Data Protection Officer shall, on behalf of
the researcher, consult the supervisory
authority, prior to the processing (the research)
when the processing would result in a high risk
in the absence of measures to mitigate the
risk.

Action

Principles relating to processing of personal data
(GDPR*, Article 5):

Demonstrate compliancy with the principles:
lawfulness, fairness, transparency, purpose limitation,

data minimisation, accuracy, storage limitation, integrity,

confidentiality and accountability.

nit %im lemented? ) ) .
Rt QFQ%EIMéﬁ@%?ﬁéﬁ?%ﬁ%i%“éﬁﬁé@%ﬁﬁ ook curopa.cllleqal poEIU T P EX 200 s GR0GTaIrOM=EN

? ?
** Article 29 Data Protection Working Party: Guidelines on Dag]a{wate%qc'mlﬁ’r]%ggks%légslitrr%%??Spll'/&r)ear%a&é?eqmining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679.
Adopted on 4 April 2017. As last Revised and Adopted on 4 October 2017. Online available at: https://ec.europa.eu/newsroom/document.cfm?doc_id=47711
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FAIR data

Findable

discoverable with
machine readable
metadata,
identifiable and
locatable by means of
a standard
identification
mechanism

.

=

Accessible

available and
obtainable to both
human and machine

.\. &

Interoperable

both syntactically
parsecable and
semantically
understandable,
allowing data
exchange and reuse
among scientific
disciplines,
researchers,
institutions,

organisations and



https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en

FAIR data training

4 [ fin B s =] & ] +s0ane] -
Findable
(] (; . . -
e=Ts F1. (meta)data are assigned a globally unique and et
* y There are many resources created by the ARDC on the topic of met
A Interoperable

| .

Reusable versioning
FAIR for Developers The ARDC has information on persistent identifiers on three different leve
FAIR data self- « Persistent identifiers: awareness

e Per identifie

» Persistent identifiers: expert level

It is also a provider of services for minting persistent identifiers of many
of the data being identified):

Complementary to the assignment of persistent identifiers is their proper 7
r— J

Indexed data
repositories

Standard
communications
protocol

Authentication,
where necessary

Open, free protocol

e
..
-

»’F

™

Vocabularies are
FAIR

Vocabularies

Provenance

o
Bt

Community
standards

Usage license



https://www.ands.org.au/working-with-data/fairdata/training

FAIR principles t

FAIQ GO FAIR Initiative Implementation Networks FAIR Princi;

Findable

The first stepin (rejusing data is to find them. Metadata and data should be easy to find for both — .
humans and computers. Machine-readable metadata are essential for automatic discovery of FAIR PrlnClples

datasets and services, so this is an essel
What does this mean?
F1.(Meta)data are assigned a globally Principle F1 is arguably the most important because it will be hard to achieve other aspects of FAIR
without globally unigue and persistent identifiers. Hence, compliance with F1 will already take you a

E2. Data are described with rich metz long way towards publishing FAIR data (see 10 ways identifiers can help with data integration).

Globally unigue and persistent identifiers remove ambiguity in the meaning of your published data
F3. Metadata clearly and explicitly in by assigning a unique identifier to every element of metadata and every concept/measurement in
your dataset. In this context, identifiers consist of an internet link (e.g., a URL that resolves to aweb
F4.(Meta)data are registered or inde: page that defines the concept such as a particular human protein: http://www.uniprot.org/uniprot
/P98161). Many data repositories will automatically generate globally unigue and persistent
Accessible identifiers to deposited datasets. Identifiers can help other people understand exactly what you
Once the user finds the required data, ¢ mean, and they allow computers to interpret your data in a meaningful way (i.e., computers that are
including authentication and authorisat searching for your data or trying to automatically integrate them). Identifiers are essential to the

human-machine interoperation that is key to the vision of Open Science. In addition, identifiers will

A1l.(Meta)data are retrievable by the help others to properly cite your work when reusing your data.

protocol Of course, identifiers are one thing, but their meaning is another (see principles 11-13). F1 stipulates

two conditions for your identifier:

A1.1 The protocol is open, free, a

1. It must be globally unigue (i.e., someone else could not reuse/reassign the same identifier
A1.2 The protocol allows for an a without referring toyour data). You can obtain globally unique identifiers from a registry
service that uses algorithms guaranteeing the uniguenass of newly minted identifiers.

necessary o
https://www.go-fair.org/fair-principles/ 2. lt must be persistent. It takes time and money to keep web links active, so links tend to

1 - - ¥ - — . - N N §oep- -l e 1 1 - _



https://www.dtls.nl/fair-data/fair-principles-explained/
https://www.go-fair.org/fair-principles/
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£ GUIDELINES
X to FAIRify data
b management
i O and make data
reusable
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AFAKE STORY IN A TRUSTWORTHY GUIDE

Introductlon

would not let him cho
life on his own, No, he was destined to marry
awoman from the neighbouring kingdom. He did not even
know her nan ly that referred to as My Fair L:
Before the father of My Fair Lady d accept the marriage,
he had a quest for Prince Fairhair. Onl ulfilling the quest,
would he be able ta marry the princess. His quest was to find
out how to turn water into gold. A quest that would require
gathering loads of da nd look for clues that could

lead to the recipe.

Luckily, Prince Fairhair was not alone in his quest. One of the castle wings housed a number of wiz-
ards who could help him decrypt and investigate the data chests. However, i s impossible for the data
0 nd hunt for data themselves. Thus to 2 them, a huge number of elves were trained to

Findable #1:

ok,

(Meta)data are assigned globally unique and persistent identifiers

. They had be
at had been meti

the data chests had been remowved, just leaving hol

ground. Fimble was one of these elves, who came back quite

& had found. He could

code 10.1234/abbb, and | don't ki

ed a map to Fimble

“Are you sure it's stil re? said Fimble,
he could not find,


https://doi.org/10.5281/zenodo.2248199
https://training.parthenos-project.eu/wp-content/uploads/2019/02/20181219_FolderParthenos_FAIRifyDataManagement_PDFonly.pdf
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Cloudy, increasingly FAIR; revisiting the FAIR Data guiding principles for the
European Open Science Cloud 2017

Cameron? | Velterop, lan® | Dumontier, M ichel | da Silva Santos,
D.f

3. What FAIR is...

FAIR refers to a set of principles, focused on ensuring that research objects are reusable, and
actually will be reused, and so become as valuable as is possible. They deliberately do not
specify technical requirements, but are a set of guiding principles that provide for a
continuum of increasing reusability, via many different implementations. They describe
characteristics and aspirations for systems and services to support the creation of valuable
research outputs that could then be rigorously evaluated and extensively reused, with
appropriate credit, to the benefit of both creator and user.

-

' r |



https://content.iospress.com/articles/information-services-and-use/isu824

Cloudy, increasingly FAIR; revisiting the FAIR Data guiding principles for the
European Open Science Cloud

2017

Article type: Research Article

Authors: Mons, Barend® ¢ | Neylon, Cameron? | Velterop, Jan® | Dumontier, Michel' | da Silva Santos,

| 4, ...and what FAIR is not Luiz Olavo Bonino® 9 | Wilkinson, Mark D."

FAIR is not a standard:|The FAIR guiding principles are sometimes incorrectly referred to

as a ‘standard’, even though the original publication explicitly states they are not [25]. The

| guiding principles allow many different approaches to rendering data and services Findable,
Accessible, Interoperable, to serve the ultimate goal: the reuse of valuable research objects.
Standards are prescriptive, while guidelines are permissive. We suggest that a variety of
valuable standards can and should be developed, each of which is guided by the FAIR
Principles. FAIR simply describes the qualities or behaviours required of data resources to

achieve — possibly incrementally - their optimal discovery and scholarly reuse.

FAIR is not equal to RDF, Linked Data, or the Semantic Web| The reference article in

Scientific Data [25] emphasises the machine-actionability of data and metadata. This
implies (in fact, requires) that resources that wish to maximally fulfil the FAIR guidelines
must Utlh":‘E' a widely-accepted machine-readable framework for data and knowledge

i 1 I 1o L) IEREES EERSESER R, P, BRSSO PR RS o e BT B EESEEe R P

FAIR is not just about humans IJemg able to find, access, reformat and finally reuse

data: The official press release following the publication of the FAIR Principles states the
authors’ position clearly: “The recognition that computers must be capable of accessing a
data publication autonomously, unaided by their human operators, is core to the FAIR
Principles. Computers are now an inseparable companion in every research endeavour”. In
recent surveys, the time reportedly spent by PhD students and other researchers in projects
dealing with discovering and reusing multiple data sources — so called ‘data munging’ — has
been pegged at 80% [19]. Were these colleagues and their machine-assistants only having to
deal with FAIR data and services, this wasted time would be reduced to a fraction of what it
is today. The avoidance of time-wasting would be a first return on investment in good data
stewardship. To serve this potentially enormous cost reduction, FAIR compliant (meta)data
and services should be actionable by machines without human supervision whenever and
wherever possible.

FAIR is not equal to Open: [[he ‘A’ in FAIR stands for ‘Accessible under well defined

conditions’. There may be legitimate reasons to shield data and services generated with
public funding from public access. These include personal privacy, national security, and
competitiveness. The FAIR principles, although inspired by Open Science, explicitly and



https://content.iospress.com/articles/information-services-and-use/isu824
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Introduction s T ' ' Sustainable and FAIR Data
- ¥ ! Sharing in the Humanities

We could then define data in the
humanities broadly as all materials
and as scholars collect, generate
and use during all st s of the
research cycle. In this report we

focus on digital assets.

@ RECOMMENDATIONS

» Think of all your research assets as research data that could be potentially reusad by
other scholars. Consider how useful it would be for your own work if others shared their
data

» Familiarise yourself with the FAIR Data Principles before you start collecting data and
building corpora e FORCE1T: the FAIR Data Principles, GO-FAIR: FAIR Data Principles and
discuss with colleagues and experts to build a better understanding

» Digitally document all your research and data collection work -- at the beginning of a
progect it 1s difficult to judae whach information of the research process will be important
and valuable [ater on.

» Lise well-established tools to facilitate your research work, as many of them allow data
sharing e.g. MIT Librries Digital Humanities: Tools and Resource Recommendations

» Browse humanites datasets and conssder wihether your own assets could be published


https://doi.org/10.7486/DRI.tq582c863

FAIR / Open

TURNING
FAIR INTO
REALITY

Increasing degrees Increasing degrees Turning FAIR into reality, 2018

FAIR Open
data data

Figure 4. The relationship between FAIR and Open

iData can be FAIR or Open, both or neither. The greatest benefits come when data are both FAIR and Open| as the
lack of restrictions supports the widest possible reuse, and reuse at scale. To maximise the benefits of making
FAIR data a reality, and in the context of Open Science initiatives, the FAIR principles should be implemented |

combination with a policy requirement that research data should be Open by default - that is, Open unless there

d JOoOod reaso or restr Nng 4 = Or reyse, rece uropeg 0 on rtormulatio e Imax ]

open as possible, as closed as necessary’ has been introduced, which is a helpful articulation of the principles



https://ec.europa.eu/info/sites/info/files/turning_fair_into_reality_1.pdf

TURNING
FAIR INTO
REALITY

The system of incentives and rewards must also be addressed in a fundamental way. From the perspective
of measuring and rewarding research contributions, the full diversity of outputs should be taken into account
including FAIR data, code, workflows, models, and other digital research objects as well as their curation and
maintenance. In the 21 century, traditional publications and journal articles are far from being the only
significant contributions to the advancement of knowledge.

= : - B — = N

..STOP WORSHIPPING IMPACT FACTOR

...AND JOURNAL ARTICLES
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DATI APERTI




Perché i dati

- .....-ﬂ"" Q.E‘ ‘3e “IEII...‘..’.....
: ===== I o 8 = BEHOENDO0
| " I&‘.Itm ISBE L d&- 3... L1111 1 1]

Oct. 2017

Wilma van Wezenbeek
@wvanwezenbeek

#0sc2018 @s)DCC | really like what Sarah said
just now "There is more risk in losing your
data than sharing your data #openscience
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Sharing data: good for science, good for you



https://figshare.com/articles/_/5481187
https://www.youtube.com/watch?v=HJbo-OAaJ1I&feature=youtu.be
https://twitter.com/wvanwezenbeek/status/973502457115537408

People will contact me fo ask about stuff

Christopher and Alex (CEA) say: “This is uswally an
objection of people who feel ovenworked and that
Idata sharing] isn't part of their job..." | would add to this that science is all about
learning from each other - if a researcher is opposed to the idea of discussing thedr

datasets, collaborating with others, and generally being a good science citizen, then

they should be outed by their community as a poor participant.

FPeople will misinterpret the data

CiA suggest this: "Document how it should be interpreted. Be prepared to help and
correct such people; those that misinterpret it by accident will be grateful for the
heldp.” From the UK Data Archive: "Producing good documentation and prowding
contextual information for your research project should enable other researchers to
correctly wse and understand your data.”

It's woarth mentioning, however, a second point C&A make: “Publishing may actually

My data is not very Interesting

CRA: “Let others judge how interesting or useful it is — even niche datasets hay
people that care about them.” 1'd also add that it's impossible to decide wheth
dataset has value to future research. Consider the many datasets collected bel
“climate change™ was a research toplc which have now become invaluable to
documenting and understanding the phenomenon. From the UK Data Archive;

http://carlystrasser.net/closed-data-excuses-excuses/

Closed Data... Excuses,
Excuses

CARLY STRASSER

be useful to counter wiltful misrepresentation (e.g. of data acquired through Freedom I'm pot sure | own the data
of Information legislation], as one can quickly point to the real data on the web -
refute the wrong interpretation.” My dota is too complicoted.

CiAc "Don’t be too smug. IF it turns out it's not that complicated, it could harm your
professional [standing].” Dwould add that if it's oo complicated to share, then it's too
complicated to repreduce, which means it's arguably not real scientific progress, This
can be solved by more documentation.

My data is embarrassingly bod

Céfe “Many eves will help you improve your data (e.g. spot inaccuracies)... people will
accept your data for what it is.” 1 agree. All researchers have been on the back end of
making the sausage. We know it's not pretty most of the time, and we can acoept that.
Plus it helps you strive will be at managing and organizing data during your next
collection phase.

It's not a priority and I'm busy

Good news! Funders are making it your priority! New sharing mandates in the OsTP

n state that any research conducted with federal funds must be
accessible, You can expect these sharing mandates to drift down to you, the
resgarcher, in the very near future (6-12 manths).

1 might want to use it in a research paper

Anyone who's discussed data sharing with a researcher is familiar with this excuse.
The operative word here is might. How many papers have we all considered writing,
only to have them shift to the back burmer due to other obligations? That said, thisisa

réal concer.

CaA suggest the embargo route: "0One option is to have an automatic or optional
embargs; require people to archive their data at the time of creation bt it becomes
public after X months, You could even give the option to renew the embargo so only
things that are no longer cared about become published, but nothing is lost and
eventually everything can become open.” Researchers like to have a say in the use of
their datasets, but | would caution to have any restrictions default to sharing. That is,
after X months the data are automatically made open by the repository.

I would also add that, as the original collector of the data, you are at a huge advantage
compared to others that might want bo wse yaur dataset. You have knowledge about

your system, the conditions during collection, the nuances of your methods, et cetera
that could never be fully described in the best metadata.
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Open Science: perché solo i dati?
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You can make your workflow more open by ...

adding alternative evaluation, e.g. with altmetrics O @ @©
communicating through social media, e.g. Twitter W

sharing posters & presentations, e.g. at FigShare £

using open licenses, e.g. CCO or CC-BY ©®

publishing open access, ‘green’ or ‘gold’ 3 A&D0AJ
using open peer review, e.g. at journals or PubPeer E
sharing preprints, e.g. at OSF, arXiv or bioRxiv $v BRI biokRxiv
using actionable formats, e.g. with Jupyter or CoCalc @ @

open XML-drafting, e.g. at Overleaf or Authorea Au

sharing protocols & workfl., e.g. at Protocols.io

sharing notebooks, e.g. at OpenNotebookScience

sharing code, e.g. at GitHub with GNU/MIT license

sharing data, e.g. at Dryad, Zenodo or Dataverse oATAD e
pre-registering, e.g. at OSF or AsPredicted f
commenting openly, e.g. with Hypothes.is

using shared reference libraries, e.g. with Zotero

sharing (grant) proposals, e.g. at RIO

m Bignca Kramer & leroen Bosman https://101innovations. wordpress.com DOI: 10.5281/zen0do. 1147025
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