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1. Introduction 

The proliferation of IoT (Internet of Things) technology has attracted 
the interest of practitioners and scholars alike. Over the past few years, 
IoT has exhibited remarkable growth, transitioning from a mere 5 billion 
devices in 2015 to a projected 75 billion devices by 2025, representing 
an extraordinary year-on-year development (Forster et al., 2021). This 
increase in the dispersion can be attributed to the manifold opportu
nities it presents to various actors (Anagnostopoulos et al., 2017; Chen 
et al., 2014; Nižetić et al., 2020) across different areas of application 
(Jayachandran et al., 2022; Palaniyappan et al., 2023), as well as its vast 
potential to contribute to sustainable development (Bibri, 2018; Mastos 
et al., 2020; Sodhro et al., 2019). 

Thereby, the term “Internet of Things” (IoT) refers to networks of 
interconnected devices linked to the internet, enabling data sharing 
among them (Clark, 2016). IoT is an integral component of “Big Data,” 
providing the data foundation for artificial intelligence applications 
essential for automation and enhanced intelligence (Rhodes, 2020). The 
World Economic Forum (2018) has identified IoT technologies as a 
catalyst for sustainability, particularly in advancing sustainable devel
opment goals such as creating sustainable cities and communities and 
fostering affordable and clean energy solutions (World Economic 
Forum, 2018). Artificial intelligence, underpinned by IoT technologies, 
plays a pivotal role in the evolution of “smart cities” (Vinuesa et al., 
2020) and “smart homes” (Stojkoska and Trivodaliev, 2017), relying on 
seamless device interconnectivity. 

Within households, IoT technologies enable the establishment of 
“energy-aware environments” by facilitating the coordination of devices 
with smart metering systems, allowing homeowners to manage their 

energy consumption more effectively (Ahmadi et al., 2022; Stojkoska 
and Trivodaliev, 2017). This process includes optimizing energy con
sumption by household appliances, which can be scheduled to operate 
during periods of lower energy costs, typically during night-time hours 
(Al-Ali et al., 2017). 

In the broader context of the energy sector, digitalisation plays a 
pivotal role in decentralisation and decarbonization efforts. It offers 
enhanced visibility into the energy system and its assets, aiding in better 
planning for demand response and the integration of variable renewable 
energy sources (Lin and Xie, 2023; Rhodes, 2020). The IoT’s influence 
on these domains of the energy landscape is a noteworthy aspect of 
contemporary technological transitions. Hence, it becomes evident that 
IoT technologies play a pivotal role in facilitating the synchronization of 
the supply and demand aspects within the energy system (Palaniyappan 
et al., 2023). Furthermore, IoT gives rise to opportunities for integrating 
and managing electric vehicles, inspecting and managing the electricity 
generation units, and the power grid, in addition to “smarter tariffs” and 
incentivising more efficient consumer behaviour (Darby, 2018). The 
decarbonization of the energy system involves greater decentralisation 
of energy production, storage and usage (Jie et al., 2023), and in 
enabling this decentralisation, IoT can have a substantial impact on 
sustainability (Alanne and Saari, 2006; Ponce-Jara et al., 2017). For the 
EU, the digitalisation of the energy system is a policy priority, and this 
digitalisation will rely on technologies including smart IoT devices and 
meters, 5G and 6G, in addition to further innovations involving a pan-EU 
energy data space and digital twins (European Commission, 2023). A 
greater focus on the coordination of energy assets, consumers and pro
ducers at a local level is a core part of the EU’s strategy, and this explains 
the need for enhanced digitalisation (European Commission, 2023). 
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Thus, IoT in the context of the energy system and smart grid is consid
ered to enable “energy-based analytics data provided from the user to 
utility [that] could potentially significantly enhance the efficiency and 
reduce congestions in the smart grid, thus contributing to the 
improvement of power supply reliability in the future 100% renewable 
energy scenario” (Reka and Dragicevic, 2018, p. 90). In this context, we 
consider system efficiency to be improved when the peak load is reduced 
and system reliability is improved (Khalil et al., 2021). 

Thus, despite the vast potential benefits of IoT technologies in energy 
systems (Bedi et al., 2018), many barriers are preventing IoT from 
realizing this potential (Čolaković and Hadžialić, 2018). Generally, 
there are ethical considerations concerning, e.g., the effect on employ
ment (Kumar et al., 2021) and security and privacy concerns when 
sensitive data is exchanged (Righetti et al., 2018). An increasing number 
of scholarly publications address said concerns (Darby, 2018; Haarstad 
and Wathne, 2019; e.g. Jayashankar et al., 2018; Kummitha and Crut
zen, 2017) and, at the grid level, IoT security around authorization, 
privacy, trust, and authentication are considered significant imple
mentation barriers (Khatua et al., 2020). 

In addition, organisational challenges include how firms pursue 
market opportunities and construct successful business models out of 
IoT technologies (Abbate et al., 2019). There is also a general need for 
cultural change in organisations to embrace digitalisation, appreciate 
the value of data generated, and develop new data-related competencies 
(Sandys et al., 2019). Smaller organisations face particular difficulties in 
bearing the cost of deploying IoT-related IT infrastructure (Liu et al., 
2019). In terms of barriers to consumer adoption, the cost of replacing 
appliances before the end of their useful life plays a crucial role (Sni
derman and Raynor, 2015) besides a lack of technological readiness on 
the part of households leading to resistance to the adoption of IoT 
(Caputo et al., 2018). However, besides the potential benefits of adop
tion regarding the sustainability potential (Shrouf and Miragliotta, 
2015), there may be valid actor-specific reasons for non-adoption. 
Constraints inherent to IoT technologies include issues around interop
erability (Noura et al., 2019), namely the capacity of multiple devices 
being able to interact with one another despite the specific hardware 
and software (Čolaković and Hadžialić, 2018); this interoperability is 
crucial to the development and growth of IoT solutions (Bedi et al., 
2018). Moreover, IoT technologies give rise to security and data privacy 
issues for consumers (Rhodes, 2020). These challenges underlie the 
unfulfilled potential of IoT technologies and need to be addressed by 
governmental actors to foster the adoption of IoT (Abrishambaf et al., 
2019; O’Dwyer et al., 2019). 

Hence, to understand how technologies disperse within specific do
mains and get adopted across actors (Markard and Truffer, 2008), we 
draw on technological innovation systems theory (TIS) (Carlsson et al., 
2002; Nevzorova and Karakaya, 2020). TIS, defined as a “dynamic 
network of agents interacting in a specific economic/industrial area 
under a particular institutional infrastructure and involved in the gen
eration, diffusion, and utilization of technology” (Carlsson and Stan
kiewicz, 1991, p. 111), has proven to be a beneficial perspective not only 
within the domain of innovation management but for understanding the 
spread of ecological innovation at the systems’ level too (Kanda et al., 
2019). In this vein, research on sustainability has employed a TIS 
perspective. For example, Sharma et al. (2020) study the adoption and 
implementation issues of waste management in a smart city context and 
reveal that a lack of an institutional-level framework and infrastructure 
are the major hurdles. However, extant literature accentuates the role of 
the different actors in TIS as decisive for the overall outcome and sug
gests addressing this under-researched area (Markard et al., 2020; Ver
kade and Höffken, 2018). To address this research gap, we focus on the 
role of actors within the domain of energy systems and disentangle the 
very actor-specific preferences to understand the implementation of IoT. 
Our overall research aim is to explore the role of multiple actors in the 
diffusion of IoT within the specific context of the energy sector through 
the theoretical prism of TIS. There are two overarching research 

objectives, namely.  

a) To apply TIS theory (discussed above) as a framework for the 
diffusion of IoT in the energy system to gain deeper theoretical in
sights into the drivers and barriers. 

b) To combine TIS theory with a MAMCA approach to assess the mo
tivations of each actor in this system concerning the adoption of IoT. 

These objectives lead to the following research questions.  

(i) What are the actor-specific preferences in terms of the extent of 
implementation of IoT in the energy sector?  

(ii) Which factors facilitate and prevent the diffusion of IoT within 
the energy sector for multiple actors? 

To implement this, we conduct a Multi-Actor-Multi-Criteria Analysis 
(Ball et al., 2021; Karbasioun et al., 2023; Palm et al., 2023; Turcksin 
et al., 2011) to understand the preferences of a variety of actors within 
the energy system (Pohekar and Ramachandran, 2004). Our approach is 
informed by literature on actors in the energy sector (e.g. Ding et al., 
2023) and IoT. Thus, we address the deployment of IoT in the energy 
sector and contribute to the extant literature in several ways. First, we 
identify actors in the energy sector based on extant literature and detect 
underlying adoption criteria and dimensions, which play a crucial role 
in IoT implementation. Second, we contribute to the literature on 
technology innovation systems for actors (Mignon and Bergek, 2016) by 
addressing adoption hurdles at the actor level. Third, we apply a 
multi-actor, multi-criteria approach (MAMCA) and, thus, adapt a valu
able yet novel methodological approach from decision sciences to 
examine adoption issues at the actor level. Fourth, we outline policy 
recommendations to overcome adoption obstacles. The paper outlines 
the literature on innovation systems and actors, discusses the different 
preferences and decision criteria, and concludes with identified hurdles 
that inform policy implications. 

2. Theoretical background 

Innovation management is a multifaceted field encompassing tech
nological development and implementation dynamics. Scholars in this 
domain draw on diverse theoretical perspectives to explore how in
novations emerge, disperse, and eventually influence industries (Adams 
et al., 2006). As such, technological innovation research is broad and 
embraces many different theoretical perspectives and foci (Tidd, 2001). 
For example, research on innovation within firms assumes the firm as a 
conceptual boundary. Thus, a multitude of analytical levels has been put 
into the spotlight, ranging from individuals and leadership styles 
(Howell and Higgins, 1990) to firm resources (Teece, 1996) and inno
vation practices (Anzola-Román et al., 2018), communication patterns 
(Rothwell and Robertson, 1973) and firm reputation (Höflinger et al., 
2018). Subsequently, innovation within firms is often used to explain 
organisational performance variations (Azar and Ciabuschi, 2017) and is 
widely considered a driver of firm survival (Lin et al., 2013). 

Innovation does not only happen within organizational frontiers but 
often results from intricate interactions between organisations and their 
broader external environments. This interaction is influenced by factors 
ranging from competitive pressures to regulatory frameworks (Garcia 
and Calantone, 2002; Guo et al., 2017; Utterback, 1971). Recognizing 
the environmental and systemic nature of innovation, researchers have 
expanded their focus to include examining whole systems within which 
innovation activities are embedded (Cancino et al., 2018; Tidd, 2001; 
Vargo et al., 2020). 

2.1. Innovation within systems 

The systemic nature of technological innovation has led to the 
development of frameworks that conceptualize how technologies are 
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developed, adopted, and diffused across entire systems (Markard and 
Truffer, 2008). As a promising theoretical perspective, technological 
innovation systems theory (TIS) explains the diffusion of innovation 
within defined boundaries or across systems and has become a prevalent 
analytical angle to investigate technological innovation at the systems 
level. In that vein, TIS is considered an interaction network between 
agents within a specific area and in a given institutional environment 
that is part of generation, diffusion, and utilization of technology 
(Carlsson and Stankiewicz, 1991; Frank et al., 2018). 

In the context of TIS, innovations are seen not just as outcomes but as 
processes that involve multiple actors - from policymakers to businesses 
and consumers - each playing specialized roles. These roles include the 
creation of knowledge, the formation of markets, the direction of search 
efforts, the management of resources, and the development of legiti
macy for new technologies (Granstrand and Holgersson, 2020). It is 
important to note that TIS emphasizes that innovations emerge from the 
combined efforts of various actors whose activities are coordinated to 
support the entire system’s growth and sustainability (Carlsson et al., 
2002; Vargo et al., 2020). 

Uncertainty is usually high in a newly established TIS, and several 
competing technological categories can co-exist (Berg et al., 2019). 
Consequently, scholarly efforts focus on the necessary foundations and 
evolving dynamics of technological innovation systems. Resources are 
developed within organisations and systems by combined financial, 
human, and other resources (Markard and Worch, 2009; Suurs and 
Hekkert, 2009). Other intangible resources at the system level, such as 
governance structures and trust, emerge dynamically at the formal 
network and system levels (Musiolik et al., 2012). As a result, many 
scholars put system-level properties of closed geographical spheres in 
the spotlight of their research (Hekkert et al., 2007; Liu and White, 2001; 
Raven and Walrave, 2020; Walrave and Raven, 2016). 

Additionally, within the subdomain of sustainability innovations, 
scholars acknowledge that the diffusion of technology for sustainability 
is unpredictable and depends on its economic potential and the devel
opment of said technology (Kemp and Volpi, 2008). Therefore, sus
tainability innovations are often considered from a transition 
perspective (Kivimaa, 2014). However, one factor crucial for the 
dispersion of sustainable technologies is the extensive interplay of in
stitutions, regulatory systems, and policies (Foxon and Pearson, 2008) at 
the systems level, thus how they collaborate to overcome barriers and 
foster the adoption of new technologies (Nevzorova and Karakaya, 
2020). 

Nevertheless, a relevant and often overlooked aspect in extant TIS 
research is the actors’ role within innovation systems (Coenen, 2015). 
Accordingly, TIS studies first require boundary clarification and actor 
identification within the set system (Markard et al., 2015). Actors within 
a system can either “contribute to the success or failure of the TIS” 
(Skoczkowski et al., 2020, p. 7) generally, but their role is yet to be 
“explored in greater depth” (Köhler et al., 2020, p. 1). For example, by 
analysing publications and patents, Kushnir et al. (2020) systematically 
identify actors that adopt hydrogen direct reduction in the Swedish steel 
industry. This way, they classify a range of corporate, academic, insti
tutional, and other actors whose activities interplay within the innova
tion system and crucially shape how the steel industry transitions. In a 
similar vein, with a focus on the contestation of competing ethanol 
production technologies in Brazil, Furtado et al. (2020) suggest that the 
role of actors and their interactions are crucial for adopting technology. 

Despite some focus on actors in technological innovation systems 
literature, scholars argue in favour of taking a closer look at the specific 
roles of actors within TIS (Binz et al., 2014). On the one hand, a wide 
range of actors are highly interconnected and depend on each other’s 
actions and decisions for technology implementation and dispersion, 
while, on the other hand, the multitude of actors makes it difficult to 
understand adoption issues and facilitators, which are highly 
actor-specific. TIS has been applied to understanding smart-grid inno
vation, with Norouzi et al. (2023) using this approach to explore the 

success and failure drivers behind smart-grid innovation in the 
Netherlands, highlighting its usefulness in analyzing energy system 
innovation. 

2.2. Energy systems, actors, and adoption barriers 

Overall, many areas could benefit from the sustainability potential 
that originates from IoT implementation. Nevertheless, the spread of 
novel technologies can be relatively slow. Overall, the potential for 
sustainability benefits through the implementation of IoT in energy 
systems, such as Smart Grids, is significant (European Commission, 
2024). However, the diffusion of these technologies encounters 
numerous barriers. Effective implementation requires technological 
innovation and changes in consumer behavior, supportive regulatory 
frameworks, and robust infrastructure development (Agyekum et al., 
2021; Markard et al., 2020; Scherrer et al., 2020). Understanding the 
preferences, motivations, and constraints of various actors involved in 
the energy sector can provide valuable insights into the mechanisms of 
technology adoption and diffusion. 

Some scholars have, for example, explored various actor-related as
pects regarding IoT and smart grids. A study by Cambini et al. (2016) 
discusses how to encourage investment in smart grids by Distribution 
Network Operators (DSOs), with DSOs expected to shoulder the largest 
share of the investment costs in SGs. Another recent study explored the 
motivation of utilities as smart-grid actors in Switzerland, where they 
are not exposed to energy savings obligations. Fouiteh and colleagues 
found that some utilities are more enthusiastic about energy efficiency, 
while others are less engaged and more tentative (Fouiteh et al., 2023). 

Darby (2020) focussed on smart grid implementation and emphas
ised the importance of middle actors in the dispersion of smart thermal 
storage to allow for the shift in demand response systems. Such middle 
actors are installers, project coordinators, housing managers, and elec
tricity supply center staff, who are decisive in shaping the outcome and 
ultimate implementation (Darby, 2020). 

Consequently, a system-wide focus on actors to explain technological 
innovation through TIS is considered beneficial (Bhatt and Singh, 2020; 
Tricoire, 2015) yet absent in sustainability research (Wang et al., 2019). 
Hence, we seek to investigate system-wide actor preferences and explain 
IoT implementation for smart grids. We conducted a comprehensive 
literature search in indexed databases (EBSCO, WEB OF SCIENCE), 
reviewed papers from the energy sector and IoT, and identified areas of 
IoT application and actors based on the extant literature. An overview of 

Table 1 
Application areas of IoT.   

Smart Grid Smart City 

Application: Efficient use of existing 
energy infrastructure, 
matching electricity supply & 
demand in real time, enabling 
dynamic electricity tariffs, 
automatic sensing of faults. A 
major contribution is 
enabling the integration of 
variable renewable energy 
sources into the electricity 
system. 

Smart buildings, urban 
mobility, intelligent waste 
management, smart urban 
planning. Goal is to optimize 
running of the city to lead to 
economic, social and 
environmental benefits. 

Facilitating 
factors 

- Flattening peak-load of en
ergy grid.  

- Increase stability of system.  

- Improved air quality.  
- Sustainable transportation.  
- Resource usage of 

buildings. 
Implementation 

obstacles  
- Investment problems  
- Technology specific issues 

like interoperability and 
security  

- Organizational factors  
- Interoperability  
- Digital skills  

- Interoperability  
- Energy consumption  
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smart grids and smart cities is provided in Table 1. Subsequently, we 
identify relevant actors and evaluate various actor-specific ‘adoption 
hurdles’ in the different areas of application, which we discuss in more 
detail in the following sections. 

3. Methodology 

This study examines the case study of smart grids in which IoT 
technologies are central. IoT technologies underpin the rollout of smart 

grids and involve significant investment and adaptation, making smart 
grids an interesting case study for adopting IoT technologies. Within 
Europe, smart grids are a centerpiece of sustainability transitions. 
Hence, we decided to focus on exploring this specific case of energy 
systems within Europe because it entails various actors and allows the 
application of decision science methodology. This section outlines an 
overview of MAMCA, the approach taken within MAMCA, and the actors 
involved and their preferences (Keseru et al., 2021). 

We evaluate adoption hurdles across the identified actors in the 

Fig. 1. Overview of analytical approach.  
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literature review by evaluating their respective decision preferences. To 
assess actor preferences, we draw on the extant multi-actor-multi- 
criteria evaluation methodology (Buldeo Rai et al., 2018; Macharis 
et al., 2012; Mokarram et al., 2020; Zanghelini et al., 2018) and adapt it 
to fit the context of IoT adoption in the energy sector. We aim to identify 
the drivers of adopting more ambitious deployment scenarios for IoT 
and the hurdles for actors. The identified actors and motivations are 
outlined in the following sections, and an overview of the MAMCA 
approach can be seen in Fig. 1. 

The MAMCA method yields the preference of each actor for an IoT 
deployment scenario. MAMCA encompasses a variety of different ap
proaches, each with advantages and disadvantages. We apply the well- 
known TOPSIS (Technique for Order Performance by Similarity to 
Ideal Solution) approach. TOPSIS involves generating two ideal-type 
solutions, a positive ideal and a negative ideal, and calculating the dis
tance of each alternative from these ideal solutions, with proximity to 
the positive and distance from the negative ideal indicating better per
formance. The results were calculated using Python software, which 
adapted a scikit-criteria template created by Cabral et al. (2016) . 

A set of variables characterises the performance of each scenario, i.e. 
“Incremental”, “In-between” and “Embedded”. Each scenario involves a 
different level of adoption of IoT technologies and a different perfor
mance on each variable. Variables such as % gains in efficiency and the 
value of IoT to consumers annually perform better under scenarios with 
greater adoption, namely the “In-between” and “Embedded” scenarios, 
whereas variables like investment costs and cybersecurity will perform 
better under the “Incremental” scenario, involving a less intensive 
adoption of IoT technologies. Certain variables are easier to operation
alise, as they are more quantifiable, such as % gains in energy efficiency, 
value of IoT to different actors annually, investment costs to different 
actors and costs of integration. Other areas, such as cultural adaptation, 
cybersecurity, and data privacy, are more difficult to operationalise as 
they cannot be quantified. The performance of each scenario on these 
variables must be assessed on a scale from 1 to 5. Future work could 
consider how to operationalise these variables better. The way variables 
have been operationalised is outlined in the explanatory notes of the 
performance matrix, a full version of which is provided in the supple
mentary material. 

3.1. Smart grids: a case study of IoT implementation 

The specific context of this study is the diffusion of smart grids, in 
which IoT technologies are central; we regard smart grids as a case study 
representing IoT technologies in a sustainability context. The UK Gov
ernment has set up an Energy Data Taskforce to examine the possibilities 
for data to enable a low-carbon and decentralised energy system (Sandys 
et al., 2019). This task force has outlined the potential obstacles to 
realizing the full potential of data in the British energy system. It is 
important to note that there are different degrees of realisation of smart 
grids, extending far beyond only the rollout of smart meters. “Smart 
grid” is a rather abstract term used to refer to different scenarios relating 
to the future evolution of the electricity system (Mallett et al., 2018). 
Smart grids are described by Drtil (2024) as “electricity networks that use 
digital technologies, sensors, and software to better match the supply and 
demand of electricity in real-time while minimizing the costs and maintaining 
the stability and reliability of the grid” (Drtil, 2024) 

There are different degrees of fulfillment of smart grids, from the 
rollout of smart meters to more sophisticated arrangements. Barriers 
exist in terms of the more sophisticated forms of smart grid adoption. 
The UK’s Energy Data Taskforce has highlighted the need for common 
standards in terms of data collection to facilitate cooperation among 
actors in the energy system (Sandys et al., 2019). Moreover, Rhodes 
(2020) argues that concerns over cybersecurity and data privacy could 
hamper consumer engagement in more sophisticated scenarios and that 
there could be data skills gaps on the part of companies, such as electric 
utilities. Regarding the Chinese experience with smart grids, Mah et al. 

(2017) have criticised the lack of adoption of data visualisation tools to 
facilitate communication between utilities and consumers, the absence 
of dynamic pricing, crucial for demand response, and limited progress in 
developing new products, services, and markets from smart grids. 
Likewise, in an investigation into smart grids in the Netherlands, ten 
Heuvelhof and Weijnen (2013) outline different degrees of adoption 
from less ambitious scenarios, focused on the grid and grid operators 
implementing IoT technologies, to more extensive scenarios in which 
utilities and consumers adopt IoT technologies. Each scenario implies a 
flow of advantages and disadvantages for each actor, and, depending on 
their priorities, they will prefer a more ambitious or less ambitious 
scenario. Kataray et al. (2023) stress the need for better regulation and 
demand-side management in integrating renewable energy with smart 
grids. 

Our conception of smart grid deployment scenarios outlines three 
possible outcomes based substantially on the system boundaries for 
smart grids suggested by ten Heuvelhof and Weijnen (2013). First, the 
smart grid deployment is restricted to grid operators with the rollout of 
smart meters and other technologies such as predictive maintenance 
(Civerchia et al., 2017; Mahmoud et al., 2021) in an “incremental sce
nario”. Second, the “In-Between Scenario” includes electricity genera
tors in the smart grid, and this could involve adopting new software and 
business models, as suggested by Mah and colleagues above (2017). The 
third scenario is the “Embedded scenario,” in which the interface be
tween consumers and utilities is very advanced, allowing consumers to 
transmit the power they generate onto the grid (Hui et al., 2020). These 
scenarios have different performance characteristics and are interpreted 
differently by each actor. 

3.2. Actors and motivations in IoT deployment in the energy system 

In this section, the performance of each of the three scenarios based 
on the six overarching criteria will be outlined, in addition to the pri
orities of each selected actor. In Table 2, the performance matrix is 
presented, displaying the performance of the three scenarios. In the 
supplementary material, the Excel file offers explanatory information on 
the performance matrix. The performance matrix details the perfor
mance of each implementation scenario on a set of variables relevant to 
the actors. Data on performance was taken from our literature review, 
government documents, and industry reports. Where no data was 
available, we had to estimate performance based on our knowledge of 
the topic, and, especially for more abstract variables, such as cyberse
curity, we used Likert scales. With sustainability, smart grids hold po
tential for improved system efficiency and the integration of variable 
renewable power sources, but IoT technologies are also associated with 
rebound effects, as they also depend on materials and consume power, as 
referred to by Ku (2018). Smart grid technologies lead to economic 
opportunities and new business models but require investment at the 
system and household levels, including replacing obsolete equipment 
and end-use devices. Security concerns relate to the danger of cyber
attacks and data privacy, which increase as smart grids become 
increasingly sophisticated. Ease-of-adoption encompasses the chal
lenges that smart grids entail in terms of the need for companies to adapt 
to new skills and the hassle factor involved for consumers in full 
participation. Cooperation involves the extent of standardisation and 
interoperability in each scenario, enabling the collaboration of different 
actors. Each of these overarching categories consists of sub-variables 
reflecting the dimensions of the category. 

3.3. Factors underlying preferences of actors 

We identify ten key actors involved in implementing the smart grid 
concept. There are governmental actors, namely government and reg
ulators, responsible for infrastructure, ICT network operators, and 
electricity grid operators. There are electric utilities that generate and 
sell the power. Electricity consumers are households, public 
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organisations, and progressive and traditional private firms. Progressive 
private firms have a culture that embraces new technologies, including 
firms founded more recently and operating in higher value-added and 
service sectors of the economy. Traditional private firms may be less 
accepting of change and may include, for example, firms that are longer 
established and operate in lower value-added areas of the economy. 
Public organisations could include bodies like universities and local 
authorities. The different actors and their roles in the diffusion of smart 
grids are given in Table 3. 

Weightings correspond to each variable in the performance matrix’s 
importance for each actor. Due to the large number of actors, it was 

impossible to derive these weights empirically, e.g. via focus groups or 
surveys, and it was necessary to use our estimations based on our 
reading and knowledge of IoT and smart grids. The performance of each 
IoT deployment scenario on each criterion is multiplied by the weighting 
attached to that criterion by each actor, and this leads, via the TOPSIS 
approach, to the preferences for each actor for each scenario, as seen in 
Table 4. 

4. Results 

This section discusses the actors’ preferences regarding the three IoT 
deployment scenarios. Smart grids serve as a specific application of IoT 
technologies. Our study aims to showcase how adopting IoT systems can 
promote sustainability. The choice of smart grids as our focus is notable 
since it exemplifies the common incentives and disincentives linked with 
adopting sustainable IoT. As depicted in Fig. 2, the actors are evenly 
divided into two groups: (i) those favoring the incremental deployment 
scenario and (ii) those leaning toward the embedded scenario. Notably, 
no actor showed a preference for the In-Between scenario. This finding 
suggests a clear divide between actors eager for a more aggressive IoT 
deployment and those more cautious, with minimal interest in a middle- 
of-the-road approach. 

The embedded scenario has the highest score for the government and 
other energy actors. For the government, this can be attributed to the 
high weighting given to sustainability, with the more ambitious IoT 
deployment scenario holding more benefits for the integration of 
demand-side management, renewable energy resources, and other 
technologies in the energy transition, including e-mobility (Le Ray and 
Pinson, 2020; Reka and Dragicevic, 2018). Gains to energy efficiency 
result at the actor and system levels, with IoT technologies enabling 
greater self-sufficiency for residential and household consumers and 
better supply and demand management; gains are measured in overall % 
terms. The sustainability priority overrides concerns relating to 
cybersecurity. 

Other energy-related actors rely on a more ambitious deployment 
scenario, i.e., the Embedded Scenario, for their activities to flourish. For 
instance, e-mobility providers need to integrate electric vehicles with 
utilities so that vehicles can automatically charge when electricity prices 
are low (Wang et al., 2011). Grid operators, public organisations, and 
progressive private firms also favour the embedded scenario, albeit to a 
lesser extent. IoT-enabled smart grids allow grid operators to assimilate 
an increasing share of VRE (variable renewable energy technologies) to 
their grids, as IoT technologies allow better matching of electricity 
generation and consumption (Bansal and Singh, 2016). Through dy
namic pricing, whereby electricity prices fluctuate according to the 
power supply on the electricity market, determined by weather condi
tions, consumers adjust their usage, and this can lower congestion and 
decrease the need to resort to peak power plants (Faruqui et al., 2010). 
Better matching supply and demand has economic benefits for grid 
operators. For example, in 2019, German grid operators had to pay out 
€719 million to generators to curtail their production due to an over
supply of electricity (Bundesnetzagentur, 2019); broader diffusion of 
smart grids could help reduce the need for this compensation. The ad
vantages of integrating VREs alongside possible financial savings 
outweigh the costs of the more ambitious IoT deployment scenario, 
although these are considerable for utilities through 2040. For instance, 
the Electric Power Research Institute (2011) , referring to the US 
context, estimates annual investment costs associated with smart grids 
of between 17 and 24 billion dollars through 2040. 

On the consumption side, progressive private firms and public or
ganisations see opportunities to enhance their sustainability perfor
mance through engaging in the smart grid. For instance, industrial 
actors can offer system services through demand response, adjusting 
their consumption to meet the power grid’s needs. The flexibility re
duces the need for other options like peaking power plants or storage 
technologies and is useful for the electricity system (Shoreh et al., 2016). 

Table 2 
Full performance matrixa.  

Sub_categories Scenarios 

Incremental Inbetween Embedded 

Estimated system efficiency 
improvement (%)b 

24.4% 32.5% 60% 

Integration of Green Tech (Mio €)c 179.5 359.5 719 
Rebound effect 4 3.5 3 
Value of IoT (Private firms) (Billion $) 0 9 18 
Value of IoT in 2023 (Utilities) (Billion 

$) 
2 3 5 

Value of IoT annually (consumers EU) 
(billion €) 

1.2 3.6 6 

Investment costs_Households (% 
original_construction_costs) 

1 4 7 

Smart_Grid_Investment_Costs (Annual 
through to ~2030 billion $) 

266 533 800 

Investment_Costs_Network_Operators 
(billion £ annually) 

1.5 2 2.5 

Obsolescence of existing devices 4 4 3.5 
Cybersecurity 5 3 2 
Data privacy 5 3 2 
Need_Solutions for all customers 4 3.5 3 
Skills adaptation 4 3.5 3 
Cultural adaptation 4 3.5 3 
Interoperability 2 3 5 
Open data 2 3 5 
Participation of new entrants 1 3 5 
Need_Supportive regulation 4 3 2  

a Variables are explained in the explanatory notes within the performance 
matrix in the supplementary information. 

b Energy efficiency improvements in % terms at the EU-wide level – the 
greater adoption of digital technologies allows residential and industrial con
sumers to be more self-sufficient which leads to greater energy efficiency. 

c Under Embedded scenario, the costs of integrating variable renewable en
ergy technologies fall – hence greater savings (719 Mio. €) are available 
compared to the Incremental and Inbetween scenarios. 

Table 3 
Actors in smart grid diffusion.  

Actor Role in Smart Grid Diffusion 

Energy Operators Provide electricity tariffs suitable for smart grids 
Develop new business models around smart energy 

Government Sets the overall framework – e.g. policy around smart 
grids, security & data privacy 

Regulators Enforce the rules around smart grids, e.g. how 
consumers engage with grid, Vehicle2Grid services 

Grid Operators Roll out smart meters & other grid-based IoT 
technologies 

Network Operators (ICT) Build the 5G infrastructure on which the IoT technology 
depends 

Households Consumers: participate in smart grid 
Public Organisations Consumers: participate in smart grid 
Private Organisations 

(progressive) 
Consumers: participate in smart grid 

Private Organisations 
(traditional) 

Consumers: participate in smart grid 

Other Energy-related 
actors 

E-mobility providers, energy storage operators, 
aggregators, installers of decentralised energy 
technologies, building managers  
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The other five actors opt for the incremental scenario, although it is 
very marginal for the regulators. Reluctance regarding more ambitious 
deployment scenarios can be attributed to (i) a lack of clarity over the 
economic benefits, (ii) concerns with the ease of adoption, and (iii) se
curity concerns. Energy operators must bear the investment costs in IoT 
technology in the more ambitious adoption scenarios by upgrading 
power equipment and software necessary to engage in the embedded 
scenario. However, it remains unclear how utilities can create new 
business models around smart technologies, as discussed earlier by Ma 
and colleagues (2017), and this contrasts with the investment costs they 
have to bear. Moreover, if prosumers are engaged in the electricity 
market, utilities need to form a new relationship with these customers 
and even become accustomed to new actors, such as aggregators, rep
resenting these consumers (Le Ray and Pinson, 2020). 

Utilities face barriers to do with data skills shortages and organiza
tional culture (Rhodes, 2020). ICT network operators are responsible for 
installing the 5G technology, which underpins the rollout of IoT tech
nologies. The greater the geographical coverage of this network, as 
implied by the Embedded Scenario, the higher the costs for the network 
operators; the costs increase sharply depending on the speed of 
deployment and the breadth of the population covered by 5G (Oughton 
and Frias, 2018). The politics surrounding 5G can lead to uncertainty for 
these operators (O’Donnell, 2019), while there have been indications of 
hesitancy on the part of operators in bidding for the 5G spectrum, partly 
due to the heavily indebted position of operators in the current climate. 

In contrast to progressive private firms, traditional private firms are 
less likely to embrace opportunities offered by smart grids and are more 
likely to be concerned about the investment costs and security issues 
involved in a more ambitious deployment. It is assumed that households 
are interested in the private benefits of installing IoT technologies, so 
they are focused on the possible savings on energy bills from smart 
meters. While the Embedded Scenario offers potentially greater savings 
through households being able to produce their power and act as pro
sumers (Parag and Sovacool, 2016), where they both consume elec
tricity and sell electricity back to the power grid, the higher investment 
costs, in addition to the concerns about data privacy and security (Tu 
et al., 2017) deter them from preferring this option. Regulators have 
responsibility for overseeing the system, and their reluctance to embrace 
the embedded scenario has to do with concerns about security and the 
ease of adoption of such technologies. The regulator is responsible for 
the framework of the electricity system, how it is structured, and how 
the market functions (Xenias et al., 2015) and must consider these risks 
in assessing the implementation options for smart grids. 

Norouzi et al. (2023) discuss three main failure points for smart grid 
innovation, and these are all soft factors, namely knowledge diffusion, 
the inability to create legitimacy, and the absence of institutions for 
experimentation purposes and market formation. These factors appear 
to be reflected in the findings above in that there is a hard core of 
enthusiastic adopters combined with more reluctant actors due to a lack 
of understanding of the advantages of adoption and uncertainty, which 
has not been targeted by regulation. Moreover, Norouzi et al. (2023) 
criticise the limited attention paid to end-users, which is also consistent 
with our findings about the challenges consumers face in adoption. 

5. Discussion 

Smart energy offers a good case study for analysing the diffusion of 
IoT technologies, as, in this sector, such technologies further a public 
good in the form of a more sustainable electricity system. However, this 
sector is also complex, given the various actors involved in the energy 
system, its capital-intensive nature, and the high-security concerns. The 
existence of high-tech actors enthusiastic about the possibilities of IoT 
technologies alongside other actors, including more risk-averse house
holds and more traditional energy companies, highlights the challenge 
of achieving the full potential dissemination of IoT in this sector. 

Moving from the current Incremental Scenario, based around smart Ta
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grids, to a scenario resembling the Embedded Scenario, reflecting a far 
greater systemic change orientated around a digitalized energy system, 
would represent a major achievement for sustainability policies and 
make the system more economically efficient (Chadwick and Raver, 
2012). Fulfilling such a goal means overcoming the resistance of the 
remaining actors identified in this study, which could be accomplished 
in several ways. 

Initially, greater incentives for electric utilities and network opera
tors to invest in IoT technologies are needed. It is currently unclear how 
these actors can monetize the further implementation of IoT and the new 
business models that could emerge from investing in upgrading their 
equipment, purchasing new software, and expanding the geographical 
coverage of the 5G network. Under the Embedded Scenario, electric 
utilities may need to switch roles from electricity producers to service 
providers, e.g., installing, maintaining, and operating smart home 
technologies. For network operators, governments may need to offer 
inducements or subsidies to encourage the rollout of 5G, which is 
necessary for the full adoption of IoT technologies across all geograph
ical areas, in the form of subsidies. 

A possibility for overcoming cybersecurity concerns is to invest more 
in cyber-security skills (Motlagh et al., 2020) to ensure more protection 
against hacking. There could be greater cooperation between energy 
companies, grid operators, and high-tech start-ups to identify and 
counteract cybersecurity dangers. In terms of data privacy, there needs 
to be a common set of standards and the establishment of industry 
norms. Adopting a smart home must be easy for households, and this 
involves ensuring interoperability by ensuring that all IoT devices can 
use one central platform (Sniderman and Raynor, 2015), meaning that 
there is standardisation; this can already be observed at the European 
level (European Commission, 2024). Households need to be sure that 
their data privacy will be respected, and this goes back to the setting of 
industry standards and norms. 

6. Conclusions & implications 

This study stimulates debate and discussion about adopting IoT in 
the energy sector by different actors. We distinguish between more 
limited scenarios of adoption, which are limited to grid operators, and 
more advanced adoption scenarios, in which all the actors engage fully 
in the smart grid via IoT technologies. 

Some challenges affect the deployment of IoT more generally, and 
these challenges often transfer to the smart grid context. A major barrier 
in the EU is the rollout of the infrastructure undertaken by ICT network 

operators. The European Commission warned that network operators 
would only invest if there were clear indications of strong demand for 
5G-based products and favourable regulatory conditions. In their report, 
the European Commission also highlighted that poor coordination of the 
rollout of 5G in the EU would lead to different levels of spectrum 
availability, harm service continuity across borders and the setting of 
common standards (P.3), and, ultimately, recommended a deadline of 
the end of 2020 for the introduction of large-scale commercial 5G and 
that provisional spectrum bands be made available by 2019. To date, 
this goal has not been achieved, with, as of 2020, there having been only 
a limited development of infrastructure and a small commercial rollout. 
In the more advanced “Embedded Scenario”, a higher deployment speed 
and breadth is necessary, implying higher investment costs for the 
network operators. 

6.1. Implications for policy 

The Green Deal introduced by the European Union in 2020 sets the 
agenda for a stark transformation of existing domains, one of which is 
the energy system (European Commission, 2024). If the EU wants to 
achieve the desired kind of smart grid scenario, it will have to emphasise 
the coordination of deployment strategies across member states and 
ensure more certainty for operators regarding the demand and sup
portive regulation for 5G. Regarding standards and norms, the EU’s Data 
Strategy (European Commission, 2023) aims to enable data-sharing 
while creating clear rules on access to data and reinforcing user rights; 
this will help with interoperability and open data and targeting security 
and privacy concerns. 

The benefits of a more radical adoption scenario are misaligned with 
the inherent costs and risks for electric utilities, private firms, and 
households. The investment cost side could be targeted through low- 
interest loans for implementing smart homes or installing smart de
vices on business premises. In the Embedded Scenario, with full 
engagement of consumers and organisations in smart grids, the concerns 
about cybersecurity and data privacy will be stronger than in the other 
scenarios. This approach necessitates continued collaboration between 
the energy sector, IT companies, and government to ensure preparation 
for these risks if more reluctant actors are to be persuaded to opt for the 
embedded scenario. For utilities to develop new business models around 
information sharing and different relationships with customers and 
other actors, such as e-mobility service providers, regulators need to 
support flexibility in the experimentation with new services and ways of 
operating. Interoperability and standardisation, enabling data sharing 

Fig. 2. Results from TOPSIS  
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among devices, and using common platforms are crucial to the 
Embedded Scenario and should be a priority at the EU level. Creating a 
culture of awareness around cybersecurity and data appears to be a 
necessary precondition for reaching the Embedded Scenario. The chal
lenges outlined above are common to every IoT deployment scenario. 
However, these challenges become amplified with the more ambitious 
scenarios and require greater policy attention. Consequently, our call 
renews the urge by extant literature for a high-level policy agenda for 
accelerated implementation of the Embedded scenario (Haarstad and 
Wathne, 2019). 

6.2. Implications for theory 

Technological innovation systems research explores the adoption of 
technologies across specific systems (Kanda et al., 2019; Markard and 
Truffer, 2008; Walrave and Raven, 2016). The focus is on various 
contextual factors and interactions within such systems (e.g. Bergek 
et al., 2015). Despite some attempts to investigate micro-foundations of 
TIS (Markard and Worch, 2009), one underexplored domain in TIS 
research has been the diversity of actor preferences (Coenen and Díaz 
López, 2010), which regularly diverge considerably. Thus, one theo
retical implication is the need to break down systems in which in
novations occur into activities and actors, including those involved in 
adopting a particular technology and what they do in the system. This 
perspective shift contributes to the micro-foundations of TIS research, 
which has vastly focussed on system properties and related questions. 
Without such an actor perspective, it remains challenging to understand 
the drivers and barriers to the system-wide adoption of innovation of a 
particular technology. In addition, we enrich TIS with a rarely applied 
methodology to explain implementation hurdles at the actor level. By 
leaning on the multi-actor- multi-criteria methodology widely used in 
decision sciences (Baudry et al., 2018; Hamadneh et al., 2022; Mecca, 
2023) and applying it to a TIS actor perspective, we address divergence 
across actors and within the entire system. 

Moreover, concerning theories around energy systems (Eleftheriadis 
and Anagnostopoulou, 2015), this paper shows the necessity of under
standing the intersection between energy technologies and regulatory 
and policy issues around Big Data. 

6.3. Limitations & future research directions 

This research, as any, does not come without limitations. On the one 
hand, it is limited by the quality of the data available on actors’ pref
erences; these have been estimated from secondary data sources and by 
the authors’ prior knowledge of the context of the energy system. The 
data can, therefore, be affected by authors’ biases, which is a key limi
tation of this method. Thus, the qualitative interpretation of the case 
could be considered less robust than quantitative approaches (Keseru 
et al., 2021; Kowalski et al., 2009). In addition, the simplification of the 
natural complexity within innovation systems, and, more specifically, 
our multi-actor-multi-criteria-analysis, is another limitation that needs 
to be considered. However, we acknowledge that this is a general 
shortcoming of the underlying methodology, specifically as we rely on 
secondary data to extract actor preferences. 

Consequently, this paper cannot outline a fine-grained representa
tion of actors and their preferences; instead, it aims to take a deliberate 
systems perspective. Nevertheless, we seek to stimulate discussion about 
the role of actors in this innovation system, namely their different mo
tivations and behaviours towards deploying IoT in the context of the 
energy system for smart grids. Future research can explore the role of 
specific actors related to smart grids. There is great potential in applying 
TIS to understand actor motivation. Our framework case can be used as a 
basis for empirical research in which an actor or multiple actors could be 
surveyed about their preferences. Thus, subsequent quantitative and 
qualitative approaches could contribute to our understanding of actors’ 
preferences in greater detail. Moreover, there is scope to analyse the 

potential negative implications of IoT adoption and ethical issues asso
ciated with IoT technologies. Our analysis argues that greater IoT 
adoption is desirable and instrumental for reaching greater sustain
ability levels. 
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Palm, J., Kojonsaari, A.-R., Öhrlund, I., Fowler, N., Bartusch, C., 2023. Drivers and 
barriers to participation in Sweden’s local flexibility markets for electricity. Util. Pol. 
82, 101580 https://doi.org/10.1016/j.jup.2023.101580. 

Parag, Y., Sovacool, B.K., 2016. Electricity market design for the prosumer era. Nat. 
Energy 1, 16032. https://doi.org/10.1038/nenergy.2016.32. 

Pohekar, S.D., Ramachandran, M., 2004. Application of multi-criteria decision making to 
sustainable energy planning—a review. Renew. Sustain. Energy Rev. 8, 365–381. 
https://doi.org/10.1016/j.rser.2003.12.007. 

Ponce-Jara, M.A., Ruiz, E., Gil, R., Sancristóbal, E., Pérez-Molina, C., Castro, M., 2017. 
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