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Abstract—Modern scientific endeavors often require com-
plex, data-intensive workflows leveraging distributed and
heterogeneous computing and data resources. Such work-
flows often include multiple steps of classical simulations, but
increasingly also ML and AI components. As a result, they
use not only HPC, but also Cloud-like resources. Efficient and
user-friendly execution and management of such workflows
pose many challenges. In this paper, we share our experience
in implementing three such workflows in the eFlows4dHPC
project. We focus, however, on the data management dimen-
sion of the workflows. How to ensure the timely availability of
the required data, how to move data to and from compute
resources, and how to make the workflows complete and
portable. To this end, we implemented the Data Logistics
Service, integrated it with the workflow execution engine,
and defined multiple data movement pipelines to cater for
specific scientific needs. We will share our experience from
implementation and operation of the service. This will include
building a solution for continuous deployment and access
management in a federated environment. On a more abstract
level, we also explore how the presented approach fits into
the vision of the FAIR paradigm.
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I. INTRODUCTION

Modern science requires computations that involve mul-
tiple steps such as simulations, big data analytics using
machine learning, and application of artificial intelligence
(AI). In addition, such workflows often use heterogeneous
resources such as HPC, various accelerators, and Clouds.
Finally, the whole is driven by data and constrained by
the need for transparency, reproducibility, and portability.
All this poses a set of challenges that significantly raise
the entry bar for scientists, especially newcomers. The
eFlows4HPC project aims to enable seamless execution
of complex workflows by providing a software stack and
a set of services to implement three scientific workflows
from geoscience, Industry 4.0, and climate modeling [1].

In this paper, we describe our experience in supporting
project-specific workflows (Pillars) with a focus on the
data-related dimension. We will expand on the previously
proposed Data Logistics Service (DLS) [2] and show
how it was used to address these scientific challenges.
In particular, we describe what data movements were
required, which sources and targets it had to be integrated
with. We will share our approach of making the data
movement pipelines more generic while at the same time
making the data more visible.

For the sake of portability, container technologies
(Docker and Singularity) were used to encapsulate scien-
tific codes. On an abstract level, container images are just

files that need to be present on the site before the execution
starts. Some containers runtime are able to retrieve images
from image repositories on Internet, but this does not work
on the HPC compute nodes as they usually have very
restricted or no Internet access. Thus, the DLS was also
used to schedule and conduct the image transfers in the
stage-in phase.

Lastly, the workflows in the project were utilizing ML
and Al Powerful HPC resources were used to create mod-
els fulled by data. The creation (training) of such models
require lot of time and computation but the trained models
can often be reused. To extract the models and make them
available, Data Logistics pipelines were used. The models
were staged-out to an external model repositories and
made available there with addition metadata describing
both training parameters and model performance.

It should be clear by now, that many different data
movement formalizations (data pipelines) were required.
In the technology we used as the basis for the Data
Logistics Service, the pipelines are defined in a very
popular programming language (Python). However, the
pipelines need to be deployed to the DLS to make them
available for the workflows’ developers and users. For
this purpose, we implemented an automatic continuous
deployment (CD) process that was able to retrieve the new
pipelines from the project repository, test them to verify
that no regression bugs had been added, and deploy the
pipelines to the running instances of the Data Logistics
Service. Updates to the software that runs the service itself
were also handled by the CD process.

An often overlooked problem when developing dis-
tributed services is the credentials management and au-
thentication and authorization solution (AAI). In our case
the problem was twofold. Firstly, we needed to provide
access to the Data Logistics Service, so that the users can
view the data pipelines and also information about their
execution. Furthermore, the workflows executions should
be able to perform data movements on users behalf. In this
paper, we show how we addressed the problems, providing
a working solution based on mature technologies.

The rest of this paper is structured as follows: To set up
the context we will describe related work in Section II
and shortly introduce the project eFlows4HPC itself in
Section III. We then proceed to describe how the DLS was
implemented and operated in the project (Section IV) and
show a workflow implementation and produce an example
of image transfer optimization (Section V). We conclude
our work with a recap and future look in Section VI.



II. RELATED WORK

There are products out there to support data move-
ment, with prominent examples of FTS [3], IPFS [4],
or iRODS [5]. They can be thought of as distributed
content storage networks. Internally, they move the data
and provide ways to retrieve objects or files. From our
point of view, such solutions could be easily integrated
into the DLS if required by the users and thus be treated
as data repositories. However, the direct application of
the underlying data movement for our use case is not
possible. It would require the target execution environ-
ment to somehow integrate with the storage solution by
installing the necessary software and enabling product-
specific protocols, which not all participating HPC centers
are willing to do. Our solution is much less intrusive in
this regard.

We also wanted the data movement definitions to be part
of the workflow description. In our vision, the workflow
should describe how to prepare and perform a particular
scientific task, rather than just assuming that the data (or
software) is already in place. This also means that a data
movement solution like Globus on-line [6], will not be
sufficient. The DLS offers a way of shareable formal-
ization of the data movement in a general programming
language. We believe that above-mentioned products are
compatible with our solution. They can be either sources,
or targets of the data movement, or can even facilitate the
data movements triggered by the DLS. To some extend this
is similar to the situation that the high-level workflows in
eFlows4HPC can cater different workflow system for the
computations. The DLS can use different storage solutions
and transfer protocols.

The idea of making scientific computations FAIR is
spreading rapidly, gaining support from research commu-
nities, and funding agencies alike. The effort is crucial to
make the science sustainable. This trend also arrived at
the workflow communities. There are first works pointing
out FAIR challenges specific to workflows like Wilkinson
et al [7]. One can argue that the solution proposed by
the eFlows4HPC by publishing the workflows in an open
repository or provide an API to reuse existing workflows,
is already a substantial step towards the vision of FAIR
research. On the DLS part, the formalization of the data
movement in a human and machine-readable way makes
finding, accessing, and reusing of the data much easier.
The DLS also supports variety of (standardized) data
transfer protocols to increase the interoperability of the
solution.

III. THE EFLOWS4HPC PROJECT

This section will provide short overview of the problems
the project eFlows4HPC is tackling and will help to derive
requirements that were used to design and implement the
Data Logistics Service. We will not be very extensive in
our descriptions and rather focus on the data dimension of
the described use cases.

A. Use-case Overview

The eFlows4HPC project delivers a workflow software
stack and an additional set of services to enable the
integration of HPC simulations and modelling with big
data analytics and machine learning in scientific and
industrial applications. The software stack allows for the
creation of innovative adaptive workflows that efficiently
use computing resources and incorporate novel storage
solutions [1].

The project is driven by three scientific use-cases. The
first one comes from the field of manufacturing and is
implementing Digital Twin for complex manufacturing ob-
jects. The vision is to obtain a model that will accompany
the actual physical object (requiring deployment on the
edge) and make prediction of the properties and states
of the actual device in the real-time. Such model cannot
be too complicated due to limited computation capabilities
present. Thus the idea is to use HPC systems to build high-
fidelity models (Full Order Model, FOM) and then use
order reduction process to create useful, yet less detailed
model (Reduced Order Model, ROM). The development
of the FOM is driven by the training data obtained in
experiments and the creation of the FOM is a multi-step
workflow as described above.

Second Pillar application of eFlows4HPC stems from
climate modelling. The scientific task at hand is tropical
cyclone modeling [8]. The modeling requires multiple two
dimensional fields like pressure, temperature, wind veloc-
ity, etc. Typical end-to-end Earth System Modeling (ESM)
workflow consists of different steps including data pre-
processing, HPC simulations, visualizations and produces
large amount of output data that need to be managed. The
challenge is further amplified by the fact that ESM often
uses ensemble simulations to asses the uncertainty of the
models, increasing the number of simulations significantly.

The last use case covered in eFlows4HPC is the urgent
computing for natural hazards [9]. The scenario here is
to apply instant HPC simulation as soon as earthquake is
detected to assess the probability and magnitude of emerg-
ing tsunami. Here the model is driven by the obtained data
and also required some pre-processing and data describing
particular geographical area. Often ensemble simulations
are used as a means of assessing the uncertainty. The
results need to be analyzed, visualized and distributed
quickly to decision-makers.

B. The eFlows4HPC Solution

The challenges in the eFlows4HPC project are twofold.
The first is to provide support for the implementation
and optimisation of the above-mentioned workflows. This
is achieved through close collaboration between domain
experts (workflow developers) and computer scientists
from HPC centres. These teams describe high-level work-
flows in the open standard TOSCA (OASIS Topology and
Orchestration Specification for Cloud Applications [10]).
The workflows are intended to be a complete description
of the scientific process and consist of data movement



descriptions as well as execution steps. In the execution
steps, lower level workflows such as PyCOMPSs [11] can
be used. Once a workflow is defined, it can be executed
by tools implementing the TOSCA standard.

Second challenge is to share the workflows within
the community, where other users beside the workflow
developer can use, execute, and modify them. To this
end, an HPC Workflow-as-a-Service (HPCWaaS) solution
was implemented. In short, it offers a simple API that
the end-users can use to trigger a workflow execution.
The execution can be then provided with input parameters
defining, e.g. which dataset should be used as input, or
what parameters should be passed to HPC simulation, etc.

It should be clearly stated that we strive for portability
of the workflows. Thus, the preferred way of defining com-
putation steps is with help of Singularity containers, which
are then deployed to the target location. To summarize,
the eFlows4HPC workflows include parts describing the
required datasets, and the software used. During the exe-
cution the data pipelines are triggered to transfer required
data, and stage-in containers with the software. Afterwards
the computations are started. It should be stressed that
the workflow orchestrator can also build the containers
for particular target architecture [12], resulting in fully-
fledged, complete description of the workflow.

IV. DESIGN OF THE DATA LOGISTICS SERVICE

Equipped with a basic understanding of the challenges
the project is tackling, especially in terms of data manage-
ment, we are ready to devise set of requirements that will
guide the implementation of the Data Logistics Service.
It should be a standalone service, that provides an API
for integration with a higher-level orchestration engine.
The primary goal of the DLS will be to ensure that the
data required by certain computations are in the right
place (infrastructure) at the right time. The resulting data
movement can be categorized as stage-in phase, stage-out
of the results, and data movement between infrastructures
(e.g. intermediate results traveling from HPC to Cloud).
The description of the data movement should be abstract,
yet understandable to humans, and executable without
their participation. Furthermore, it should be possible to
extend the service to integrate new data storages, e.g.,
new repositories. Lastly, we want to provide users with
a self-service for the users allowing them to add new
data movement descriptions. We call the formalization of a
data movement a data pipeline. In general, each described
workflow will require at least two data pipelines (stage-in,
and -out).

To further refine the requirements for the Data Logistics
Service, we started the project with the implementation of
a minimal workflow. This workflow was intended to use
all the essential moving parts of the eFlows4HPC software
stack, present the idea to the end user, drive the integration
of the software elements, refine the requirements, and
potentially identify missing parts. The minimal workflow
consists of a stage-in phase (where a dataset should be

ingested into an HPC system), a computational step (in
the singularity container), and a stage-out of the results
into an external data repository. As a data repository for
stage-in and stage-out datasets, EUDAT B2SHARE [13]
was used. For the HPC access, it was decided to start
with SSH as access protocol as this was the least common
denominator across the centers in the project. Thus, the
stage-in and stage-out pipelines became HTTP API to
SSH transmissions (and other way round for the stage-
out). The minimal workflow also required the presence of
the Singularity image in the HPC center, but from the data
point of view this was again a transfer pipeline between
the HTTP API of the image repository and HPC storage
accessible through SSH.

A. Implementation of the Data Pipelines

After implementing the minimal workflow, we were
ready to proceed to solicit the Pillars for more specific
requirements. We used the minimal workflow to showcase
the functionality and make the discussions more concrete.
This process iterated thorough the project lifetime and
resulted in data pipelines as listed in Table I).

It can be seen that most popular data protocol used was
indeed SSH due to its high proliferation among the par-
ticipating centers. Most popular repositories were EUDAT
B2SHARE and EUDAT B2DROP. In two cases a generic
HTTP-based pipeline was used. Also the interaction with
the image repositories was based on HTTP transfer. To this
end we implemented pretty efficient pipelines that avoided
the storage on DLS and just copied two streams.

The source code of the pipelines implemented in the
project can be found in the open GitHub repository [14].
The DLS was based on Apache Airflow [15]. In this
software, the data pipelines are defined as directed acyclic
graphs (DAGS). In short, that means that the task forming
the pipeline depend on each other, and there are no circular
dependencies.

B. Data Catalogue

One of the first lessons learned from implementing the
workflows was to make the pipelines as generic as possi-
ble. We found that there was a list of common repositories
used to store the data, and that users would want to run
the same workflows for different input datasets. Also, an
iterative process where the output of one workflow is used
as input for the next run of the workflow was a common
scenario. Therefore, we decided to add a component to our
service stack called the Data Catalogue (DC). This com-
ponent stores information about available (and produced)
datasets. It can be understood as a simple key/value store.
Where the key is the record identifier used as a parameter
for the stage-in. The value is a set of metadata (freely
defined by the user) with a prominent field describing
the location of the data in an external repository. Armed
with the ability to define custom datasets in the Data
Catalog, the user is able to run a workflow defined by
the workflow developer to analyze a particular dataset.



TABLE I: Data pipelines

[ Source [ Target [ Comment |
B2DROP SSH, Unicore Stage-in form WebDAV based repository
SSH SSH Copy between two HPC centers
HTTP(S) SSH Simple stage-in from any resource accessible thorough HTTP
B2SHARE SSH Data objects stage in
SSH B2SHARE Data objects stage out (with metadata management)
Model repository SSH Stage-in of existing ML models
SSH Model repository | Registration of ML model with a repository
Image repository SSH Container stage-in

Datasets created during a workflow execution are also
automatically registered in the Data Catalog. Here we
needed, however, to make the process a little bit more
flexible. Most of the scientific repositories required some
minimal set of metadata to be stored along the actual
data. A good example is, often required, the Dublin Core
Metadata Element Set (DCMES [16]). In our approach, the
user can define the values for the metadata required by the
target repository in the Data Catalogue. The identifier of
this record in the DC will be passed over to the stage-out
pipeline and upon registration to the external repository,
the record will be used as a “cookie-cutter” schema for the
newly registered dataset. After the registration the location
of the dataset in the external repository is registered in the
Data Catalogue and can be used as an input for the stage-in
pipelines. This approach allows for pretty high flexibility,
the users of Data Logistics Service can reuse the existing
pipelines to stage-in and -out their datasets. They don’t
have to modify (or even understand) the pipelines. Finally,
the process can be executed without human intervention
by the workflow orchestration software.

C. Pipeline Deployment

Despite the flexibility provided by the usage of Data
Catalogue, sometimes a need arises to develop a new
pipeline. Typically, a new source of data (repository)
need to be integrated, or the workflow developer needs
more sophisticated usecase, e.g., a pipeline that not only
transfers the data but also transforms them in a particular
manner. To speed up the devolvement and deployment of
such pipelines we implemented a continuous deployment
strategy. This is implemented with help of gitlab pipelines.
Each time a new pipeline is added to the repository,
a new (test) instance of the Data Logistics Service is
created. If the test doesn’t brake the service (e.g. due to
some programming error), the test service is promoted
to the main instance and the new pipeline is available
to the users. The same process is used to maintain the
periodic updates of the service internals. In the 2 years
of the project more than 400 automatic deployments were
conducted. By enabling such quick turnovers, we were
able to focus on the features development, and always
provide the users with most up-to-date solutions. The
automatic deployment process also benefits the users who
want to extend the set of data movement functionalities.
They can add new pipelines in an easy, self-service manner
without need to involve the service admins.

D. Credentials and Access Management

Since workflow users and workflow developers require
different levels of access to the DLS and the Data Cat-
alogue, we needed to implement some kind of access
management. In particular, we needed to prevent changes
to the datasets in the Data Catalogue and to the pipelines
in the DLS by unauthorized people. In a first step, which
was executed early in the project, this meant adding a
simple login mechanism to the Data Catalogue, which
supported a local user database with some basic access
levels - mainly it was used to lock the public out of
making any modifications to the data. For the sake of
transparency and goal of sharing results of the project,
the read-only access to the Data Catalogue is granted.
For the DLS, it was easy to use the login mechanisms
that the underlying software (Apache Airflow [15]) used,
which was also based on a local user database. Here,
we already differentiated between read-only access for
workflow users, and a more comprehensive access for
developers, who could also manually execute the pipelines
and look at lower-level logs.

However, after some time, we realized, that across
multiple deployments, it became rather unpractical to
manually manage user access at each different location.
To this end we started to manage an Identity Provider
(IdP) based on the software Unity [17]. Focusing on the
relevant details of Unity for the DLS, Unity can act as an
OAuth2 [18] provider, which is a protocol for authenticat-
ing users via an external user management system. Using
this, we could then implement another login path for users
and developers, where Unity verifies the credentials and
provides the required access levels to the DLS. This was
then also extended to some other eFlows4HPC services,
resulting in a true Single-Sign-On experience for the users.

The second challenge related to access management
was the question on how to enable DLS access to data
repositories, or HPC systems. Since this was not unique
to the DLS (the workflow orchestrator also needed access
on the users behalf), we decided not to duplicate the
solution but rather use the same approach the orchestrator
used and integrate the external component: Vault with the
DLS. Vault is a mature solution for managing secrets and
sensitive data [19]. It is widely used and acknowledged as
a good and secure solution [20]. In this manner, all the data
transfers were conducted on user-behalf rather than with
a general project-wide credentials which would constitute
a security risk and would not be accepted by the HPC
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Fig. 1: Component overview of the DLS.

centers.

E. Resulting DLS Architecture

The development of the Data Logistics Service was
driven by the requirements obtained of the three user
communities participating in the eFlows4HPC project, as
well as technical requirements from the participating HPC
centers. They were then refined through the process of im-
plementing the minimal workflow (described above) and
the subsequent implementation of the Pillars’ workflows.
An overview of the final components interaction can be
found in Figure 1. This overview does not include the
infrastructural cornerstones like IaaS Cloud offering [21]
used for deployment of the components or the gitlab
pipelines responsible for the continuous deployment. Also
for clarity the higher-level services (workflow orchestrator,
HPCWaaS, etc) are omitted.

V. EXAMPLE

Let us now look at a concrete example. This will be
based on the excerpts from the natural hazard workflow.
As already explained, the high-level workflows are defined
using Alien4Cloud and stored in the TOSCA standard.
Users or workflow creators don’t have to worry about the
code describing the workflow, as there is a web-based GUI
to quickly assemble it from available blocks. Internally, the
blocks and their connections are described in the topology
file. As an example, let us analyze how this looks like.
The whole workflow can be found in the open GitHub
repository [22].

The code for the workflow can be seen on Listing 1.
We have omitted large chunks of code to capture only
the most important parts. First, the workflow build blocks
in topology_template section. We see a block for
the image transfer. Since all executions in the workflow
run in containers, we ingest the image to the HPC
site. The two remaining blocks of the workflow are the
low-level workflow execution with PyCOMPSs and the
upload of the results from the model repository. The
latter block also includes the name of the DLS pipeline
(model_search_upload).

Listing 1: Workflow description

topology_template:
ImageTransfer:

type: dls.ansible.nodes. DLSDAGImageTransfer
properties:
dag_id: "transfer_image"

Model_search_results_upload:

type: dls.ansible.nodes. DLSDAGModelSearchUpload
properties:
dag_id: "model_search_upload"

PyCOMPSJob_run:
target: PyCOMPSJob
workflows :
modelSelection :
steps:
PyCOMPSJob_run:
target: PyCOMPSJob
Model_search_results_upload_run:
target: Model_search_results_upload

The actual computation is done using the PyCOMPS
framework, a snippet of the Python code can be seen in
Listing 2. The code performs a typical parameter search
for an ML model. It then serializes the results of the model
search (i.e., the performance of the intermediate models)
as well as the best model.

Listing 2: Model training

rf = RandomForestRegressor(n_estimators=15,
= “third’)

searcher = GridSearchCV (rf, parameters, cv=3)

pd_df = pd.DataFrame.from_dict(searcher.cv_results_)

pd_df.to_csv(pd.csv’)

searcher.best_estimator_.save_model (’model.dat’)

try_features

The final part of the workflow is to upload the results of
the model search along with the best model to the model
repository. This task is delegated to the Data Logistics
Service and performed by a dedicated pipeline. The main
parts of the pipeline can be seen in Listing 3. After
accessing the serialized results from the previous step
(see: Listing 2) via SSH protocol (this part is omitted in
the pipeline code). The results are parsed and uploaded
to the model repository. In particular, a distinction is
made between model parameters (uploaded with function
mlflow.log_param) and model evaluation metrics
(mlflow.log_metric). Based on the metric results,
the best model is identified and added to the repository
(mlflow.log_artifact).

Listing 3: Model upload pipeline

e = client.get_experiment_by_name (experiment_name)
df = pd.read_csv(’pd.csv’)
for i, p in enumerate(dct[’ params’].values()):
with mlflow.start_run (experiment_id=e) as run:
for parname, pvalue in p.items():
mlflow.log_param (key=parname ,
for m in metrics:
mlflow.log_metric (key=m, value=dct[m][i])
if dct[’rank_test_score’ ]J[i]==1:
mlflow.log_artifact(local_path="model.dat"”)

value=pvalue)

Given the workflow described above, we were able
to optimize its performance. In eFlows4HPC, workflow
optimization was a multifaceted process. It included opti-
mizing the machine learning libraries used in the work-
flows, setting the right parameters for execution, and
using high-performance storage solutions. For the Data
Logistics Service, an obvious area for improvement were
the transfers. Fig. 2 shows the transfer times for the
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container image. The size of the image was 640MB,
and it was transferred from an image repository with
HTTP-based access to an HPC site accessible via SSH.
By using transfer optimizations such as SSH and HTTP
pipelining, as well as direct memory access, we were
able to significantly reduce the transfer times. Note that
all workflows developed in the eFlows4HPC project were
run in containers, so any image transfer optimizations
trickled down to all executions. Furthermore, the same
optimizations were applied to all HTTP-to-SSH transfers.

VI. CONCLUSION

In this paper, we shared our experience in implementing
the Data Logistics Service. This service was a central part
of the eFlows4HPC software stack, used to implement real
scientific workflows. We explain the key requirements and
design decisions made in the process. We believe that the
solution can be used in the modern scientific infrastruc-
tures as it provides ways of making data movements (an
everyday activity in modern research) easy, shareable, and
generic. In a broader sense, it contributes to the vision
of FAIR research. Especially with the remaining parts of
the eFlows4HPC solution, it is a demonstration that the
scientific workflows can be implemented in such a way
that they are transparent, efficient, and portable.

In our future work, we plan to extend the Data Logis-
tics Service beyond simple data transfer but to off-load
parts of data processing activities into the pipelines. That
would have clear benefit to save the more expensive HPC
resources, and would also contribute to reproducibility
of such operations. We show some initial evaluation of
the Data Logistics performance, in the future an extended
comparison with existing products might be worth explor-
ing.
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