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RESEARCH OVERVIEW

Simulating OCs

JUQCS (HPC)
Comput. Phys. Commun. 176, 121 (2007)
Comput. Phys. Commun. 237, 47 (2019)
Comput. Phys. Commun. 278, 108411 (2022)

Superconducting Qubits (HPC)
Phys. Rev. A 96, 062302 (2017)

Phys. Rev. A 98, 052348 (2018)

PhD Thesis, arXiv:2008.13490 (2020)
Phys. Rev. A 101, 012327 (2020)

Phys. Rev. A 106, 022615 (2022)

Phys. Rev. A 108, 022604 (2023)

Experiments with OCs

Fluxonium QND Readout
Phys. Rev. Applied 15, 064030 (2021)

Josephson Harmonics
Nat. Phys. 20, 815 (2024)

naturephysics
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Benchmarking QOCs

Benchmarking digital QCs
Comput. Phys. Commun. 220, 44 (2017)

Benchmarking the QAOA
Quantum Inf. Process. 19, 197 (2020)

Benchmarking analog QCs
Quantum Inf. Process. 21, 141 (2022)
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Algorithms on QCs

SVMs on Quantum Annealers
Comput. Phys. Commun. 248, 107006 (2020)

Garden Optimization

Quantum Inf. Process. 20, 305 (2021) ; .@ |

Unbalanced Penalization B gy
Quantum Sci. Technol. 9, 025022 (2024) il N —
Guided Quantum Walk |

Phys. Rev. Research 6, 013312 (2024)

Factoring on OCs

Shor’s Algorithm
Mathematics 11, 4222 (2023)

Quantum Factoring
arXiv:2410.14397 (2024)
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RESEARCH OVERVIEW

Benchmarking the QAOA ‘
Quantum Inf. Process. 19, 197 (2020)

Factoring on QOCs

Shor’s Algorithm
Mathematics 11, 4222 (2023)

Josephson Harmonics
Nat. Phys. 20, 815 (2024)

Quantum Factoring
arXiv:2410.14397 (2024)

nature physics
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THE STATE OF FACTORING ON QUANTUM COMPUTERS

Contents

1. Factoring Records

2. Factoring on Digital QCs
3. Factoring on Analog QCs

4. Future Perspectives

JUNIQ

QUANTUM USER FACILITY

[ X ]
Member of the Helmholtz Association arXiv:2410.14397 Dr. Dennis Willsch Page 4 l ’ J U L I c H

Forschungszentrum




FACTORING PROBLEM

N =pxq

Definition: Find a non-trivial factor of a composite L-bit integer /V
Origin: One of the oldest mathematical problems with origins in ancient Greek times
Hardness: No classical polynomial-time algorithm known

Relevance: Alot of Internet security is based on this hardness

VvV V vV Vv
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FACTORING RECORDS

Digital QCs

Shor’s Algorithm
N =15, 21, (35) ~ 26

Martin-Lopez et al., Nat. Photonics 6, 773 (2012)

Monz et al., Science 351, 1068 (2016)
Amico et al., Phys. Rev. A 100, 012305 (2019)

Careful: Oversimplified
Shor’s Algorithm
N ~ 220000

Smolin et al., Nature 499, 7457 (2013)
Gidney, algassert.com/post/2000 (2020)

Variational Quantum Factoring
N = 1099551473989 ~ 241

Anschuetz et al., arXiv:1808.08927 (2018)
Karamlou et al., npj Quantum Inf. 7, 156 (2021)

< seems not scalable? -
Ducas, github.com/lducas/SchnorrGate (2021)
Grebnev et al., IEEE Access 11, 134760 (2023)
Khattar and Yosri, arXiv:2307.09651 (2023)
Tesoro et al., arXiv:2410.16355 (2024)

Schnorr’s Algorithm
N = 261980999226229 ~ 248

Schnorr, cryptoeprint:2021/933 (2021)
Hegade and Solano, arXiv:2301.1105 (2023)

Simulated Digital QCs

Shor’s Algorithm
N = 549755813701 ~ 23°

Willsch et al., Mathematics 11, 4222 (2023)

arxiv:2410.14397 Dr. Dennis Willsch

Member of the Helmholtz Association

Number Field Sieve
N = RSA-250 ~ 102°0 ~ 2829

Boudot et al., CRYPTO 2020, 62 (2020)

Page 6

Analog QCs

Direct Method
N = 1042441 ~ 220

Peng et al., Phys. Rev. Lett. 101, 220405 (2008)
Willsch et al., arXiv:2410.14397 (2024)

Multiplier Circuit
N = 8219999 ~ 223

Andriyash et al., Tech. Rep. 14-1002A-B (2016)
Jiang et al., Sci. Rep. 8, 17667 (2018)
Ding et al., Sci. Rep. 14, 3518 (2024)

Schnorr’s Algorithm
N = 845546611823483 ~ 20

Schnorr, cryptoeprint:2021/933 (2021)
Yan et al., arXiv:2212.12372 (2022)
Wang et al., Chin. J. Comput. 47, 13015 (2024)

Classical (Super)Computers

Schnorr’s Algorithm
N ~ 2100

Tesoro et al., arXiv:2410.16355 (2024)
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FACTORING RECORDS
Digital QCs

Shor’s Algorithm
N = 15, 21, (35) ~ 2°

Martin-Lépez et al., Nat. Photonics 6, 773 (2012)

Monz et al., Science 351, 1068 (2016)
Amico et al., Phys. Rev. A 100, 012305 (2019)

Careful: Oversimplified
Shor’s Algorithm
N ~ 220000

Smolin et al., Nature 499, 7457 (2013)
Gidney, algassert.com/post/2000 (2020)

Variational Quantum Factoring
N = 1099551473989 ~ 241

Anschuetz et al., arXiv:1808.08927 (2018)
Karamlou et al., npj Quantum Inf. 7, 156 (2021)

< Careful:
preprocessed
down to 3 qubits!

<& seems not scalable? -

Ducas, github.com/Iducas/SchnorrGate (2021)
Grebnev et al., IEEE Access 11, 134760 (2023)
Khattar and Yosri, arXiv:2307.09651 (2023)
Tesoro et al., arXiv:2410.16355 (2024)

Schnorr’s Algorithm
N = 261980999226229 ~ 248

Schnorr, cryptoeprint:2021/933 (2021)
Hegade and Solano, arXiv:2301.1105 (2023)

Simulated Digital QCs

Shor’s Algorithm
N = 549755813701 ~ 23°

Willsch et al., Mathematics 11, 4222 (2023)

arxiv:2410.14397 Dr. Dennis Willsch
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Analog QCs

Direct Method
N = 1042441 ~ 220

Peng et al., Phys. Rev. Lett. 101, 220405 (2008)
Willsch et al., arXiv:2410.14397 (2024)

Multiplier Circuit
N = 8219999 ~ 223

Andriyash et al., Tech. Rep. 14-1002A-B (2016)
Jiang et al., Sci. Rep. 8, 17667 (2018)
Ding et al., Sci. Rep. 14, 3518 (2024)

Schnorr’s Algorithm
N = 845546611823483 ~ 2°0

Schnorr, cryptoeprint:2021/933 (2021)
Yan et al., arXiv:2212.12372 (2022)
Wang et al., Chin. J. Comput. 47, 13015 (2024)

Classical (Super)Computers

Number Field Sieve
N = RSA-250 ~ 102°0 ~ 2829

Boudot et al., CRYPTO 2020, 62 (2020)

Schnorr’s Algorithm
N ~ 2100

Tesoro et al., arXiv:2410.16355 (2024)
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DIGITAL QCS: SHOR’S FACTORING ALGORITHM

qubits n  semiprime N ¢ Iterative Shor algorithm ‘ , o J=dedo
5 15 3 ’ t Jo Jt—2 = Jo
6 21 9 T
: : 1 7 7 7 » 7 7
40 549755813699 78 ) A R, A || R R A
40 549755813701 78 Jo J1 Ji-1
40 549755813713 78 L
: : o-01) 4[] = )
select

problem Dlgltal QC

N = 549755813701
a = 439 314 602 906

549755813701 =
712321 x 771781
T T

ged(al™/2141,N) ged(al™/?1 —1,N)

find
factors produces bitstring with t bits
s/r~ j/gt extract 4 =1111001101111010011111000110110001000000001110111111011101101101100111000100114
r = 4581 286 080 order = 287448630931475209611 027

[ X ]
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SHOR’S FACTORING ALGORITHM

The quantum part

» Conventional Shor algorithm needs 3L gubits

t
07) ——H®! QFT! — A ta 2L
U X
oty f Up lo) ) = [2) [y & (6 mod N)}
/ Shor, Proc. Found. Comp. Sci. 35, 124 (1994)
. . _ Shor, SIAM J. Comput. 26, 1484 (1997)
> Iterative Shor algorithm needs [ +1 qubits F= e
t jO jt—2 .o jO
J =
Jo J1 Jt—1
L
000 = xa? xa” xa” Kitaev, arXiv:quant-ph/9511026 (1995)

Griffiths and Niu, PRL 76, 3228 (1996)

[ X ]
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SHOR’S FACTORING ALGORITHM — SIMULATION

qubits n  semiprime N ¢ Iterative Shor algorithm ‘ , o J=dedo

5 15 3 ' t Jo Jt—2 - Jo

6 21 9 T

; ; 1 7 7 7 » 7 7

40 549755813699 78 ) AR A || e Re LR A

40 549755813701 78 Jo ) Je=t

40 549755813713 78 L

: : 0---01) —a?| e ]

select . .

problem Simulation on 2048 GPUs GPU #0
wOOOOOOOOOOO 0---0

N = 549755813701

a = 439 314 602 906 100000000000 1- -1

GPU #1
100000000001 0---0

549755813701 =
712321 x 771781
T T

ged(al™/2141,N) ged(al™/?1 —1,N)

¢00000000001 1---1

GPU #2047
Y111111111110--:0

find Large-Scale Simulation of Shor’s Quantum Factoring Algorithm, Mathematics 11, 4222 (2023) |\¥11111111111 1.1
factors produces bitstring with t bits
s/r ~ j/gt extract 4 =1111001101111010011111000110110001000000001110111111011101101101100111000100114
r = 4581 286 080 order = 287448 630931475209 611 027

o0
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https://doi.org/10.3390/math11194222

SHOR’S FACTORING ALGORITHM

Simulation Results

Semiprime N

16379 65531 262141 1048561 4194293 16777207 67108849 268435451
15 21 57 123 253 511 1011 2047 4087 8189 32765 131069 504283 2097149 8388607 33554429 134217721
100% 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
—E— success
75 % = success + lucky
F_.é = theory
250 %
; w
” s & T T T £ T T = T~ T p N N T
25 % PN
¥~ ¥ ¥ ¥ ¥ ¥ X Y ¥ ¥ ¥ X iﬁw
___® ¥ X
0%
sl el 71 gl ol ol lplaluli sl ligloloalogloloanlalaslloglisglog

[12] [15] [18] [21] [24] [27]1 ([30] [33] [36] [39] [42] [45] [48] [51] [54] [57] [60] [63] [66] [69] [72] [75] |[78] I[81] [84]
Number of qubits n required for iterative Shor [conventional Shor]

» Average shows: Performance much better than predicted by theory

» Success rate approaches
Conditions not satisfied—
But factoring works anyway!

JUNIQ
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» More information:
Large-Scale Simulation of Shor’s Quantum Factoring Algorithm, Mathematics 11, 4222 (2023)
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https://doi.org/10.3390/math11194222

SHOR’S FACTORING ALGORITHM

Performance under errors

> Efficient post-processing can bring

success arbitrarily close to 100%
Ekera, Quantum Inf. Process. 20, 205 (2021)

Ekera, ACM Trans. Quantum Comput. 5, 11 (2024)

» But what happens under errors?

arXiv:2410.14397

Member of the Helmholtz Association

Jt—1

100 %
{1 N ] lassical error
75%:_%%\ classical erro
. N \Xlxx\ quantum error
_' \’\\\\\ (N .
S0 %1 \\é\&;\ A amplitude error
> - N 5 N
= AN S V¥V  phase error
] i AN p\
a) . Ny . .
s 25 %= N PRy *  bit flip error
2 AN \SS’\
S N e
& RN e Aoy
’ ; S, &
10 %= AN SR R S
\, N \ A
\, s \ A
—-—- destructive independent errorsx'l\— perror)t A\
N A
5 % 1 1 1 1 1 1 1
000 001 002 003 004 005 006 007 0.08

Dr. Dennis Willsch

Effective single-qubit error probability perror(0)
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SHOR’S FACTORING ALGORITHM [ [ 177 111

+) ——1 A ) i
A particularly interesting error 0---01) -] o L
» (Gaussian noise on rotation gates: |
o 20 qubits
- 1 0 100 % ==
Ry = : k > "'°'~~e:"g::~*“~*--_*
0 627Tz(1+5r)/2 Z 10% ~~e._Te._ —— - ——k———
o e e
: : © e
» Cal can formally prove that Shor fails! s 1% N
Cai, Sci. China Inf. Sci. 67, 1 (2024) o ~o.__
ﬁ 0.1% ~&- Shor e o:?]
O o Shor+Lucky -
20-01%q _3- ekers
-§- Peak

> Question: Does that also affect the Ekera-

) | ) | ) | ) | '
post-processed and the “lucky” cases? 0.0 0.2 0.4 0.6 0.8 1.0
Error Magnitude Parameter 6
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SHOR’S FACTORING ALGORITHM

A Particular “Software” Error

» (Gaussian noise on rotation gates:

N 1 0 100 %
Ry, = 2mi(1457) /2" >
0 e 2 10%
2
» Cal can formally prove that Shor fails! s 1%
. . . . o
Cai, Sci. China Inf. Sci. 67, 1 (2024) o/ 0.1%
v
O
éOOl%

> Question: Does that also affect the Ekera-
post-processed and the “lucky” cases?

» Conclusion: Not as severely!

» But: General consensus is that quantum
error correction is required

arxiv:2410.14397 Dr. Dennis Willsch

Member of the Helmholtz Association

l+) ——— A ) A [+)——e—F R R HHA
J J1 Jt—1
001y 5] o I
30 qubits
Bllw
"Q\\\ \*~~
& -y — - ——
e "~
\‘Q\
‘e\\
\\\
Shor
.
Shor+Lucky \:&
Ekerd §§
Peak \?
| ' | ' | *~—
0.2 0.4 0.6 0.8 1.0

Error Magnitude Parameter 6
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SHOR’S FACTORING ALGORITHM

Hardware challenges

» Algorithm needs to be compiled into realizable 1- and 2-qubit gates
t Jo Jt—2 < Jo

| [ 1]

1
+) %T% HT Rol{H L A] +>T 22 o (HH A
Jo J1 Jt—1

L
t—1 t—2 0
0---01) —/4 xa? x 2 x a2

» Takes 2L+3 or 2L+1 qubits But still: Massive increase in number of gates!
Beauregard, Quantum Inf. Comput. 3, 175 (2003) .
(or ~ 1.5L qubits with a trick)
Zalka, arXiv:quant-ph/0601097 (2006) 4 15 9 308
instead of L+1 qubits 10 1007 181 652
» Recent new development: Maybe only L/2 qubits? 25 33554089 4 657 463

Chevignard, Fouque and Schrottenloher, cryptoeprint:2024/022 (2024)

[ X ]
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HARDWARE CHALLENGES: JOSEPHSON HARMONICS

Josephson (1962) )

W,
Experiments with QCs 9 _
H = 4kcn _M - ZEJm COS Y Conclusion: Standard Model
Fluxonium QND Readout m
Phys. Rev. Applied 15, 064030 (2021) _ _ does not work!
e oo Nat. Phys. 20, 815 (2024) > But also an oppORUNity?
hatu}éphysics/ 5 Talk: https://youtu.be/dWu3ICwyXBM
Member of the Helmholtz Association arXiv:2410.14397 Dr. Dennis Willsch Page 16 ' ' J U L I c H J U N I O
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https://youtu.be/dWu3lCwyXBM

HARDWARE CHALLENGES: ERRORS

Idea: Erroneous NISQ devices Gate-based guantum computer
—> Try variational algorithm? ,
N

.

Variational Quantum Factoring

N = 1099551473989 ~ 241
Anschuetz et al., arXiv:1808.08927 (2018)
Karamlou et al., npj Quantum Inf. 7, 156 (2021)
5 1 2
4 0.9 1.5
3 0.8 1
2 07 0.5
0.6 0
Los
21>04 05
2 03 -1
. 3 02 -1.5
Benchmarking the QAOA - e o
Quantum Inf. Process. 19, 197 (2020) 0 02 04 06 08 1 0 02 04 06 08 1
B/m B/
Simulation IBM-Q device

The D-Wave quantum annealer (= experiment) outperforms
QAOA executed on a simulator (= under optimal conditions)

Member of the Helmholtz Association arXiv:2410.14397 Dr. Dennis Willsch Page 17

Quantum annealer

I | [ |
P2 P3 P4

mD-Wave = QAOA

=
o
o

N A OO
o O O O

Success probability (%)

o

P1 PS5

Conclusion:

» If the problem is already In
QUBO/Ising form

» Do not use digital QCs
» Try analog QCs
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D:\WJUC Advantage

The Quantum Computing Company

ANALOG QCS Quantum Processing Unit

Device: D-Wave “Advantage” Quantum Annealer 5640 superconducting qubits
Pegasus topology with 40.484 couplers

/o
Member of the Helmholtz Association arXiv:2410.14397 Dr. Dennis Willsch Page 18 U L H
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N-1

FACTORING ON ANALOG QCS QUBO: min inQijxj +c

xi:O,l <
Mehtods =

S;=

» Problem needs to be expressed as QUBO / Ising Ising:  min Nihisi ffjijsisj L
+1
1=0 1<J

» We investigated 3 approaches:

Direct Method Multiplication Circuit Method Controlled Full-Adder Method

Peng et al., Phys. Rev. Lett. 101, 220405 (2008) Andriyash et al, D-Wave TR 14-1002A-B (2016) Ding et al., Sci. Rep. 14, 1 (2024)
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ANALOG QCS

Results 100 % — min (N — pg)”
\Z ; Direct Method ~21-9 %
MC Method ~ 2-1-1/

>
O 10% _ P n n e W
S CFA Method ~ 209 &
= 1% Random = 2710/ —
Y
L
A 0.1%
)
O
O
2 0.01%
0.001 %

0 5 10 15 20 25
Number of Unknown Bits =1/, +1;
» All methods are absolutely better than random guessing

» CFA method also scales better
» BUT: All methods scale exponentially!

[ X ]
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ANALOG QCS

Results > 100 %
10 %

1%
0.1%

0.01%

Global Minimum Frequen

0.001 %

» CFA method finds true ground state much more often! i{!?i*i‘:' .
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CFA Method mam
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> Reason: Custom embedding on the hardware— e
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Future perspectives:

SUMMARY » Large RSA integers

Factoring on Quantum Computers » Likely require quantum error correction
: » Likely require millions of qubits
> Many different approaches y q Gidney and Ekegra Quantum 5, 433 (2021)
T g Gnhowsmnes 25 . > Likely not factorizable anytime soon
R > But: Larger semiprimes | F
' ,';:.i. = ;ch;;;r’;;léoﬂ;l;r; € seems notscalabIeV—) SchnorrsAIgonthm than We Can faCtor Wlth : |
Simulated Digital QCs Classical (Super)Computers \ - )
Shor's Algorithm EEBENN  Number Field Sieve Schnorrs Algorithm maybe soon © | sy prmm T —————————

N = 549755813701 ~ 239 N = RSA-250 ~ 10250 ~ 2829 N ~ 2100
al., Mathematics 11, 4222 (2023) Boudot et al., CRYPTO 2020, Tesoro e al., arXivi2410,16355 (2024

» Present evidence: Only Shor and derivatives seem to scale
Shor, Proc. Found. Comp. Sci. 35, 124 (1994)

Ekera and Hastad, PQCrypto 2017, 347 (2017)

CFS, cryptoeprint:2024/022 (2024) THANK YOU FOR YOUR ATTENTION
> Many Challenges Further References:
. - Willsch et al., Mathematics 11, 4222 (2023)
» Software and hardware errors on digital QCs Hanussek, DOI:10.34734/FZJ-2024-05254 (2024)
Hanussek, jugit.fz-juelich.de/qip/jupsifactoring (2024)
> New methOd on analog QCS Willsch et al., arXiv:2410.14397 (2024)
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