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Foreword

The following guideline emerged from the project DUMFE: Dual Use and Misuse of Research Results
(“Dual use und Missbrauch von Forschungsergebnissen”), funded by the German Federal Ministry of
Education and Research (BMBF, 01GP2187). In recent years, dual use has become a significant issue in
research ethics for numerous reasons, garnering considerable attention not only within the ethical
community but also in the broader scientific community and among political and security circles.

Among the reasons for this attention are the dissemination of scientific developments with high misuse
potential, such as gain-of-function experiments (Imai et al. 2012; Herfst et al. 2012; Imperiale and
Casadevall 2018); political factors, including recent shifts in the global security landscape (Nationale
Akademie der Wissenschaften Leopoldina (Leopoldina) and Deutsche Forschungsgemeinschaft (DFG)
2024, 9ff.); and heightened awareness of historical misuses of science (De Block and Adriaens, 2013).

There is detailed advice on the handling of dual use research of concern provided by the Joint
Committee (“Joint Committee on the Handling of Security-Relevant Research”) of the German National
Academy of Science Leopoldina and the German Research Foundation (DFG) (2022). The Joint
Committee also provides networking and exchange opportunities for Committees for Ethics in
Security-Relevant Research (Kommissionen fiir Ethik sicherheitsrelevanter Forschung), so-called KEFs.
Nevertheless, additional information and guidance on handling dual use research of concern is a
regular request in particular from scientists, but also a request often heard in forums with policy
experts, managers and administrators of institutions in research and education.

The present guideline provides such additional in-depth information on the definition, examples, legal
as well as ethical issues and options for governance of dual use research. It has been written by
ethicists and philosophers of technology, supported by lawyers and members of the commission for
ethics in research of Forschungszentrum Jilich. It is intended to provide additional information
supporting the design of and deliberation in institutional bodies dealing with ethics of security-relevant
research. It aims to highlight decisions and options relevant to different institutions and refers to
further sources of information throughout.
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1) Introduction

Dual use research can occur in widely different contexts. The most widely known — if not as such —
forms of dual use research are technologies that have originally been designed for the military but
have important civilian uses, from Teflon to the internet. This kind of dual use is not the focus of the
present guideline and does not require specialized governance structures. We could probably imagine
a weirdly militaristic research administrator that chides researchers for developing something that can
be used for civilian purposes as well, but it does require quite a feat of imagination.

This example serves to point out that the mere fact of dual — or multiple — usability is not an ethical
issue per se (Floridi 2023: 60). What constitutes a dual use in the normative sense and whether it
requires ethical scrutiny rather depends on the purposes research results can be put to. And while
there are common moral standards allowing us to evaluate most forms of dual use, there is an
additional factor in the values and principles endorsed by the researchers and their institutions.

This guideline aims to provide ethics committees with a comprehensive framework for addressing dual
use research. It covers key aspects such as the definition of dual use, legal and ethical considerations,
potential governance strategies, and real-world examples. Understanding dual use is essential not only
for mitigating potential threats but also for fostering a culture of responsibility and integrity in scientific
research. As the global security environment evolves and new technologies emerge, the importance
of effectively managing dual use research cannot be overstated. This guideline serves as a crucial
resource for committees for ethics in security relevant research committed to promoting safe, ethical,
and responsible scientific inquiry.



2) Definition of Dual Use and Misuse of Research Results

Lead author(s): Karla Alex

In recent years, research ethics has become increasingly concerned with the development of strategies
for managing security-related research and its potential for misuse in and outside the sciences. This
has led to calls for a clearer definition of the term "dual use", along with a more precise delineation of
its scope (Hahnel 2024; Crowley and Dando 2022; Miller and Selgelid 2008). For this purpose, it is
essential to elucidate the specific conditions under which research, its findings, or its products ought
to be classified as dual use, or even as dual use of concern (see for example, Miller and Selgelid 2007;
Shamoo and Resnik 2009; Forge 2010; Resnik 2009; Selgelid 2009). This chapter starts with an overview
of different dual use concepts that are co-existing within research ethics and legislation.

Dual use Concepts

Definitions of dual use differ based on 1) the item with dual use (e.g., knowledge, technologies, or
artefacts resulting from research), and 2) the areas of use referred to in the opposition of a dual use
(e.g., civilian/military, benevolent/malevolent, peaceful/non-peaceful, or legitimate/illegitimate, as
introduced below). For the current purpose, the key dual use item is research itself. Dual use is usually
discussed particularly with respect to life sciences research (see for example NSABB 2007; RKI 2013;
WHO 2022) but can also emerge in other disciplines, such as artificial intelligence (see ZEVEDI 2022).
The existing definitions of dual use items in research extend to knowledge generated within research,
technologies employed or emerging from research, and artefacts created by these technologies (Forge
2010). Several existing definitions of areas of dual use can be found in Rath et al. (2014), who delineates
four dual use concepts present in international and national laws.

1) Civilian versus Military, is the opposition used in

a) policies limiting the proliferation of civil technologies to a non-aligned military. It is based on
considerations of National Security. (Examples include the Wassenaar Arrangement on Export Controls
for Conventional Arms and Dual use Goods and Technologies, 1995; Article 2 of Regulation (EU)
2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for
the control of exports, brokering, technical assistance, transit and transfer of dual use items)

b) policies limiting spin-in of civilian technologies for military applications. It is based on the
underlying principle of Human Security. (European Union Horizon restricts funding to research having
an ‘exclusive civil application focus’ (cf. Rath et al. 2014: 780); Guidelines for Researchers on Dual Use
and Misuse of Research published by the Flemish Interuniversity Council (Verlaeckt 2022))

c) policies supporting spin-offs and spin-ins of military and civilian applications. These policies
tend to be based on the underlying principles of National Security, Civil Security, Economic Interests.
(United States Congress, Office of Technology Assessment 1993; European Commission 2021)

2) Benevolent versus Malevolent

This opposition is used in policies that take Human Security (environmental, food, health, individual,
community and political security) as their core principle. (European Parliament legislative resolution
23 October 2012 on the proposal for a regulation of the European Parliament and of the Council
amending Regulation (EC) No 428/2009 setting up a Community regime for the control of exports,
transfer, brokering and transit of dual use items; Proposed Framework for the Oversight of Dual Use
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Life Sciences Research: Strategies for Minimizing the Potential Misuse of Research Information (NSABB
2007); Dual use potential of life sciences research. Code of conduct for risk assessment and risk
mitigation (RKI 2013)).

3) Peaceful versus Non-Peaceful

This opposition is predominant in policies aimed at National Security and Human Security (individual
and community security). In contrast to the opposition between civilian versus military use (see above),
it highlights the possibly of misuse of research by non-state organizations. (Treaty on the Non-
Proliferation of Nuclear Weapons; Global Guidance Framework for the Responsible Use of the Life
Sciences (WHO 2022))

4) Legitimate versus lllegitimate

This opposition is usually found in National and International Legislation oriented towards a principle
of Lawfulness. (cf. also: Global Guidance Framework for the Responsible Use of the Life Sciences (WHO
2022)).

The diversity of dual use definitions is owed to the different institutional purposes and enables
Commissions for Ethics in Research to fall back on a version that suits its institutional context. At the
same time, they reveal a current lack of consensus on the question of dual use within research ethics.

How to define dual use in your institution?

The way an institution defines dual use has direct repercussions on which stakeholders to involve in its
governance of such research. Actors that can contribute to the governance of dual use research
include, according to Rath et al. (2014):

e National authorities govern dual use research understood as civilian versus military research-
use in the sense of limiting non-aligned militaries’ access to civil technologies and dual use
research understood as peaceful versus non-peaceful research-use, e.g., by enacting export
control laws or embargos;

e National authorities and national courts govern dual use of research understood as legitimate
versus illegitimate research-use by passing laws on the ways research-related items
(knowledge, technologies, artefacts) are allowed to be used;

e International authorities also govern dual use research understood as peaceful versus non-
peaceful research-use, e.g., by, again, enacting export control laws;

e  Civil society governs dual use understood as civilian versus military research-use in the sense
of limiting spin-in of civilian technologies for military applications, e.g., by promoting
Peace/Civilian Clauses within research institutions, by self-assessing their research, or by
serving as members of national research ethics committees such as KEFs (Committees for
Ethics in Security-Relevant Research, Germany); and Civil society also governs dual use
research understood as benevolent versus malevolent research-use, e.g., by serving as
members of research ethics committees, or by self-assessing their own or — as a reviewer —
others’ research before publication with respect to the potential of misuse for malevolent
purposes.



The present guideline is directed to and originates from civil society, in particular the scientific
community. Specifically, it is directed to members of KEFs and individual researchers. We would
therefore expect that most readers of this guideline will find the following concepts most useful:

e a concept of dual use research based on the civilian versus military distinction with the
intention of limiting spin-in of civilian technologies for military applications grounded in the
principle of Human Security,

e a concept of dual use research based on the benevolent versus malevolent distinction
grounded in the principle of Human Security, specified as environmental, food, health,
individual, community and political security,

e aconceptof dual use research based on the peaceful versus non-peaceful distinction grounded
in the principle of National Security and Human Security, specified as individual and
community security,

or any combination of these three concepts.



3) Examples and Challenges from Different Fields

Lead author(s): Andreas Brenneis & Verena Risse

One of the main challenges for KEFs is to identify potential dual use research and technologies. This is
often a challenge because much of the literature focuses on a few iconic examples from prominent
fields. In the following we try to provide a slightly more inclusive list of examples drawing on a
number of sources (Tucker 2012, Miller 2018, Verlaeckt 2022).

In addition, dual use risks are often discipline-specific, and hardly any discipline is free of dual use
risks. As intuitive as this truth may be, it has not yet gained full attention. Some explanation for this
lies in the historical development of the topic.

Sources differ as to what the first cases of dual use discussions were (some date them back as far as
to Francis Bacon in the 1600s, cf. Oltmann 2015: 328), but it seems quite uncontroversial that the
prevalent cases originate from physics or the life sciences. Nuclear energy research with its potential
use in nuclear weapons research or research on (influenza) viruses that were prone to serve as
biological weapons were among the most prominent cases triggering the modern debate in the 20%"
century (e.g. Bezuidenhout and Rappert 2012).

The following selection of examples are not only intended to illustrate that dual use concerns may be
relevant for a much broader range of disciplines, but we will also discuss specific challenges
confronting some of the disciplines.

Nuclear Technology

Nuclear technology encompasses various applications, including nuclear power generation, medical
imaging and treatments, and military weaponry. While nuclear power provides ample energy,
concerns arise from the proliferation of nuclear materials and the risk of nuclear accidents or terrorist
attacks on nuclear facilities. Additionally, the same technology used for peaceful purposes can be
diverted for the development of nuclear weapons, posing significant security threats and geopolitical
risks. See also Miller and Taebi 2018; Colussi 2016.

Life Sciences

Advances in the biological sciences, such as genetic engineering and biotechnology, offer immense
potential for improving healthcare, agriculture, and environmental sustainability. However, the
manipulation of genetic material and the creation of synthetic organisms raise concerns about
biosecurity and biosafety. Malicious actors could exploit biotechnological methods to engineer deadly
pathogens, develop bioweapons, or cause ecological harm through the deliberate release of
genetically modified organisms. The assessment of benefits and burdens as well as potential recipients
and bearers of these must therefore be especially “fine-grained” (Miller and Selgelid 2007: 542). In
addition, it seems advisable to consider relevant policy options that accompany certain kinds of
research in this field (ibid.).

Dual use risks in biological and life sciences have been the object of specific concern for some time.
The 2004 report “Biotechnology Research in an Age of Terrorism” emphasized the importance of a
thorough assessment not only with regard to military use but also with regard to terrorism.

See also Tucker 2012; Miller 2018; Miller and Selgelid 2007.



Synthetic Biology
Synthetic biology enables the design and creation of novel organisms or biological agents with
potentially harmful properties. Malicious applications of synthetic biology include the creation of
bioweapons targeting specific populations or ecosystems, engineered pathogens resistant to existing
treatments, or bioengineered pests capable of destroying crops or spreading disease. See also Kelle
2012; 2013; Marris, Jefferson and Lentzos 2014.

CRISPR-Cas9 Genetic/Epigenetic Editing Technology

CRISPR-Cas9 allows for precise modification of DNA, raising concerns about its potential for creating
novel pathogens or genetically engineered bioweapons. Malicious actors could exploit this technology
to develop highly virulent or drug-resistant strains of pathogens, leading to bioterrorism or biowarfare.
Additionally, the accessibility of CRISPR-Cas9 technology raises concerns about DIY biohacking
communities experimenting with potentially dangerous genetic modifications outside of regulated
laboratory settings. Concerns about military applications of epigenetic editing have also recently
gained attention. See also DiEuliis and Giordano 2018; Mir et al. 2022; Kropf 2024; Dalpé et al. 2023.

Chemical Engineering

Chemical engineering plays a critical role in the production of pharmaceuticals, fertilizers, and
industrial chemicals essential for modern society. However, the same chemical processes and
substances can be weaponized to produce toxic agents, nerve gases, or explosives. Chemical plants
and storage facilities are vulnerable to sabotage or terrorist attacks, posing risks to public safety and
environmental contamination. See also Miller 2018.

Information Technology (IT)

Information technology underpins modern infrastructure and communication systems, facilitating
global connectivity and innovation. However, cybersecurity vulnerabilities in software, networks, and
data storage systems can be exploited by cybercriminals, state-sponsored hackers, or terrorist
organizations. Cyberattacks targeting critical infrastructure, financial institutions, or government
agencies can disrupt services, steal sensitive information or cause widespread chaos. See also Riebe
2023; Weydner-Volkmann and Cassing 2023.

Cybersecurity
Cybersecurity measures are essential for protecting digital assets, networks, and personal information
from cyber threats. However, the same tools and techniques used to defend against cyberattacks can
be weaponized for offensive purposes. Malicious actors exploit vulnerabilities in software, hardware
or human behavior to launch cyberattacks, steal sensitive data, or disrupt critical infrastructure
systems. See also Riebe and Reuter 2019.

Artificial Intelligence (Al)
Al systems could be weaponized for various malicious purposes, including cyberattacks, surveillance,
and autonomous weapons development. Malicious actors may deploy Al algorithms to amplify
propaganda, manipulate public opinion, or conduct sophisticated phishing attacks. Furthermore, the
development of autonomous weapons systems powered by Al raises ethical concerns about the lack
of human oversight and the potential for accidental escalation in conflicts.

Research in the field of artificial intelligence faces a particular challenge. For Al researchers,
explicability is a crucial ethical principle that guides their work. However, the more explicable Al is and



the more accessible the underlying mechanisms are, the easier it is to misuse. It becomes even easier
if open data is being practiced. (Hermann and Hermann 2022: 29) Therefore, Al research encounters a
special need for weighing benefits and burdens not only with regard to its research question, but also
with regard to how it is communicated and published.

See also Brundage et al. 2018; Urbina et al. 2022; Westerlund 2019; Koplin 2023; Carozza, Marshand
and Reichberg 2022; Brenneis 2024.

Biometric Recognition Systems
Biometric data collected by recognition systems could be exploited for identity theft, surveillance or

unauthorized access to sensitive information. Malicious actors may use stolen biometric data to
impersonate individuals or bypass security measures, compromising privacy and personal security.
Furthermore, the centralized storage of biometric databases poses risks of data breaches and
unauthorized access by hackers. See also Smith and Miller 2021.

Blockchain Technology

While blockchain technology offers enhanced security and transparency for transactions, it can also be
used for illicit activities such as money laundering, drug trafficking or terrorist financing. Malicious
actors exploit the pseudonymous nature of blockchain transactions to conceal their identities and
evade law enforcement detection. Additionally, blockchain-based smart contracts may contain
vulnerabilities that could be ill-used for fraud or exploitation (Kirchschlager 2021). Thus, what is
specific to the case of blockchain technology is that it appears to be both a dual-use good in itself, but
also a mechanism that can be used to maliciously exploit other dual-use goods.

The following examples are more closely related to mechanical engineering (including aerospace
engineering) and illustrate particular dual use issues. This concerns research on certain materials with
a potential use for military equipment as much as research on improved vehicles or aeronautics.
Moreover, mechanical engineering has a more targeted focus on industrial exploitation of the research
results than in other disciplines. Therefore, additional dual use precautions include export controls
depending on the countries for which the innovations and products are intended.

Aerospace and Defense

Aerospace and defense technologies encompass a wide range of applications, from commercial
aviation to military weaponry and space exploration. While these technologies enhance national
security and scientific progress, they also pose risks of proliferation and misuse. Advanced aircraft
components or satellite technology can be repurposed for military and offensive purposes, including
surveillance, reconnaissance, and combat. See also Farinella, Anselmo and Bertotti 2000; Finocchio,
Prasad and Ruggieri 2008; Prazak 2021.

Advanced Materials

Advanced materials, such as nanomaterials, metamaterials, and smart textiles, offer unique properties
and applications in various industries. However, concerns arise from the potential environmental and
health impacts of nanomaterials, as well as their dual use potential in military and surveillance
technologies. Nanomaterials could be engineered for stealth coatings, lightweight armor, or sensors
capable of detecting chemical or biological agents (Panina et al. 2023).



Nanotechnology

Nanomaterials and nanodevices could pose health and environmental risks if released into the
environment or used in consumer products without adequate safety measures. Malicious applications
of nanotechnology include the development of nanoweapons, such as toxic nanoparticles or self-
replicating nanorobots, capable of causing harm to living organisms or disrupting critical infrastructure
systems (Whitman 2013).

3D Printing (Additive Manufacturing)

3D printing technology can be used to produce illegal firearms, explosives or counterfeit goods.
Malicious actors could use 3D printers to manufacture untraceable weapons or components, bypassing
traditional regulatory controls. Additionally, the proliferation of 3D-printed objects poses challenges
for law enforcement in identifying and tracing illicit activities. See also Hoffman and Volpe 2018 and
Volpe 20109.

Robotics and Autonomous Systems

Robotics and autonomous systems are revolutionizing industries such as manufacturing,
transportation, and healthcare. However, concerns about the ethical and societal implications of
autonomous weapons, drones, and robots arise from their potential for indiscriminate use, lack of
human oversight, and lack of accountability. Autonomous systems could be deployed for surveillance,
targeted killings, or suppressing dissent, raising questions about both their legality and ethical
implications. See also Horowitz 2021; Sharkey and Sharkey 2012.

Unmanned Aerial Vehicles (UAVs or Drones)

Drones have been used by terrorist organizations for reconnaissance, surveillance, and targeted
attacks. Their ability to carry payloads, including explosives or chemical agents, poses significant
security risks. Malicious actors could use drones to conduct aerial surveillance of sensitive locations,
deliver payloads to inaccessible areas, or carry out targeted assassinations with minimal risk of
detection (WHO 2021). Furthermore, drones have to be considered as a special case of semi-
autonomous or even autonomous systems, due to their long range and enhancement of human sight.
They have long been the subject of dual use debates, which focus on their civilian (e.g. humanitarian)
and military use and the possible transfer of technology and expertise between these different sectors
(see also Meunier and Bellais 2018).
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4) Legal Situation — Regulation

Lead author(s): Jochen Kuck

For the overview on the legal situation and regulation of dual use items in this section, we primarily
refer to items that are usually used for civilian purposes but can also be used for military activities (see
chapter 2 for an overview of alternative definitions of dual use). These items are, together with military
items, one of the central targets of export control law.! Export control is to protect Germany and its
partners from threats posed by the proliferation of conventional weapons, weapons of mass
destruction (WMD), and the underlying technologies. It aims to prevent malign actors, such as terrorist
groups, from accessing critical goods and technologies, deter states from using them for internal
repression and human rights violations, and avoid further destabilization of conflict areas. Effective
export control requires collaboration among authorities, industry, and research institutions. Export
control is also crucial for research security.

From the German perspective, export control mostly applies to activities that pertain to foreign
countries, especially countries outside the EU. However, even domestic activities, e.g. the knowledge
transfer towards a guest researcher in Germany, may be legally relevant under export control law with
regards to the concept of technical assistance. Furthermore, export control law comprises sanctions
against individuals and entities, such as corporations, universities, or research institutes. These
sanctions apply regardless of where these individuals are located at any moment. Moreover, there are
certain countries which are sanctioned by embargo regulations.

Legal principle and exceptions

In Germany and the EU, trade and technology transfer with foreign countries is, in principle, free, i.e.
it is not subject to any legal restrictions, such as for instance export license requirement. However,
there are certain countries or certain individuals or entities to which the export of items or technology,
or the provision of economic resources may be strictly prohibited, e.g. under an embargo regulation.
Furthermore, the export of dual use goods or transfer of dual use technology requires an export license
irrespective of the purpose of research. In legal terms, export means that the destination of the item
or technology is located outside the EU.

Scientific freedom and civilian clauses
Art. 5 (3) of the Basic Law for the Federal Republic of Germany, i.e. the German constitution, says:

“Arts and sciences, research and teaching shall be free. The freedom of teaching shall not release any
person from allegiance to the constitution.”

It is important to note that even this basic right of freedom of research does not release any research
institution or researcher from his or her legal duty to comply with export control law. The underlying
rationale of export control is to prevent misuse but not to restrict research. This is challenging when it
comes to the publication of dual use relevant results since publication is part of good scientific practice
(see paragraph on values below).

! There are also the aspects of sanctions against persons and countries. In general, it is distinguished between
person based, country based and goods based export control.
11



Importance of export control in academia

The importance of export control in academia has increased over the last few years for several reasons,
such as rising geopolitical tensions and the German authorities having increased their controls at
universities and research institutions. To help academic institutions comply with the applicable rules
and regulations, the EU has published the Commission Recommendation (EU) 2021/1700 on internal
compliance programs for controls of research involving dual-use items under Regulation (EU) 2021/821
of the European Parliament and of the Council setting up a Union regime for the control of exports,
brokering, technical assistance, transit and transfer of dual-use items. The German authorities, the
Federal Office for Economic Affairs and Export Control (Bundesamt fiur Wirtschaft und
Ausfuhrkontrolle, BAFA) has also released a specific manual on export control and academia and has
undertaken several outreach activities to academia (BAFA 2023).

Export control is especially important for academic institutions due to specific risk factors, such as their
commitment to the free exchange of ideas, involvement in cutting-edge technologies, complex
organizational structures, and the international nature of scientific exchanges. Additionally, regulating
emerging technologies like for instance artificial intelligence presents new challenges for policymakers
in export control, particularly due to the broad applications of these technologies. Quantum computing
and related electronic hardware infrastructure has recently been added to the German export control
list.

Legal sources
The most important legal sources in export control are:

e War Weapons Control Act (KrWaffKontrG)

e German Foreign Trade and Payments Act (AWG)

e Foreign Trade and Payments Ordinance (AWV), including Export List (AL)

e EU Dual-use Regulation (EU) 2021/821, including Annex I listing dual use items

e Embargo-Regulations, e.g. Iran (EU) Nr. 267/2012 or Russia (EU) 822/2014

e Anti-Terrorlists Al-Qaida, VO (EU) Nr. 881/2002; Afghanistan/Taliban, VO (EU) Nr. 753/201

Definitions, listed items and not-listed items

A core term in export control is “items” (Glter), which comprises three subcategories, such as goods,
technology and software. The key term “dual use” is not defined in export control law but the EU Dual-
use Regulation (EU) 2021/821 defines ‘dual use items’, which means “items, including software and
technology, which can be used for both civil and military purposes, and includes items which can be
used for the design, development, production or use of, including all items which can be used for both
non-explosive uses and assisting in any nuclear, chemical or biological weapons or their means of
delivery in the manufacture of nuclear weapons or other nuclear explosive devices”.

These items, including technology and software are listed in Annex | to the EU Dual-use Regulation.

If any of these items is going to be exported to a recipient outside of the EU, the exporter needs to
obtain a license from BAFA before exporting the item (Art. 3). In principle, items listed on Annex IV of
the EU Dual use regulation even require a license when being transferred to a recipient inside the EU
(Art. 11). Export means, simply put, making an item available in a country outside the EU, including via
mail or via electronic means or even in carry-on luggage.
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To better understand which kind of items fall into the regime of the Dual-use Regulation, it is helpful
to take a glance at the categories according to which Annex | is structured, which are the following:

e Category 0: Nuclear materials, facilities and equipment

e Category 1: Special materials and related equipment

e Category 2: Materials processing

e (Category 3: Electronics

e (Category 4: Computers

e (Category 5. Telecommunications and "information security"
e (Category 6: Sensors and lasers

e Category 7: Navigation and avionics

e (Category 8: Marine

e Category 9: Aerospace and propulsion

Even non-listed items may be subject to a license requirement if they are, or may be intended to be,
used, in their entirety or in part, in connection with

- weapons of mass destruction or missiles suitable for this purpose (Art. 4 para. 1 lit. a of the EU
Dual-use Regulation (EU) 2021/821)

- or as components of military items listed in the national military list that have been exported
from the EU without authorization (Art. 4 para. 1 lit. ¢ of the EU Dual-use Regulation (EU)
2021/821),

- a military end-use in the country of arms embargo (Art. 4 para. 1 lit. b of the EU Dual-use
Regulation (EU) 2021/821),

- orfor the construction or the operation of a facility for nuclear purposes within the meaning
of Category 0 of Annex | of the EU Dual-use Regulation (EU) 2021/821 or for installation in such
a facility if the facility is located in Algeria, Iraq, Iran, Israel, Jordan, Libya, North Korea, Pakistan
or Syria (Section 9 AWV).

Technology

Export control law defines “technology” as a specific technical information required for the
development, production, or use of a listed dual use item. Examples of technologies could be formulas,
construction plans, descriptions, written instructions, and diagrams both as paper and electronic files.
Technology must be either indispensable to achieve technical parameters of a listed dual use item or
a key technology, which is indispensable because it is responsible for the fundamental functions of a
dual use item. Technology transfer also includes a transfer via email or access to a server or a cloud
from a country outside the EU or a server that is located in a country outside the EU.

Technical assistance

Technical assistance means “any technical support related to repairs, development, manufacture,
assembly, testing, maintenance, or any other technical service, and may take forms such as instruction,
advice, training, transmission of working knowledge or skills or consulting services, including by
electronic means as well as by telephone or any other verbal forms of assistance” (Art. 2 (9) of the EU
Dual-use Regulation (EU) 2021/821)). Technical assistance essentially means the verbal transfer of
knowledge or know-how.

This legal concept is crucial for international projects, especially when hosting guest researchers or

hiring personnel from outside the EU. Thus, technical assistance can occur as an export on campus in
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Germany. Technical assistance to individuals from certain countries, such as the USA, the United
Kingdom, Canada, Australia, New Zealand, Japan, Norway and Switzerland, are exempt from the legal
concept of technical assistance.

Pursuant to Art. 8 in connection with Art. 4 para. 2 of the EU Dual-use Regulation, knowledge-transfer
requires a notification to BAFA, which will then decide whether an export license is required if either
BAFA has informed the exporter that the items in question are or may be intended, in their entirety or
in part, for any of the uses referred to in Article 4 (1) (see above), such as for example:

- the development of WMD or

- military end use in a country with arms embargo or

- for the construction or operation of a nuclear facility if the facility is located in Algeria, Iraq,
Iran, Israel, Jordan, Libya, North Korea, Pakistan or Syria (Section 9 AWV).

Additionally and more importantly in practice, exporters providing technical assistance must notify
BAFA if they become aware that dual use items are intended, in their entirety or in part, for any of the
uses mentioned above. Therefore, institutions must diligently check for any red flags regarding the
recipient and the end use for whom and for which they intend to provide technical assistance, ensuring
no obvious indications are overlooked. While using a listed item is an indicator, it alone does not
mandate a notification requirement.

Publications

The first publication of research results is considered an export. Thus, a publication which can be of
dual use and meets the technology threshold, which is rather high, requires an export license (Butler
2012).

Legal exceptions

There are several legal exceptions as far as the export of technology and technical assistance is
concerned (BAFA 2023: 36). The first is basic research, i.e. any technology transfer or technical
assistance that remains within technical readiness level one to three (BAFA 2023: 79-80). This
exception is, in principle, not applicable to embargos and the export of goods. A strong indicator that
aresearch project is not a case of basic research is if research funding is provided by industry or private
corporations or if they are involved in a research collaboration. The second exception is publicly
available knowledge. Any knowledge that is already published or available in any university library, and
thus in the public domain, is not export-controlled. Third, content that is necessary to file a patent is
also not export-controlled unless it refers to nuclear technology.

Personal liability and responsibility

The violations of export control laws and regulations are sanctioned as either criminal actions by fines
or prison sentence, or as administrative offensives, which entails fines. In most cases, the risk is that
rules are violated negligently. Every employee is responsible for his or her actions within his or her
area of responsibility. If management representatives of a research organization violate their duties of
selection, control and organization, they can also be fined under § 130 of the Act on Regulatory
Offences (OWIiG). The authorities also have the option to fine the research organization as such under
§ 30 OWIiG. The management of any research institution has the legal duty to organize its institution
in a way that violations of export control law are precluded and to supervise the personnel to which
export control compliance has been delegated.
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Compliance processes

To comply with export control laws, research institutions must establish specific processes, including
one for exporting physical goods, one for vetting non-EU personnel, one for managing collaborations,
and one for publications. The entire set of processes, including documentation, clearly defined
responsibilities within an institution and awareness raising are the most important elements of what
is referred to as the Internal Compliance Programme (ICP) in export control. It is the duty of the
management of any research institution to establish an ICP, which needs to be risk adequate, to fulfill
its legal duty to organize the institution in a way to be compliant with all applicable laws and
regulations.

Conclusion

A key takeaway from examining export control laws in academia is that exporting certain listed items,
technology, software, and even know-how to a destination outside the EU may require a license.
Technical assistance, including educating researchers, might also need a license under certain
conditions, even when the whole process is happening within German borders. Moreover, specific
research activities may be prohibited when involving embargoed countries or researchers from those
nations.

Due to the intricate nature of export control law, it is crucial for research institutions to develop
expertise in this area to effectively evaluate cases. This expertise should be leveraged in KEF
proceedings when applicable. Achieving compliance with export control law requires raising
awareness among researchers and administrators, establishing and enhancing an Internal Compliance
Programme (ICP) on export control, and securing support from top management. Additionally,
academic institutions can benefit from exchanging ideas, experiences, and best practices with peers
to address the unique challenges of navigating the legal framework of export control in academia.
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5) Ethics

Lead author(s): Niél Conradie; Mario Kropf & Martina Philippi

Responsibilities

Not all instances of dual use give rise to demands for moral responsibility. It is when the dual use
involves a moral transgression, or raises a concern of such a transgression, that the assignment of
responsibility is called for. This means that when we consider the matter of dual use and responsibility,
we are focused more narrowly on so-called research of concern (DURC), i.e. research that could be
directly misapplied to cause damage to public health and safety, the environment or to other
important legal interests and where the risk of misapplication is sufficiently likely and imminent. There
are two broad questions to be answered in these cases: who is responsible? (Lev and Keren 2024) And
what are they responsible for? (Heinrichs and Ergin Aslan 2024) In this section, we focus on moral
responsibility, distinct from legal responsibility (see previous chapter). Moral responsibility involves
justifying actions to others and legitimizing responses to them based on their moral quality. Blame may
result from harmful actions lacking adequate justification, while morally commendable actions may
warrant praise (Shoemaker 2017; Menges 2020). Only moral agents, not all individuals, are subject to
blame or praise, and the actions under consideration must stem from their moral agency (Strawson
1962; Fischer and Ravizza 1998; Vargas 2013; Shoemaker 2015). The structure of responsibility
typically (but not universally) involves A being responsible for x toward B by reference to y, with A
representing a moral agent (individuals, groups, or institutions), x referring to actions or decisions, B
representing the recipient of responsibility (which we keep intentionally underspecified here), and y
encompassing reasons, social conventions, laws, or moral norms (Werner 2002).

As to who is responsible in cases of DURC, there are many possibilities: developers (e.g. funders,
scientists, researchers, engineers), purveyors (e.g. journal editors, corporate officers), users, and
regulators (including legislative but much more so executive regulators).? All of these parties can fall
short of justified normative expectations in cases of DURC, and thus can be morally responsible.
However, since such cases challenge our responsibility practices, we believe the focus should be on
developers, purveyors, and regulators. In contrast, attributing responsibility to users is in general
straightforward: if an user employs a tool for a maliciously or harmfully dual use, they are usually
accountable — barring the usual excuses and exemptions that can apply.

As to the question of what responsibility needs to be attributed for, it is important to note that there
are types of cases that are unproblematically dealt with by established practices: if, for example, a
developer or purveyor intentionally produces or distributes a research contribution or item with a
possible DURC with the active intent that the concerning dual use scenario occurs, then they are clearly
responsible for this.

The more paradigmatic, and problematic, cases of DURC occur when the output (research or product)
has a beneficial primary use, and the developer, purveyor, or regulator are considering either the risk
or uncertainty of foreseen and reasonably foreseeable dual uses. In cases like these, any dual use is
unintended. These can be divided into, on the one hand, cases where the dual use is foreseen, and on

2 To clarify this last group, our primary targets here are Research Ethics Committees, University Ethics
Committees, DURC Committees, and similar bodies. [Questions of legal regulation have been discussed in the
previous section.]
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the other hand, cases where the dual use is foreseeable but unforeseen. If the dual use case in question
is foreseen, a developer or purveyor would be negligent or reckless in permitting its dissemination,
reflecting a deficit in quality of will, or a “violation of some standard” (Herstein 2019: 11). The
developer or purveyor has control over whether the dual use occurs, so awareness alone is
insufficient—judgment and action are required. As Small and Lew (2021: 112) put it, “[A] person who
is mindful, and therefore acts with awareness, and remains observant, non-reactive, describing and
non-judging in situations that require moral reasoning will also be morally responsible.”

Clearly, there are limits to responsibility in the cases described above. We don't hold developers,
purveyors, or regulators of hammers accountable for murders committed with them, yet we do blame
gain-of-function researchers if their work is used for virological terrorism. This indicates that we hold
individuals responsible for some (reasonably) foreseen dual use cases (including DURC) but not others,
and the criteria for this distinction aren't immediately clear. Factors such as potential harm, likelihood
of harm, and the scale of benefit—often analyzed through a risk/benefit lens (Taddeo and Blanchard
2022: 19)—inform our judgments (see Chapter 6). However, there is significant variation in balancing
these considerations. For example, research shows experts accept risk if benefits outweigh harms,
considering population-level impacts, while laypeople are more likely to also weigh factors like
voluntariness and fair distribution of risks and benefits (Nihlén Fahlquist 2021: 816).

Even more, or at least differently, challenging are those cases where the dual use was foreseeable, but
the developers, purveyors, and regulators failed to foresee it. Such cases are still instances of
negligence if the failure to foresee it is explained by a deficit of conscientiousness and/or failure to
spend sufficient resources to assess the potential for misuse (Bjornsson 2011: 185-186). A developer,
purveyor, or regulator of research or technology has the prospective responsibility to diligently
attempt to foresee the potential DURC of their outputs. However, given that research is often
characterised by the uncertainty of its outcomes, that our technologies become increasingly complex
and opaque, and that we frequently have to trust other experts contributing to our projects without
the ability to scrutinise their work ourselves, it can become extraordinarily difficult to identify where
the appropriate level of conscientiousness lies. Still, scientists ought to reflect on their studies and alert
those in charge if there is potential for misuse.

Taken altogether this allows us to identify three vital, interrelated challenges: (i) the difficulty of
weighing risk and benefit, (ii) the role of uncertainty, and (iii) the problem of determining reasonable
conscientiousness. As regards (i) and (ii), it is largely uncontroversial that in cases where sufficient
possibility of DURC is foreseen, a risk/benefit analysis should be undertaken (see Chapter 6). We can
say that developers and regulators are under prospective responsibility to undertake such measures
as demanded by both their roles and wider normative expectations of their quality of will. But how
should this work be divided? In favour of the developers — including researchers —, it can be plausibly
pointed out that they are both ‘closest to the coalface’ and likely to have the highest level of technical
expertise vis-a-vis the output. On the other hand, they might lack expertise in undertaking risk/benefit
analyses or lack the perspective from which to properly evaluate the scope of possible impacts — to
mix metaphors, being close to the coalface can prevent you from seeing the forest for the trees. In
terms of these considerations, it seems that properly trained and informed regulators should be
preferred. Of course, these need not be mutually exclusive. One could require both developer and
regulator to undertake a risk/benefit analysis (see Chapter 6), but in doing so risk wasting time and
resources by doubling work and drawing experts away from their domains of expertise. Also,
depending on the uncertainties involved, it can be unclear when there is or is not sufficient possibility
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of DURC. This ties us to (iii), and the question of what degree of conscientiousness is it morally
acceptable to demand of those trying to handle DURC, which demands of us a better understanding
of both decision-making under uncertainty and the nature of uncertainty in DURC cases. What can be
said is that establishing the required level of conscientiousness cannot be done wholly theoretically
but requires deliberative engagement with stakeholders and their representatives to negotiate
reasonable expectations.

Values

Values are central to ethical considerations, providing orientation for weighing benefits and risks—
such as the dual use risk—in research and technology development. Applied ethics identify specific
values relevant to particular contexts, such as transparency, fairness, reliability, and accountability, as
noted in the High-Level Expert Group on Al's Ethics Guidelines for Trustworthy Al (2019). These values
guide decision-making and legitimize choices in research and technology governance.

Conflicts predominantly arise not between values themselves but from the consequences of actions
motivated by different values. To illustrate, the value of reliability can motivate agents to take actions
to increase the ability of an algorithmic system designed for triage to accurately identify patients most
likely to benefit from treatment, and the value of fairness can simultaneously motivate actions to
remove variables from consideration that could engender unfairness. These consequences can conflict
if the consideration of some variables might increase reliability but also engender unfairness, as can
be the case with so-called protected classes (race, sex, etc.). This is similar to conflicts of interest.

While values can align with different stakeholders' perspectives (cf. Friedman and Hendry 2019),
ethical considerations rather focus on generalized, desirable needs or interests than on situational
interests. In dual use research, transparency is crucial, emphasizing conducting and disclosing research
to support the freedom and democratization of research.

Transparency, accessibility, and collaboration in research are promoted under the principle of open
science, which promotes making scientific knowledge, data, and methods openly available to
everyone. In the context of dual use risks, open science presents a complex challenge: it encourages
the free exchange of ideas and accelerates innovation, which, as described above, raises concerns
about the potential misuse of sensitive information for harmful purposes.

The value that conflicts with the transparency requirement of open science is not economic
competitive advantages, but resilience against possible attacks also referred to as security (Jore 2019).
Security in this context refers to handling risks arising from the use of a well-functioning technology
that is motivated by malicious interests.

This creates a fundamental conflict: open science advocates for complete transparency in research
processes, data, and findings to foster innovation and trust, while security requirements necessitate
secrecy or restricted access to prevent misuse or protect privacy rights. Open science encourages
unrestricted collaboration across borders and disciplines to accelerate progress, but security measures
require controlling collaborations, particularly with entities or individuals from countries with
challenging conditions of cooperation. This can hinder the free exchange of ideas and slow down
scientific advancements. Similarly, while open science aims to make knowledge universally accessible,
security concerns involve restricting access to certain types of information to prevent dual use
applications, limiting who can access and benefit from scientific research.
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Balancing these conflicting demands involves implementing stringent risk assessments to identify dual
use potential in research projects and establishing oversight committees to monitor and guide such
research. Developing policies for selective openness, where only certain parts of the research are
shared openly while sensitive data is kept restricted, can help. Controlled access repositories where
researchers can access data after meeting specific security criteria also offer a solution. Additionally,
educating researchers about dual use risks and responsible conduct, promoting awareness of the
ethical implications of their work, and enforcing regulations that balance open science with security
concerns are essential. Creating clear guidelines on what constitutes dual use research (see Chapter 2)
and the procedures for handling such research (see Chapter 6) is crucial.

Thus, while the principle of open science promotes progress and inclusivity, it also increases the risk
of misuse of sensitive information. A nuanced approach that includes robust risk assessments, selective
openness, and stringent regulatory frameworks is essential to balance the benefits of open science
with the imperative to ensure security.

Where research institutions subscribe to additional ethical values—such as a peace or civilian clause—
this adds an additional layer of ethical and operational complexity. Such institutions must ensure that
their research output is aligned with their commitment to peaceful and civilian applications. This often
involves stringent internal policies and oversight mechanisms to prevent any deviation from their
stated goals. However, in case of dual use it is research projects with benign intentions that can be
repurposed for harmful uses. This inherent risk requires these institutions to implement rigorous risk
assessment and management procedures, often more stringent than those at institutions without such
clauses.

In addition, the commitment to a civilian clause can limit the scope of collaboration with other research
entities, particularly those engaged in defense or security-related projects. While open science thrives
on collaboration and the free exchange of ideas, institutions with a civilian clause must carefully vet
potential collaborators to ensure that their partnerships do not inadvertently contribute to military or
non-peaceful applications. This can slow down research progress and limit access to a broader pool of
knowledge and resources.

Moreover, these institutions need to develop policies that allow for the dissemination of research
findings in a way that aligns with open science principles while simultaneously ensuring that sensitive
information that could be misused for non-civilian purposes is adequately protected. This might for
example involve creating controlled access repositories and implementing selective openness
strategies where only non-sensitive parts of the research are openly shared.
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6) Handling Dual Use Risks

Lead author(s): Karla Alex; Andreas Brenneis; Martin Hédhnel

It is common to refer to dual use—where it is not explicitly desired—as a risk for researchers and
research institutions. Dual use is viewed through the lens of risk to emphasize the need for careful
assessment, management, and mitigation strategies to prevent unintended harmful consequences
while enabling beneficial advancements. In the following, we first describe the concepts risks, risk
assessment and risk management, and thereafter present a decisional flowchart (framework for
addressing dual use concerns).

What Are Risks and How Can They Be Managed?

What are risks?

With the term ‘risk’” we refer to the statistical expectation value of the occurrence of an unwanted
event, understood as a product of severity of the event and likelihood of its occurrence.

An additional element of risk, alongside probability and severity, is responsibility (cf. Kermisch 2012).
Different cultures, depending on insularity, individualism, egalitarianism, and hierarchy (cf. Douglas
1979; quoted from Kermisch 2012: 95), define risks differently. Risks can therefore not be described in
a vacuum but are determined by societies:

“Risks are [...] constructed according to a social process in which individuals are involved as
active subjects: a risk does not only characterise an element of the external world — a danger
— but results from the interaction between social processes and, possibly, the external world”
(Kermisch 2012: 96).

One example for this is the decision of an institution or a specific scientific community to define military
use of civilian research (e.g., in institutions with so-called civilian clauses) per se as a risk. What
constitutes a risk from the perspective of a given research institution thus depends not only on the
possible trajectories of a research project, its dissemination and uptake, but also on institutional goals
and values. For a research institution with a civilian clause, military use of their projects is a risk, for
other institutions it need not be.

How can risks be managed?

a) Risk assessment

Risks are so widespread that it is impossible to accurately assess risks associated with each action and
event. But some actions, such as conducting human-subjects research (cf., for a summary, Rudra and
Lenk 2021), practicing medicine (cf. Spielthenner 2012), marketing specific products, such as chemicals
(cf., for a summary, Jahnel 2015), and conducting security-relevant research (cf. Chapter 2 of this
guideline on the definition of dual use and misuse of research and Chapter 4 on legal regulatory
requirements) are regularly subject to risk assessments. This is based on the general understanding
that these actions can be associated with risks so severe that they should be minimized or prevented
because their imposition is impermissible (cf. Hayenhjelm 2018; Steigleder 2018).
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To assess risks, it is important to determine

e the likelihood of an unwanted (harmful) event,
e ts severity,
e as well as associated uncertainties (with respect to likelihood, severity and responsibilities).

Risk assessments should furthermore put specific emphasis on identifying the cause for the envisioned
unintended outcome. This can not only help to reduce (uncertain) black swan events—rare,
unpredictable events with severe consequences—but is also part of assessing causal responsibility for
unintended outcomes of risky events. In addition to assessing an action’s risks, it is important to
compare its risks to potential benefits as well as to compare its risk/benefit ratio to that of alternative
actions (cf. Spielthenner 2012). Risk assessments for research projects pose challenges in identifying
their future trajectory and thus the risks they pose, as well as in identifying alternatives, which explains
the high demand for expertise in the relevant fields.

b) Risk prevention and mitigation

Risk assessments are an important first step towards identifying impermissible risks, preventing,
mitigating, and otherwise managing them. There are multiple means of risk mitigation, typically
starting with the decision of how to approach risk in general. One general approach consists in
following the Precautionary Principle (cf. Kuhlau et al. 2011). The Precautionary Principle states that

e in cases of uncertainty about the likelihood or severity of unwanted outcomes, precautionary
measures should be applied to prevent them.

Decisions based on the Precautionary Principle are generally risk averse and—because risky courses of
action are not taken—do not always require risk/benefit assessments and comparison with
alternatives. Alternatively, decisions can be based not only on risk assessments, but the richer
information of risk/benefit assessments and comparison with alternatives, which better informs risk
neutral decision making.

Precautionary measures to prevent risks — while sometimes introducing risks of their own—can include
safety barriers or safety factors. To increase safety, multiple different safety barriers are required. In
cases of managing dual use and misuse of research results, safety barriers can include civilian clauses
at research institutions, best practice guidelines by publishers and other stakeholders, in addition to
pre-publication reviews, export control laws, and further measures. An additional risk management
strategy is to compensate those who are exposed to risk or have been affected by past exposure for
their losses (cf. Haines 2018). This strategy is compatible with and can follow precautionary measures.

In summary, risk management requires the identification and assessment of risks, and the avoidance
or mitigation of risks the imposition of which is impermissible. Risk assessment consists of determining
the likelihood, severity, and responsibility (with particular emphasis on the cause) of a risk and the
associated uncertainties. Preventing or mitigating risk requires the introduction of safety barriers and
safety factors.
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Decisional Flowchart

Framework for Addressing Dual use Concerns

The framework presented herein represents a revised iteration of the most comprehensive framework
concerning decisions regarding dual use technologies to date, as initially formulated by Tucker (2012:
67 ff.). While Tucker’s framework primarily focuses on emerging technologies within the life sciences
domain, our approach endeavors to encompass a broader spectrum of emerging technologies.
Moreover, monitoring research processes is of equal, if not greater, importance compared to
scrutinizing research outcomes, as the processes themselves can harbor potential for harm or misuse.?

Another notable distinction lies in the intended recipients of the framework: whereas Tucker’s
framework targets policy makers at local or federal governmental levels, our framework adopts a more
inclusive stance. It serves as a decision-making tool applicable to various stakeholders, predominantly
encompassing research ethics committees, policymakers across different tiers of governance, research
institutions, funding bodies, research groups, and individual researchers.

Our framework comprises two principal components: the first component furnishes a structural
overview of the process for ethically monitoring and assessing potential misuses of research outcomes,
while the second component delineates a process for the ethical governance of such misuses.

(1) Ethical Monitoring and Assessment of Potential Misuses of
Research Results (RMA)

The framework starts with the completion of a questionnaire about the research project or outcome
in question and a subsequent Risk of Misuse Assessment (RMA).* Five parameters have to be assessed
and ranked with a value.

These parameters encompass the real or possible accessibility, ease of misuse, magnitude of potential
harm, imminence of potential misuse of the technology or research process/outcome and the
likelihood that the person identified as the perpetrator of misuse can be discharged from
responsibility. Each parameter is assigned a value (low/medium/high) based on questionnaire
outcomes.

The real or possible accessibility indicates the ease of generating and spreading research result (acquire
the necessary equipment, software, and further information that would enable someone to misuse a
given invention). The ease of misuse evaluates what kind of expertise and knowledge a potential bad
actor would need to make effective use of an innovation or technology. The magnitude of potential

3 Particularly, the pivotal role of research ethics committees lies in evaluating research proposals that have the potential to
yield unethical or injurious outcomes. It is imperative that these committees not only assess the proposed research's ethical
implications but also consider the possibility that certain research endeavors may be fundamentally detrimental, warranting
a critical examination of whether they should be pursued at all. When it comes to addressing dual use aspects of research, it
is preferable to conduct assessments early in the research development phase rather than postponing them until the project's
conclusion.

4 The entity responsible for conducting the Risk of Misuse Assessment (RMA) and overseeing the formulation of the
questionnaire as well as evaluating its outcomes has yet to be explicitly determined. Research ethics committees situated
within research institutions emerge as a compelling choice for this role. Their proximity to ongoing research endeavors within
their respective institutions coupled with their established expertise in navigating ethical challenges inherent to scientific
research processes positions them as well-suited candidates. Should research ethics committees be designated as the
institutional bodies tasked with monitoring dual use research, they must be adequately equipped to fulfill this responsibility.
Beyond providing guidelines, this may necessitate a redistribution of authority in favor of these committees, empowering
them with the mandate to assess relevant research projects comprehensively.
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harm resulting from misuse depends on both the technology itself and the susceptibility of the
probable targets. The imminence of potential misuse refers to the speed with which a research result
can be exploited for malicious intention. It strongly depends on a technology’s maturity.

Depending on the aggregated risk score derived from the Risk of Misuse Assessment, the decisional
framework offers two courses of action. In instances where the risk of misuse is deemed low,
continued monitoring of the research process is advised to detect any developments necessitating the
formulation of a governance strategy. Upon detecting substantial changes, a reassessment via RMA is
recommended. Conversely, if the risk of misuse is moderate or high, the second component of the
decision-making framework becomes pertinent.

(2) Ethical Governance of Misuses of Research Results (EGA)

Should the RMA yield a moderate or high-risk score, an Ethical Governability Assessment (EGA) is
warranted.’ This assessment aims to evaluate options for governing the dual use research or outcome
in question through five parameters: Embodiment, maturity, convergence, rate of advance, and
international diffusion.

Embodiment refers to the degree to which a technology exists as hardware or as intangible
information. Maturity refers to the position in the research and development process and can be
approximated with technology readiness levels. Convergence—as in ‘convergent technologies’'—
indicates how many different disciplines contribute to a new device or technology. Rate of advance
refers to the acceleration of a technology’s effectiveness as measured in e.g. reliability, speed,
throughput, accuracy, or cost. International diffusion indicates the availability across national markets
or other local distribution channels.

Analogous to RMA, each parameter in EGA is assigned a value (low, medium, or high).

Based on the overall governability score derived from the EGA, the decision-making framework offers
two paths. In instances where governability is deemed low, informal measures should be devised to
implement at least some degree of governance, which may include ethical codes of conduct or
awareness-raising programs. Conversely, if a research process or outcome exhibits a moderate or high
level of governability, a combination of soft-law® and hard-law’ measures should be contemplated and
elaborated. Various trade-off scenarios must be carefully considered to strike a balance between
implementing governance measures and preserving the freedom of scientific research, alongside other
pertinent factors.® Drawing upon these deliberations, a customized set of governance measures can
be crafted to suit the specific research process or outcome under scrutiny.

5 The Risk of Misuse Assessment (RMA) stands out as a pivotal component for research institutions such as universities and
other organizations engaged in potential dual use research. Consequently, within our framework, the RMA assumes a central
role. However, the suitability of these institutions to assess ethical governability remains somewhat ambiguous. While the
parameters informing the Ethical Governability Assessment (EGA) hold relevance for assessments conducted by research
ethics committees, their placement within these institutions may not be definitive. Scholarly societies or specialized bodies
overseeing the governability of specific scientific and technological advancements might offer more appropriate avenues.
This is because the question of governability necessitates consideration of a broader spectrum of factors beyond scientific
progress alone.

6 Like prepublication reviews, security screenings, best practices etc.

7 Like multilateral treaties, accreditations, certifications, or onsite inspections.

8 Trade-offs to be considered are at least the following: benefits vs. risks, well-being vs. harm, freedom of research vs. public
security.
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Part I: Ethical monitoring and assessment of potential misuses of research results

Preliminary work: completion of the research project

questionnaire

Risk of Misuse Assessment (RMA)

Value/ low medium high
Parameter

Accessability

Are

Ease of Misuse

changes
detected?

Magnitude of Potential
Harm

Imminence of Potential
Misuse
Likelihood that the person
identified as the
perpetrator of misuse can ‘

be discharged from
responsibility

Is the risk of

misuse high or

Continue monitoring process
of generating research results

medium? to detect changes or advances,

which may necessitate the
formulation or modification of
governance strategy
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Part II: Ethical governance of misuses of research results

Ethical Governability Assessment (EGA)

Value/ low medium high
Parameter

Embodiment

Maturity

Convergence

Rate of Advance

International Diffusion

Is ethical Elaboration of informal measures

(e.g., ethical codes of conduct,

governability

di high? awareness raising) while continuing
medium or nign:

monitoring (Part 1)

Elaboration of soft-law (e.g., prepublication
reviews, security screenings, best practices etc.)
and hard-law measures (e.g., multilateral treaties,

accreditations, certifications, onsite inspections)

Y

Consideration and inclusion of different trade-off Devise tailored package of governance

situations (benefits vs. risks, well-being vs. harm, measures while continuing monitoring
freedom of research vs. public security)

(Part )
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7) Limitations

While this guide provides a comprehensive approach to the ethical assessment of dual use and misuse
of research issues, there are clear limitations to its scope. It cannot replace formal legal regulations or
institutional self-certification measures but should instead be seen as a complementary tool to inspire
reflection. Legal frameworks and structural mechanisms remain essential in addressing dual use
concerns, particularly given the complexity and ever-changing nature of research.

Ethical evaluations, especially in the context of disruptive and rapidly evolving technologies, face
inherent challenges. Many emerging fields, such as artificial intelligence, synthetic biology, or quantum
computing, develop at a pace that can outstrip existing regulatory or ethical frameworks. These
technologies often carry unpredictable consequences, making it difficult to anticipate their potential
dual use risks fully. In such cases, more careful and ongoing scrutiny is necessary to account for
emerging risks that may not be immediately evident.

Additionally, the rapid shifts in the global political and security landscape further complicate the ethical
evaluation of dual use technologies. Geopolitical tensions, emerging conflicts, and changing security
priorities can dramatically alter the context in which technologies are developed and deployed. What
may initially be seen as a benign research endeavor could quickly become sensitive or dangerous in a
volatile political environment. This underscores the need for an adaptive and proactive approach,
ensuring that dual use risks are continually reassessed in light of evolving global threats and political
dynamics.

Given the fluid nature of scientific, technological, and political progress, this guide itself must be
continuously updated. Without regular revisions, its relevance may diminish as new innovations,
shifting security concerns, and unforeseen ethical dilemmas arise. Therefore, it is crucial to maintain a
vigilant and adaptable approach to dual use issues, recognizing that no single framework can account
for all eventualities.

In conclusion, while this guide offers valuable insights, it is not a definitive solution. It should be used
in conjunction with broader ethical, legal, and institutional practices, with the recognition that a more
holistic and dynamic engagement is required to address the evolving challenges of dual use research.
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