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Abstract. In a geo-distributed computing infrastructure with heterogeneous re-
sources (HPC and HTC and possibly cloud), a key to unlock an efficient and
user-friendly access to the resources is being able to offload each specific task
to the best suited location. One of the most critical problems involves the lo-
gistics of wide-area, multi-stage workflows that move back and forth between
multiple resource providers. We envision a model where such a challenge can
be addressed enabling a "transparent offloading” of containerized payloads us-
ing the Kubernetes API primitives creating a common cloud-native interface to
access any number of external hardware machines and type of backends. Thus
we created the interLink project, an open source extension to the concept of
Virtual-Kubelet with a design that aims for a common abstraction over het-
erogeneous and distributed backends. interLink is developed by INFN in the
context of interTwin, an EU funded project that aims to build a digital-twin
platform (Digital Twin Engine) for sciences, and the ICSC National Research
Center for High Performance Computing, Big Data and Quantum Computing in
Italy. In this talk we first provide a comprehensive overview of the key features
and the technical implementation. We showcase our major case studies, such
as the scale-out of an analysis facility, and the distribution of ML training pro-
cesses. We focus on the impacts of being able to seamlessly exploit world-class
EuroHPC supercomputers with such a technology.

1 Introduction

The need for computing capacity for scientific computing has been continuously growing, and
inclusion of High-Performance Computing (HPC) providers represent a unique opportunity
to satisfy those needs. This also brings the complexity of efficiently exploiting an increasingly
heterogeneous scenario. In fact, to the usual way of managing distributed and independent
(embarrassing parallel) data analysis workflows with the highest throughput (HTC), there
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are other additions driven by the ML/Al-on-cloud interface paradigm and both need to be
enabled to effectively exploit the world-class HPC resources. One of the pivotal keys to
efficiently accessing diverse resources lies in the ability to offload each specific task to the
most suitable location. This process, however, is a challenge due to the different access
patterns and interfaces and wide-area network policies.

As a path forward, we propose a model that enables "transparent offloading" of container-
ized payloads. In the context of computing, one way to define such a scenario is often with the
name of "continuum". We choose to leverage Kubernetes API primitives to create a common
cloud-native interface that facilitates the access to a variety of external hardware machines
and backend types. This vision brought to the development of the interLink project [1], an
open-source extension to the Kubernetes Virtual Kubelet interface. The design of interLink
strives to provide a common abstraction layer, simplifying the orchestration and management
of computing resources from diverse providers types.

The interLink project has been bootstrapped by INFN within the framework of the in-
terTwin project [2] initiative, an EU-funded project dedicated to constructing a digital-twin
platform, known as the Digital Twin Engine, for scientific applications. Additionally, the
project is supported by the ICSC National Research Center for High Performance Comput-
ing, Big Data, and Quantum Computing in Italy [3], and it is currently in evaluation in a
number of scientific institutions, commercial and scientific projects.

2 The implementation strategy

interLink is designed not only to ensure seamless integration with both resource providers
and user applications. It is based on a plugin model which aims to be easy to extend to "any"
technical solution for resources provisioning. The core strategy revolves around the following
key components:

e Kubernetes API Primitives: interLink provides a standardized interface for managing con-
tainerized workloads across diverse computing environments. This approach ensures com-
patibility and ease of integration with existing Kubernetes-based infrastructures and most
of the ML/AI development frameworks. To this end, interLink extends the concept of
Virtual-Kubelet already part of the Cloud-Native Computing Foundation (CNCF). The idea
is to provide an interface that enables users to interact with a unified platform, without wor-
rying about the way the resources should be accessed.

e Interoperability and Flexibility: interLink is designed to be highly interoperable, support-
ing a wide range of backend systems and hardware configurations. This flexibility ensures
that the platform can adapt to various use cases and resource availability scenarios. Future
specialized computing centers should be looked at as being as important as the current case
studies.

e Case Studies and Practical Applications: The implementation strategy is being validated
through several case studies, including the scale-out of the so-called "analysis facilities"
(see later) and the distribution of ML training processes through cloud-native frame-
works [4, 5]. These case studies demonstrate the practical benefits and real-world ap-
plications of interLink, and on the other hand, they provide crucial feedback for the future
direction of the project. In the next session, we will show the most influencial early studies
we performed on two of the HPC providers participating in the interTwin project.

e Collaboration and Support: The development of interLink is meant to be a collaborative ef-
fort involving multiple institutions and research centers. This collaboration ensures that the
project benefits from a range of expertise and needs, driving the inclusion of new features
to be integrated and put at the disposal of everyone.
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By focusing on these key assets, we envision that we can provide a robust solution for
managing geo-distributed computing resources through Kubernetes, the "de-facto" standard
interface for cloud-native tools. The target is to ensure an efficient exploitation of resources
for scientific computationally intensive domains through its interoperability and flexibility.

3 The interLink architecture

As anticipated, the architecture of interLink (fig. 1) is designed with plugin and flexibility as
first class citizens. The key architectural components include:

o Virtual-Kubelet core component: The core of interLink’s architecture is the Virtual-
Kubelet, which acts as a bridge between Kubernetes and the various backend systems.
Essentially, it is a pod inside the cluster that communicates with the Kubernetes API server
as if it were a real physical node.

o Kubernetes API Server: The Kubernetes API server is responsible for interacting with the
Virtual-Kubelet to schedule and manage workloads on the appropriate backend system. It
is where the handshake between the cloud world and remote providers occurs. Technically
speaking, it consists in a REST API interface that is instrumented to translate a pod request
from the Kubernetes cluster into a OpenAPI spec for the remote backend.

e Backend Systems: interLink supports native integrations with HPC and HTC clusters, en-
abling the offloading of computationally intensive tasks to these resources. It is not limited
to it though, in fact the backend implementation is a simple REST-ful service that follows
a CRUD-like spec. Therefore, it is straightforward to create and maintain its own backend
plugin for any provider administrator. As a matter of fact, there are already cases of in-
tegration with a remote kubernetes cluster and cloud providers with GPU-equipped VMs
allowing for the dynamic allocation of resources based on workload requirements.

3.1 Authentication flow

Since communication from a local Kubernetes cluster to a remote provider is involved, the
authentication and authorization flows cover a crucial role in the model we envision to serve
with the interLink implementation. The current state of the art relies on what we called "edge-
node" deployment strategy. It is strongly driven by the current priority, which is the seamless
integration of HPC centers. This is representing only one of the possible solutions. To see
other options, you can refer to the roadmap in sec. 5.

In the edge-mode scenario, the handshake is supposed to happen between the Kubernetes
cluster administrator and the resource providers. In this case, we envision a Virtual Kubelet
service talking to a remote interLink API server through a token-based OAuth2 authentica-
tion [6]. All the rest of communications (b/w interLink API server and the plugin) happens
inside an edge node provided by the remote infrastructure through unix sockets (by default).
In this way, any payload landing on the remote provider is owned by a service account, to
which only a Virtual Kubelet presenting the right token claims can access. As a matter of
fact, this means that the policy for authorizing a payload to be offloaded is delegated to the
Kubernetes administrator.

The presented flow enables the possibility to support fine-grained authorizations both at
the level of Kubernetes, but also at the level of interLink itself. This in turn means that in
addition to the service model presented above, the providers can decide to do further enforce-
ments defining policies at the level of the edge node.
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Figure 1. In this schema there are all the core components of the interLink design, in the configuration
called "edge node". From top to bottom: Kubernetes API server schedule a pod on the virtual node,
the interLink Virtual Kubelet pod takes all the information about the payload, then it sends them to
the interLink API server through a REST interfaced authenticated through OAuth2 flow. After some
preliminary checks, the interLink server delegates the execution to the plugin chosen for the deploy-
ment. Depending on which kind of backend is available, the only changing part of the deployment is
the CRUD-like RESTful service of the plugin part at the bottom.

Local Docker
intertink plugin

4 Case studies

The implementations we have been testing along with real-world case studies will be now
presented briefly. Unless specified otherwise, we identified a set of benchmarking use cases
that have been successfully replicated at the participating HPC centers.

e 3D GAN for LHC Particle Jet simulations: in this case study brought by CERN [7], a
set of ML trainings of a GAN network have been done on HPC resources while tracking
each experiment with metrics of interest with an MLFlow instance hosted on the local
Kubernetes cluster. This is the perfect example of offloading heavy GPU tasks to the remote
center while developing and hosting cloud services on cloud resources.

e Event-driven analyses with OSCAR [8] framework: we demonstrated an ML model eval-
uation of interTwin DT use cases to be possible in an event-driven fashion where a storage
event (e.g. a new dataset is available) triggers several tasks. Part of those tasks (the heaviest
ones) have been successfully offloaded to HPC centers through interLink abstraction.
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4.1 interLink at Vega HPC center

HPC Vega is the first EuroHPC JU supercomputer hosted at the Institute of Information Sci-
ence in Maribor, Slovenia. It was an essential piece of the development phase for interLink,
enabling early prototyping of the whole chain and providing support for the first interLink
edge service deployment. The plugin installed is capable of submitting SLURM jobs config-
ured to execute the pod containers in a seamless way through Apptainer [9].

The authN/Z model (fig. 2) is what we described above, where the Kubernetes cluster
requests are validated through EGI Check-in [10] released tokens, and the site delegates any
responsibility to the owner of the cluster. We did demonstrate also the capability of interLink
to support multiple Kubernetes clusters connected to the same interLink edge service.

Node with exposed service at the edge of HPC cluster
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Figure 2. A simplified schema highlighting the structure of the deployment at HPC Vega. From left
to right: the kubernetes cluster is instrumented to offload pod execution contacting the interLink edge
service, if the cluster shows a valid token released by the expected identity provider the payload is
accepted and transformed into a SLURM job executing Apptainer containers

4.2 interLink at Julich HPC center

The Julich Supercomputing Centre operates one of the most powerful supercomputers in
Europe, JUWELS, and JUNIQ the first European infrastructure for quantum computing. The
peculiarity of the interLink implementation is on the plugin adopted. In fact, at Julich, there is
already an authenticated API available at for users to run containers on the HPC infrastructure
(UNICORE [11]). This feature allowed for a demonstration of the ease of development for
new provider-specific plugins along with a more fine-grained authN/Z models (fig. 3).

A UNICORE plugin has been successfully developed by Julich administrators and with
that it was possible to offload tasks from the Kubernetes cluster to the UNICORE container
execution infrastructure. The authentication and authorization of the offloaded payloads have
been delegated to the UNICORE interface, requiring each pod to present, as an annotation,
valid credentials. This way, a one-to-one mapping between pod owners and SLURM job
owner is enforced, offering a fine-grained alternative to the edge service delegation model.

4.3 interLink at WLGC grid-sites and cloud at INFN resources

The case studies in this section aim to be complementary to what has been achieved in the
context of the interTwin project. In fact, at INFN a series of interLink demonstrators have
been included in several R&D initiatives.

https://doi.org/10.1051/epjconf/202533701296
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Figure 3. A simplified schema highlighting the structure of the deployment at HPC Julich. Thanks to
the UNICORE interface allowing to submit container execution on the SLURM cluster, all the interLink
components can be managed in the so called "in-cluster" topology. The UNICORE plugin accepts pod
submission only if a particular annotation is shown, containing the user credentials needed to submit
UNICORE containers.

e INFN "Analysis Facility" for the CMS experiment at LHC: this infrastructure has been
developed to host the interactive data analysis ecosystem for the next-generation of HEP
data analysis frameworks [12]. In this context interLink allowed for seamlessly spawning,
from a cloud hosted Jupyter notebook, Kubernetes pods (Dask clusters in this case [13])
on Italian WLCG Grid-sites [14] with an HTCondor interLink plugin. For this use case,
the offloading was also demonstrated towards CloudVeneto [15], a distributed private
cloud infrastructure based on the OpenStack middleware, which also offers a centralized
multi-tenant Container-as-a-Service (CaaS) service for container orchestration and man-
agement [16]. To enable the offloading to nodes instantiated via the CaaS service, a ded-
icated plugin which translates requests into Kubernetes commands and executes them on
the CaaS nodes was developed.

o AI_INFN initiative: a prototype of a fully fledged Al development platform has been built
adopting interLink as a solution to integrate external resources. In this context, a plugin
to exploit "beefy" GPU VMs that are geo-distributed has been developed and successfully
integrated. The integration with the HPC supercomputer Leonardo at CINECA is on going,
see next. Also for this use case, the offloading towards CloudVeneto (on CPU-only nodes)
was tested [17].

e ICSC cloud integration with Leonardo HPC: the current activity aims to mimic the edge-
node setup demonstrated at Vega HPC to seamless integrate cloud resources exposing end-
user services for the ICSC use cases, with the specialized hardware offered by a super-
computer like Leonardo. The peculiarity of this initiative is in the number of frameworks
that can be demonstrated to work in synergy with the offloading mechanism. At the time
of writing, the integration is functionally tested and the case studies measurements are
ongoing.

5 Summary

We described how we are testing a new resource exploitation model that is fully cloud-native
compatible and that can be extended to any backend capable of managing container life-
cycles. We demonstrated the SLURM cluster integration first, as it represents one of the major
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gap in terms of accessibility to the specialized hardware hosted in supercomputers. We then
extended the same approach to WLCG grid sites and beefy cloud VMs with possibly GPUs,
leveraging the same interface provided by interLink. Following the Julich HPC example,
providers can now offer an effortless Kubernetes interface for their resources without touching
the way they manage their batch systems.

As we are approaching a broader audience and adoption, we have a roadmap to lead
interLink future developments:

e Network Abstraction: the architecture is currently missing a network abstraction layer that
ensures seamless communication between containers and backend systems, regardless of
their physical location. The initial focus was on standalone payload to be offloaded. From
the first round of feedback, it started to be evident that indeed network overlay is what can
be a real game changer in terms of cloud-native feature parity. Therefore, we have drafted
a version of interLink that is capable of bringing a user-level network overlay, again with
minimal requirements from the provider perspective.

e Streamlining communities onboarding: documentation and real-world examples are the
key to nurture an ecosystem driven by community use cases. This is from now on the
major priority in the roadmap.

e Monitoring Tools: The architecture already includes monitoring tools (mainly from in-
code telemetry) to track the performance and health of the infrastructure. Many metrics
and dashboard can use a better description and an improved visualization.

e Fine-grained authN/Z: this is essentially about pushing the limit on which kind of policy
engines can be attached to the offloaded mechanism. Advanced policy tool integration is
on the list for making authN/Z granularity as fine as needed.
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