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Abstract

The term computational Grid is used to describe a problewirggpenvironment in which
geographically and organizationally dispersed resouaoesntegrated into a common in-
frastructure. Building computational Grids requires thes&nce of a resource manage-
ment framework that provides a unique and secure interfatigetreservation and alloca-
tion capabilities offered by the various local resource aggment systems. In this context,
the properties of the interconnecting network are of majgrartance, because the actual
service parameters such as bandwidth or latency are a oé#udt cooperation of all related
network domains.

The provision of service guarantees over an IP-based netvaorbe achieved by applying
a different forwarding treatment for selected packets. Difierentiated Services architec-
ture defines a framework for implementing a scalable sewliféerentiation in the existing
Internet by an aggregation of flows to a small number of difértraffic classes with a
particular forwarding treatment. While this concept akoan efficient provision of service
guarantees, the actual service parameters depend on thmaycomposition of the traffic
classes. Here, a specific management entity, called batidiwidker, comes into place.
A bandwidth broker controls the dynamic access to traffissga for a single trust do-
main and can thus be viewed as resource management systtdm fesource “network”.
The integration of a bandwidth broker into a general resmunanagement framework of
computational Grids is therefore a natural extension.

This dissertation evolves a flexible bandwidth broker dedture with the goal to incorpo-

rate the network as a manageable resource into a Grid resmaicagement infrastructure.
The presented framework intermediates between the uréguérements of emerging Grid
applications and the applicable forwarding treatment akpés by considering the com-
plex trust relationships and usage policies that can apply multi-domain network en-

vironment. The accomplishment of the approach is the seamatdransparent end-to-end
integration of a composition of bilaterally interrelateanolwidth brokers. The implemen-
tation of a prototype and a thorough experimental evalnataiidates the feasibility and

flexibility of the architectural design.



Kurzfassung

Computational Grids verkniupfen die Ressourcen geogsaphiverteilter, meist
administrativ unabhangiger Einrichtungen und integmediese zu einer konsistenten
Infrastruktur. Zur effizienten Umsetzung dieser Aufgalieis Ressourcen-Verwaltungs-
system erforderlich, welches die lokal angebotenen Ressengs- und Zuweisungsmecha-
nismen nutzt und die Dienste Uber eine einheitliche untese Schnittstelle im Computa-
tional Grid zur Verfugung stellt. Der Ressource “Netzwdtkmmt dabei eine besondere
Bedeutung zu, da sich Dienstgarantien wie fur Bandbreler batenz aus dem planbaren
Zusammenwirken der Eigenschaften aller betroffenen Netizsomanen bestimmen.

Dienstgarantien in IP-basierten Netzwerken kdonnen u.acchdeine differenzierte Be-
handlung der Datenpakete in den einzelnen Routern errgietden. Um den Differen-
zierungsaufwand auch in komplexen Netzwerken zu begreRiassifiziert die Differenti-
ated-Services-Architektur Pakete in sogenannte Verkggregate und spezifiziert Regeln
zu deren Behandlung. Mit diesem Verfahren erzielbare Dgamantien hangen nicht nur
von den zugewiesenen Behandlungsregeln, sondern auckevaict laufend verandern-
den Struktur und Zusammensetzung der Verkehrsaggregaallamit verbundene dy-
namische Zugang zu den Verkehrsaggregaten wird durch pemedie Softwareschicht -
den Bandwidth Broker - verwirklicht. Diese Softwareschiotguliert die effektive Nut-
zung der Dienstgarantien einer Netzwerkdomane und sdlteer in die einheitliche
Schnittstelle zur Ressourcenanforderung von Compu@tiérids integriert werden.

Die Dissertationsschrift spezifiziert eine Bandwidth-B¥oArchitektur mit der Absicht,
die Ressource “Netzwerk” als planbare Grol3e in die Infukstir des Computational Grid
einzubetten. Ausgehend von den typischen Anwendungsikiagsrden die spezifischen
Dienstanforderungen identifiziert und in der Architekteriocksichtigt. Der vorgestellte
Entwurf stellt eine vermittelnde Schicht zwischen Anfardegen und Behandlungsregeln
dar und beriicksichtigt bei dieser Aufgabe die komplexedmRenbedingungen eines in ad-
ministrativ unabhangige Domanen strukturierten NetkweDamit wird eine transparente
und sichere Ende-zu-Ende-Integration eines Verbundebikisral in Beziehung stehen-
der Bandwidth Brokers erreicht. Die Implementierung eifextotyps zeigt die technische
Realisierbarkeit des vorgestellten Entwurfs und begtatin  Experimenten
dessen Flexibilitat auch fur heterogene Verkehrsagdeeg
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Chapter 1

Introduction

The combination of multiple computational resources toaal single problem has been
focus of scientific research for many years. The idea of mgld metacomputer, a virtual
computer which encapsulates the underlying computinguress and which can be used
to compute a single request on multiple distributed comguteparallel, was born in the
early 1990s [118]. Based on the demand for being able to usetacomputer, commu-
nication libraries evolved for massively parallel compuggstems were extended to use
standard Internet protocols for external communicatione performance capabilities of
these Internet-based libraries became crucial for theefticise of a metacomputer.

While the term metacomputer focused on coupling distridbetamputer resources to solve
a single problem, in the late 1990s the term computational-Gor “the Grid”, as anal-
ogous to the electrical power Grid—was introduced as a gdimation of the idea of a
metacomputer to more general types of resources. Instdadusding exclusively on com-
puting resources, computational Grids are aimed to integiaservices required to solve
scientific problems into one unique persistent infrastreeet This infrastructure is built by
resources such as sensors, computational or virtualyegitices, data archives, as well
as the interconnecting network.

Building computational Grids requires the existence of phssticated set of middleware.
One major task of this software layer is to coordinate theuiemeous and/or ordered
access to the underlying services built on top of potentiaditerogeneous resources. Be-
cause of the fact that some of the resources are mutuallygxely allocated, like some
experimental devices such as a telescope or a wind tunmeteimand for a generic re-
source reservation mechanism, comparable to a resenatlmdule of a video confer-
encing room, was born. The term advance reservation detiodesability to specify a
guaranteed resource behavior together with a time intelwahg which the defined ser-
vice has to be provided. Resources offering an advanceveds®r interface are capable
of delivering a specific quality of service over a given timeerval.

1



2 CHAPTER 1. INTRODUCTION

Advance reservation is an important feature in a Grid emwitent for several reasons.
From a resource scheduling perspective, the ability tomssupredictable resource behav-
ior offers the possibility to consider additional schedglialgorithms and policies. Snell
et al. have shown that a meta-scheduler, which schedules & §&id resources, can
improve the overall effectiveness of the Grid by requessirpterministic resource in ad-
vance [120]. Hollingsworth and Maneewongvatana presestezhlled “imprecise calen-
dars” which permit the efficient sharing of distributed nesxes with the ability to provide
advance reservations to applications [70]. Their simotastudies demonstrate the benefit
of their approach across a collection of workstation clisstén Grid environments, this
advantage is increased by the diversity of relevant regsurc

From an application point of view, the ability to expect wadlfined resource capabilities
in combination with the admission to network guaranteesrefthe opportunity to balance
the load of the distributed applications efficiently on tleé af resources. Application de-
velopers can reduce unproductive synchronization timerapcove the overall throughput
of their application.

In a distributed Grid environment the interconnecting ratnis a resource of major im-

portance. Itis therefore clear that any advance reservatithitecture used by higher-level
services to improve the economic use of the Grid resouraaddlalso apply its function-

ality to the network. While network Quality of Service (QaS)a major research area of
the networking community, most work has been done on imnedeservations, with-

out offering the capability to reserve in advance. Drivertliy demand of combining the
schedule of a conferencing room with the ability to claim arstng network reserva-

tion, several studies were made to support advance regerapabilities in networking

environments [108, 136, 42, 30]. However, no study addcesise integration of those

capabilities to a more general resource management frark@foomputational Grids.

Additionally, the specific network demand of Grid applicais differs from the require-
ments addressed by general QoS research. While the mais é6¢DoS research is on
real-time flows such as video-conferencing streams, the iGtioduces new high-end net-
work applications [57], in which individual flows can havehibandwidth, from a few to
many tens or hundreds of megabits per second (Mb/s). Theonet@pability demand of
Grid applications is dominated by a complex mixture of flovegying from low bandwidth
to high bandwidth and from delay sensitive to delay invariemich may also change their
requirements dynamically throughout their lifetime. Teagpdate events can be triggered
by the user using teleimmersion devices, by sensors gathpaaks of data, by a super-
scheduler which is balancing the load of a distributed apgilbn, or simply by a state
change of the dynamic Grid environment. Furthermore, asor&tQoS should be acces-
sible through a common advance reservation API which is fes| reservation requests
on Grid resources, computational Grids require a slighiffgibnt QoS instantiation than
it is addressed by the research community so far.

The actual provision of network Quality of Service can beoaeplished by a variety of



mechanisms. However, the deployment of those mechanistis surrent structure of the
Internet is rather rare. Data link layer mechanisms praVvigietechnologies such as ATM
assume a specific homogeneous infrastructure between wveystems. Ferguson and
Huston state that if ATM is not pervasively deployed encetwt in the data path, efforts to
deliver QoS using ATM can even be counterproductive [41]cdrse of the mass market
development of network interface cards which focused ottt technologies, ATM is

not likely to be deployed in an end-to-end fashion and is thaisa considerable technique
in this context.

IP-based QoS mechanisms do not depend on a homogeneostruttare. Instead, they
rely on the capability of each router to treat packets difflly. To build end-to-end guar-
antees, a trade off between the granularity of packet éiffeation and the associated over-
head has to be made. While a flow-based packet differemtifdmlitates the provision of
strong service parameters such as a boundary for the paekst @t does not scale for
complex networks. On the other hand, the differentiatiawben traffic aggregates allows
an efficient provision of QoS, but the achievable servicaupaaters remain difficult for
complex aggregates. Traffic engineering mechanisms extenchpabilities of aggregate-
based provisioning of QoS by the ability to control the cosipon of aggregates.

An important aspect for building network services basedggregates is the dynamic as-
signment of flows to aggregates. A specific management ecaited a bandwidth broker,
handles this dynamic mapping for a single trust domain. FaoBrid perspective, band-
width brokers can be viewed as resource management systethe f'network resource”.
The integration of a bandwidth broker into a general resmunanagement framework of
computational Grids is therefore a natural extension.

The provision of end-to-end guarantees for Grid applicettis a complicated task. The
heterogeneous and dynamic nature of the Grid makes it hacdetie an environment
that follows a homogeneous QoS concept. Bandwidth brolkerde used to intermediate
between the evolving Grid resource management framewatkitzen use of lower level
QoS concepts. By encapsulating the underlying QoS medadhathe provision of end-to-
end guarantees only depends on the ability to offer the stqdeservice capabilities, and
not on the deployment of a particular mechanism.

However, the heterogeneous requirements of Grid appieatvith their challenging net-

work demand need additional studies about the underlyin§ Qmcepts. The achieve-
ment of the required throughput does not only depend on therltevel capabilities of the

network, but also on higher-level protocols. The use of tlastee TCP protocol, whose

self-clocking feature dominates the transmission in ma&eyarios, typically requires ad-
vanced tuning algorithms [90, 133, 126] in addition to anprguntees of the underlying
networking infrastructure. The related research threadrsmot only the establishment of
advanced network services, but also techniques which stipygoapplications in using the
offered services efficiently.



4 CHAPTER 1. INTRODUCTION

This dissertation evolves a flexible bandwidth broker desfture that addresses the partic-
ular requirements of emerging Grid applications under tvegomconstraints:

e The bandwidth broker incorporates the assignable capiabibf the Grid resource
“network” into a Grid resource management framework; and

¢ all service guarantees are established by standard IFeHas® building-blocks.



Chapter 2

Computational Grids

This chapter reviews the concepts of computational Gridklets specific network re-
quirements for their emerging applications.

2.1 Future Problem Solving Infrastructures

Large-scale scientific research and engineering ofteesreln the collaborative use of dis-
tributed resources. An airplane designer might want to used tunnel to evaluate the
actual behavior of a particular part designed in a compleafssmulation runs on a super-
computer. Data gathered during the experiment is archivedta repositories which build
the information clearinghouse for future post-processing visualization tasks. Another
example would be during the design process of a complex ptpdugroup of engineers
might want to establish a collaborative meeting in a disted Virtual Reality (VR) en-
vironment at critical decision points, with the intentiohdiscussing the different design
options with the ability to actually use the VR environmemtvirtually perform the de-
sign actions on the virtual object in order to get feedbadtrmation about the impact of
currently discussed process.

The fundamental idea of a computational Grid is to fac#iti#ie routine interaction of those
type of advanced problem-solving tools. A computationati@ses high-speed networks
to link people with computers, databases, and other devib@s subsection clarifies the
use of the term computational Grid and gives an overview ath@uchallenges associated
with this infrastructure.
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According to Foster and Kesselman the definition of a contymutal Grid is as follows [52]:

Definition 1 "A computational Grid is a hardware and software infrasttuge that pro-
vides dependable, consistent, pervasive and inexpenstessto high-end computational
capabilities.”

In a more recent article, Foster, Kesselman, and Tuecke asigghthe nature of the Grid
with their description of the specific problem that underliee Grid concept [55]:

“The real and specific problem that underlies the Grid con¢cggoordinated resource
sharing and problem solving in dynamic, multi-institutgrirtual organizations”.

Definition 2 A virtual organization is a resource sharing infrastruatuouilt by a set of
individuals and/or institutions who agreed on sharing sitegulating who is allowed to
access which resource.

In this sense, the fundamental goal of building computati@rids is to enable the es-
tablishment of virtual organizations which facilitate ttoeitine interaction of scarce high-
performance devices without the need to replicate thosereiype devices at each institu-
tion. Grids can be viewed as a middleware infrastructureisgiscientists and engineers
of a specific community. An important aspect here is that bgrreg to the construc-
tion of virtual organizations the underlying infrastruetudoes not necessarily consist of
dedicated resources, but of protocols and services whisheaused to access existing
resources. Therefore, resources and individuals mighaldepmultiple Grids.

Grid Index
Information Service

o m - - -

Grid Index
Information Service

Figure 2.1: Two virtual organizations are built by resousbaring rules and a common name space. The
network is part of these sharing rules.

Figure 2.1 illustrates an environment where two computai&Grids are built by two dif-
ferent, but overlapping virtual organizations. Some resesiare part of both Grids. It is
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important to note that the network, if viewed as a Grid reseurs also part of multiple
Grids. Here, the environment consists of three institigtjae administrative domains.

Of course, the middleware used to provide the related ssvicquite challenging to build.
Structuring and standardizing the protocols and servicesgessary to succeed in building
a flexible Grid infrastructure for many heterogeneous comitres.

In some sense, the Grid can be compared with the World Wide Wéfile the funda-
mental goal of the World Wide Web is to offer location indegent access to information
resources by using a simple protocol, a common name spacé/(iiversal Resource Lo-
cator), the integration of the name space into a standardigpertext language, and a
graphical user interface supporting these hypertext deotsn the Grid is about to offer
individuals and institutions the opportunity to build val organizations which facilitates
the access to the problem solving resources of the commumhg middleware infras-
tructure of a computational Grid provides the required $etemvices, such as security,
information, resource management, data access, and exérdation.

The application scenarios of a Grid environment are muitites. Foster and Kesselman
identify five major application classes for computationabs [52]:

¢ Distributed supercomputing applications use the Gridastiiucture to aggregate
computational resources to address very large problents asiche grand chal-
lenges [134, 73], i.e. problems that cannot be handled ongdessystem. Applica-
tions of this class are also known as metacomputing apmitaand typically also
have challenging communication demands. While this seeihas been the focus
of research for many years, any actual “metacomputing”iserstrongly depends
on the capabilities of the available resources descripéinguages and on advanced
scheduling features such as reservation and coordindte@@bn (co-allocation) of
multiple resources.

¢ High-throughput computing applications use the Grid tcesithe large numbers of
loosely-coupled or independent tasks, with the goal ofipgitinused processor cy-
cles to work. Examples include the use of multiple distrdlolavorkstations to solve
hard cryptographic or complex design problems. While theatapplication com-
munication requirement can typically be neglected, thgistpof executables and
data are an important issue in this scenario. To maximizeiseeof computing re-
sources, executables and data should be reliably traeshiora predictable manner.

e On-demand computing applications have challenging desamith cannot be ful-
filled by the exclusive use of existing local resources. The G used to meet those
emerging short-term requirements by enabling the use ddramhd remote capabil-
ities to solve the problem. An example scenario for this tgpapplication is the
use of a local VR-device which is served by a remote superaten@pplication,
which transforms experimental raw data into the VR-enviment in real time. This
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facilitates the propagation of feedback information to skeentists controlling the
experiment [103] in real time.

e Data-intensive computing applications use geograplyichfitributed data reposi-
tories, digital libraries, and databases to synthesizeinfwmation. The synthesis
process is often computationally and communication inteng\n example scenario
is addressed by the GriPhyN-project [60] which is facilitgta worldwide scientific
community to extract small signals from enormous backgidsuia computation-
ally demanding analyses of datasets, originating fromelatple experiments. A
reliable predictable fast transport of large amounts ch @anhecessary for this type
of application.

e Collaborative computing applications are primarily camesl about enabling and
enhancing human-to-human interactions. Shared accesgdadd computational
resources is one of their major objectives. Examples ireclkmllaborative design
activities and "virtual worlds”. Because of the interaetigharacter of this type of
application, its resource demand is comparable to that ofymeal-time applica-
tions.

To schedule the resource usage efficiently and to servecapiplis based on their needs,
service guarantees are important. Higher-level Grid sesyisuch as a super-scheduler
scheduling metacomputing applications on a set of comgusources, could increase
their efficiency by using the assumption of a deterministi®ource behavior at a given
time interval. From the user perspective, the ability ofemsing specific network service
classes could allow them to balance their distributed appbn more efficiently, and thus
to increase the overall throughput of the Grid by reducirggaberhead.

While service guarantees are desirable by themselves sthefuresources which do not
allow the assignment of multiple users in parallel resuitthe requirement of Grid mid-
dleware capable of accepting the related service requeativance.

Scheduling services of a Grid could use existing advaneavason mechanisms to reduce
the amount of unused resources. Additionally, a resourtteoa@ation service could ben-
efit from the ability of specifying a time interval for a paniar service request, because
the cross-dependency between any remote data accessthbezation request to use the
desired computing resource, and the availability of furtnealysis and management tools
can be reflected by a given reservation schedule for eaclatoper Finally, collaborative
environments are well known to rely on specific network capas. Any interactive au-
dio and video communication is sensitive to the delay andd#ay variance (jitter). A
Grid resource management system could use an advanceatgsefeature by scheduling
the end-resources together with the ability to claim theiiregl network service.

Computational Grid applications extend the network QoSbdjies typically of interest,
i.e. delay and jitter boundaries or bandwidth-guarantedsi-bandwidth micro-flows, by
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the demand for a reliable guaranteed high-throughput eretl communication between
resources. The Grid also requires focusing network Qo&rels®n a complex mixture of
flows, capable of supporting significant bandwidth guaresite single streams.

It is important to note that network service requests ar@leabwith traffic producers and
consumers. Hence, the reservation/allocation of a péaticwetwork service is combined
with the reservation/allocation of further Grid resoutddswever, the coordinated parallel
use of heterogeneous resources is still a major researdh Eéficient resource selection
mechanisms are needed as well as a reliable robust protwaehébling the co-allocation
of multiple resources. An advance reservation service donutational Grids should be
able to control the access to the network premium serviceshuld also be capable of
reserving a set of nodes on a Linux cluster.

A high-speed network infrastructure is of course a fundaaleaquirement for this envi-
ronment, because the bandwidth demand of Grid applicatande significant. It is the
deployment of very high speed networks over long distand¢eshwallows the distribution
of resources in such a way that their actual geographicatilmeis not necessarily a critical
point, except for the delays introduced by the limit of theesp of light. The current tech-
nical network development promises the deployment of aptieerprovisioned networks
in the near future. However, the dynamic nature of the Graltbaddress the question on
how to serve applications with added-value network sesyibased on already deployed
networking hardware as well as on possible future technesod hus, end-to-end network
guarantees have to be provided by a flexible middleware laiperh is capable of handling
multiple types of network techniques.

2.2 Building Blocks for Computational Grids

The Grid will not be a monolithic, world-wide entity whichfefs its resources to all Grid
users. Instead, there will be multiple virtual organizatig.e. communities consisting of a
set of individuals and institutions, building their spéi@ed problem solving environment.
The future infrastructure for scientist and engineers gahsist of multiple computational
Grids which, however, will share a common name space. kéhjito happen that selected
services will be open for general use and some Grid indivedaad/or organizations will
have access to different computational Grids.

Therefore, Grid services should be standardized. Simjlprbtocol bindings are required
to assure the interoperability between the service requeast the service provider. This
standardization task is one of the roles of the Global Gridufo[59]. It is supposed
to define standardized services and their interaction ih suway that components can
be implemented that can be combined and used to build up awtatigmal Grid. This
subsection discusses the building blocks for setting upi@ &wironment.
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2.2.1 Core Services

Computational Grids are built with services and protocdiat tlink together service
provider and requester. Because of the complexity of thaireq middleware, services
can be structured in fundamental low-level services, atdled core services, and high-
level services. While core services are essential for tisechmperation of computational
Grids, high-level services provide advanced features kvhre developed on top of the
core services and used to provide more sophisticated sofutWe now describe the fun-
damental set of core services of a computational Grid.

Foster et. al. [55] relate this set of core services to theneotivity and to the resource
layer of their Grid protocol architecture (refer to Figur@)
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Figure 2.2: The layered Grid architecture and its relatigm#o the Internet protocol architecture [55].

Security Services Authentication and authorization are essential functionany dis-
tributed environment. For Grid environments, however,dbeplexity of the secu-
rity infrastructure is increased by the fact that a Grid corab resources which are
maintained by differentindependent organizations. Tloblem here is that each in-
stitution might have defined its own security policy. Evea #éxisting local security
infrastructure might be established based on differerteaiication systems such
as Kerberos [80]. Butler et. al. [18] identify the followimgquirements for Grid
authentication schemes:

Single sign on The ability to create credentials based on a single autteditn
which can than be autonomously used for further authericg@iurposes dur-
ing a specific time period enables a comfortable use of the. Gri
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Delegation The ability of a subject to achieve a subset of rights of agmotub-
ject facilitates the implementation of generic services agents which act on
behalf of the user, following a consistent authorizatiomesoe.

Integration with local security solutions The ability to adopt from the global se-
curity scheme to the security system of the destination doisaessential to
deploy Grid technologies into existing domains.

User-based trust relationships The ability to delegate rights requires the ability to
trust entities, and to formulate policies describing thustrelation. As trust, in
general, is not transitive, this mechanism allows the distaibent of a transi-
tive web of trust.

While single-sign on and the integration with local segusiblutions are fundamen-
tal Grid security service requirements, the need for délegaepends on the under-
lying concept of the site-integration. A trust model basedacstrongly connected
web of trust as used in the UNICORE project [109] would allowavoid the general
delegation. Because this concept can also be viewed as-bamseudl trust relation be-
tween the end-user and the UNICORE management system inajeihean also
be associated with a limited delegation, where the managesystem receives the
right to impersonate a single given request.

Information Services Because the Grid consists of a variety of services diseibatver a
set of institutions, the location of appropriate resouledidates is a major issue for
the provision of any service. The dynamic state of the Gritere the availability of
resources varies over time, requires more complex resdocagon resolution than
a common resource naming space would offer. Access to amiaf@n repository,
storing information about properties and facilities offe&r@nsient Grid resource, is
required. Examples for the information stored within tlessce are the current state
of a resource, services it is providing, and protocols awd to claim them. This
all would allow a Grid application to select the approprigsources for the desired
service.

Resource Management ServicesAny service is offered by some hosting environment,
l.e. by some set of resources. A Grid resource managementedras to trans-
late a given service request to an actual allocation of afsetsources. There are
several levels of resource management services possitebdsic service must be
capable of instantiating a single service request on aqodati resource candidate.
The service request itself must contain the required in&tion about 'what'’ is re-
quested, and attributes describing 'where’ it is requestBdside the support for
the fundamental service specification, advance reservatechanisms facilitate the
specification of an additional constrain: 'when’ the seevie requested. Therefore,
the resource management service embeds a unique inteofapeality of service
techniques for different types of resources.
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The resource management service is coupled with other eovecss, like the se-
curity service which is required to assure the authentwitsll service allocations.
It is used by higher-level services to provide more advarmegzhbilities such as to
schedule the access to a wide variety of resources existimgny different security
domains, or to support the simultaneous coordinated altwcaf multiple resources.

2.2.2 High-Level Services

Since the Grid provides a problem-solving infrastructwed particular community, its
services are likely to be customized by the community to cetflleeir collaborative in-
tention. While some higher-level services such as a sugezeller which is scheduling
a service class on a set of resource candidates will be of @mimerest for all Grids,
others such as an automated interface to a particular expetal device will rather be
very specific and thus not of interest for a broader commudikys paragraph lists some
high-level services which are typically of general intéres

Communication Services In a distributed environment, access to any service tylgical
requires some communication. Service requests, howesepfeen connected to
additional resources and services, such a data sets offgredme data repository,
or the use of some potentially remote VR-device. A librargyiding a commu-
nication service which automatically uses the securityiserto authenticate and
authorize the communication channels provides a convemterface to all appli-
cation developers. This software layer could easily be awpd by automatically
addressing relevant performance issues. In addition tonaated network tuning,
this step might include the integration of QoS mechanisms.

Instrumentation and Notification Services Grid applications should be capable of us-
ing a notification service for application related eventshsas system failures or
state changes. An instrumentation service could help teivedmportant infor-
mation from performance analysis tools and would allow tpriove the economy
of both the application and the Grid itself. Similarly, hegHevel services, such
as schedulers, should be capable of monitoring their ressuiincluding conve-
nient mechanisms to perform fault detection. A genericrumentation and noti-
fication service allows applications to discover relevafbimation sources on the
Grid. From an instrumentation perspective this servicdactok to performance
analysis capabilities such as the Network Weather Serl#€g) [137]. An event
notification service would connect event producer with éeemsumer [119].
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Remote Data Access ServicesSince the Grid allows to decouple data resources from
computing resources, remote data access is a major bubtbiog of a Grid. Access
to the data produced by scientific data sources can be donevhgla community,
using their accessible supercomputing facilities to pgsedbe data, and, potentially,
locally installed Virtual Reality (VR) devices to visuadizhe experimental results.

Scheduling and Co-Allocation Services While a basic resource management service is
concerned with providing an abstract resource interfacesi&ervation and allocation
of different resources, the Grid should facilitate the diameous and coordinated
use of multiple resources. Whenever an end-user requestsiaesfrom two partic-
ular computers and the interconnecting network, threeuresaallocation steps with
optional preceding reservation steps have to be performed. provision of strict
reliability semantics in the face of network, client, andvee failures is an important
aspect in this environment. Hence, a specific resource sitiguiprotocol has to be
defined to deal with this issue.

An implementation of this co-reservation and co-alloaafpootocol could also serve
users in such a way that it would schedule an abstract reseaquest to a set of
possible resource candidates. These schedulers mustédéatentify, authenti-
cate, and authorize users according to local policy beftbeegting to schedule and
allocate any resources. On the other hand, users must beoaidlentify, and au-
thenticate the scheduler they connect to. Consequenily,séhedulers will need to
be able to securely act on behalf of the user as they attensphidule resources on
her behalf. The user should be able to delegate to the sarexhrhe subset of her
rights, including possibly the right to further delegategé rights.

2.3 Grid Applications

The classification of Grid applications given by Foster ardselman covers a wide range
of scenarios [52]. This section refines their classificatioiin respect to the specific re-
quirements for network Quality of Service.

2.3.1 Distributed Supercomputing

Low-latency and high-throughput communication are penfamce-critical in most paral-
lel programming environments, regardless whether thaeadan is executing on a tightly
coupled computer system using specialized interconnedizeaie, or on a loosely coupled
cluster connected through standard Internet technologieg synchronization of compu-
tation and any data propagation has to be done efficientlydaraot to waste expensive
and scarce supercomputing resources by waiting on incomesgages. This is especially
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true when either the scheduling policy or the end-systeredudler does not allow gang
scheduling [40] and thus would not be able to temporarilygasthe unused resource to
another application. According to Messina a range of teqnes have to be developed to
tackle this issue [92].

While the deployment of new latency-tolerant algorithmstidl crucial, adaptive tech-
niques that can react to the varying availability of Gridowses are another possible
solution for this problem. Hence, a Grid instrumentatiod antification service used by a
Grid management system facilitates the development oftaeggoplications. Combining
this feature with the availability of advance reservatioecimanisms, state changes could
be propagated in advance, to relax the time constrain fqrtamta Besides these advanced
concepts, many distributed applications will still requahallenging tightly bounded com-
munication capabilities to perform well. Adaptation help$alance the load based on the
current state of the Grid, but there will still be latency hdaries and bandwidth expecta-
tion which must be fulfilled.

Whenever the communication libraries have to use standzwionk protocol stacks such
as TCP, latency and bandwidth become an even more impostsug.i It is important to
note that from a distributed application point of view themidatency describes the time it
needs to propagate a short—typically 0 bytes—fixed lengtbsage from node A to node
B. Hence, this view of latency also includes the time it talkegrocess and propagate the
full protocol stack. The application itself is interestedthe time it takes from writing
the first byte of the message to receiving the last byte. D#ipgron the message length,
specific properties of the underlying transport protocaheanto place which even might
become the dominating throughput limiting factors.

The traffic profile of distributed supercomputing applioas itself can be viewed as bursty.
This is because the processing of those applications idetivinto computation and com-
munication phases [93]. Figure 2.3 illustrates this bedrawere, an application is writing
128 kilobytes (KB) blocks of data to the 384 KB socket bufieith some occasional bursts
of 256 KB blocks. In this scenario, TCP writes each block dad# link speed.

Though latency-tolerant applications would allow somenagyonicity, the fundamental
burstiness would still exist and could cause an increasatenty which can not be ab-
sorbed by the algorithm.

Figure 2.4 illustrates the behavior of the same applicatiom congested network. Note
that the trace was taken in a local area network in which thederip time was of the
order of a single millisecond. TCP was therefore able tovecaore frequently then it
would do in a wide area environment. What is shown, howesgdhe significant impact
of the congestion on the message delay. Whenever a timeoutsp¢he delay depends on
TCPs internal timers and is typically at least several hedsimilliseconds. What is also
shown is TCP’s slow start behavior. Whenever the protoeakstecovers from a timeout,
it limits the transmission speed and doubles it after evecgived acknowledgment. In a
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Figure 2.3: TCP sequence numbers shown over the time withibdundaries of TCP’s sliding window. The

slope indicates the throughput. The traced flow, given bythiek black line, is significantly bursty. The
bottom line lists the acknowledgments over the time andus threpresentation of the network behavior.

wide area link, we would see a different slope (which represthe transfer rate). We will
discuss the underlying mechanisms of TCP in more detail oti@e4.3.1.

From an MPI application point of view, any timeout should lweided. Even a single
packet drop causes TCP to react on this situation by a decedabroughput. We there-
fore derive the demand for a service class which is capabsering the applied traffic
profile without any timeouts. A Guaranteed Rate (GR) serwibéeh is capable of serv-
ing the injected traffic without any packet loss and also jgliog delay boundaries, can
provide an efficient load balancing of the application anthesefore a desirable service
for distributed supercomputer applications. Unfortuhyatée typical traffic profile of this
type of applications does not fit very well to a GR service. @aidth is only claimed
when the entities communicate. Hence, the particular ehg# associated with distributed
supercomputing applications is caused by the inherentibass.

In addition to the particular intra-application QoS demadutributed supercomputing
applications are coupled with the demand for a coordinatedation of the related com-
puting resources. This coordinated allocation step isnaftambined with an application
level barrier which assures that the application startuplioparts is synchronized [28].
A consequence of this scenario is that any applicationugiarzan be delayed by a single
resource. A typical example for this situation is an unfiegktaging operation. While the
other resources are already assigned to the applicat®batiier prevents their actual use.

In an environment where advance reservation mechanismgdety deployed, any sched-
uler for distributed supercomputing applications couldtcffectively acquire a network
service which guarantees the successful termination ofttging operation when the re-
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Figure 2.4: TCP sequence numbers shown over the time witieilbbundaries of TCP’s sliding window.
The slope indicates the throughput. The traced flow origithdtom the same application as illustrated in
Figure 2.3. In this scenario, however, the network is cotgges\We see several packets retransmissions
indicated by a “+” and two timeouts.

source becomes ready for use. Combining this with reservabokkeeping mechanisms,
the scheduler could optimize the decision process for fondippropriate resources and
could avoid unnecessary blocking times due to missing rstedgata.

Thus, deadline-staging operations, i.e. the ability of woek service to guarantee the
successful transfer of a given amount of data at a parti@rdrtime, is an important re-
quirement for this type of application. The provision ofwetk QoS in Grid environments
should therefore address this specific service demand.

2.3.2 High-throughput Computing

While distributed supercomputing applications try to deumultiple end-systems to
achieve the computational capabilities of a superior cdempinigh-throughput comput-
ing (HTC) applications intend to gain additional compuwiagl capabilities over a long
period of time. Both types of applications try to improveittervice, but focus on a dif-
ferent time-scale. Another distinction between metacaimgwand HTC is that the intra-
application communication of HTC applications typicallge$ not have the fine grained
communication profile of metacomputing applications. Hgritdoes not primarily re-
quire any special network service. The related pre- and-pastessing effort might be
significant though. Consider the transfer of large exedeaglor significant input or output
data. Whenever this is the case, the economy of using a remesterce is affected by
the time it takes to perform the staging operations. Of amuiraproving the efficiency



2.3. GRID APPLICATIONS 17

of the related transport operations does have an impactendtwork load and, using
standard Internet best-effort techniques, can thus infli¢he network service received
by other applications. Hence, deadline-staging operstiare a useful requirement for
high-throughput applications as well.

Another important aspect in the context of high-throughgmrputing applications is the
implementation of a checkpoint service [86]. A checkpomisnapshot of a running
program which can be used to restart the execution at a later tCheckpointing itself
is quite challenging, especially for parallel applicasorBesides of the technical issue,
checkpointing can also involve the propagation of a largeekpoint file. Depending on the
location of this file, whether it is on a local or remote diskeckpointing might also require
the ability to efficiently transport the data over the netevdy adding the ability of a GR
service, i.e. an assigned portion of bandwidth availablé¢oapplication, checkpointing
operations can be efficiently placed in the processing of & Hpplication.

Compared to the networking requirements of distributedestgmputing applications,
HTC does not rely on added-value services. However, théalil use services which
were originally motivated by distributed supercomputipglacations offers the opportu-
nity to improve the overall effectiveness of a HTC enviromme

2.3.3 On-demand Computing

The dynamic character of on-demand computing applicatiesslts in a high variance
of their related network service requirements. Experiraleigedback mechanisms often
require to couple devices such as a Magnetic Resonancerg@yiR1) device with a
supercomputer application [37] which performs a tomogieghpost-processing of the
experiment in real-time. While the time when this type of laggtion claims the spe-
cific real-time capabilities is often known in advance, teenénd of a supernova detection
application is driven by cosmic events which require therdoated ad-hoc usage of ad-
ditional supercomputing resources [75]. In this scenaelgscopes permanently scan the
sky and produce large amounts of raw data which is post-pseceby computing facili-
ties. The results can be mapped to those of complex simalatits to filter out candidate
supernovas for further observations. Whenever a prom@ipgrnova candidate has been
found, advanced additional devices are requested. Exarapdhe reservation of the Hub-
ble space telescope or the request for additional compptmger to get a more accurate
simulation result, to re-validate the experimental ressuitreal-time and thus to avoid the
waste of an extremely scarce resource, like the Hubble splseope.

The key issue here is that in contrast to an MRI-applicatioe schedule of cosmical event
is not predictable. Whenever one candidate has been sileébteapplication has to be
finished within a given time interval, otherwise the evengimino longer be observable.
The amount of data, the location of the sensors, and thenescapable of providing the
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computational service in time might vary. Thus, the mappogesource providers should
consider all these constraints. Any reservation capghbilduld help in fulfilling this task.
The demand of networking capabilities in this environmentfi course significant as the
pre-selection of candidates has to be accomplished withinairs. Exposures are done
ever few hundred seconds and require the transport of ddteiorder of one gigabyte.
Hence, sustained data transfer rates of up to 50 megabitsepend (Mb/s) have to be
accomplished [87].

The variety of network QoS requirements for on-demand camg@us large. Applica-
tions such as the MRI-application often rely on the abilaydeliver feedback informa-
tion in real-time, and potentially are able to remotely stee experiment. In both cases,
the communication is quite delay sensitive. On the othedhan-demand computing
applications also rely on a coordinated allocation of npldtiresources. Deadline file
transfer is a possible requirement too. Applications sutha supernova detection rely
on the ability to transfer data within a reasonable timeescalvhile tuning based ap-
proaches are one way to address this demand, the partipalaity of resources such as the
Hubble space telescope indicate that a GR service is whatuslly needed by this type
of application.

2.3.4 Data-intensive Computing

Scientific instruments and supercomputer simulationsigeéaéarge amounts of data: tens
of terabytes today, petabytes within a few years. Remoezantive exploration of such
datasets requires that the conventional visualizatioelpip can be decomposed across
multiple resources. A realistic configuration might inwlinoving data at hundreds or
thousands of Mb/s to a data analysis and rendering engiranen generates and streams
real-time Moving Picture Experts Group 4 (MPEG-4) encodiele to remote client(s),
with control information flowing in the other direction. Q@&rameters of particular inter-
est for this class of application include bandwidth, lateacd jitter; resources involved in
delivering this QoS include storage, network, computimgl, @isualization resources.

In other settings, large datasets are not visualized rdynbtg instead are transferred in
part or in their entirety to remote sites for storage andfalysis. The need to coordinate
the use of other resources with the completion of these fgigtibyte or terabyte transfers
leads to a need for QoS guarantees of the form “data deliveyetkadline” rather than
instantaneous bandwidth. Notice that achieving this geglires the scheduling of storage
systems and computing capabilities as well as networkser@ike the application would
not be able to actually achieve the required transfer rates.

Emerging file transfer applications supporting these ehagling characteristics follow a
pragmatic but necessary principle which we will call thes\e@o-deploy” paradigm. This
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paradigm is derived by the fact that the fundamental naticemputational Grids is ex-

tremely heterogeneous. It is thus important to build thediewlare on top of a commodity
fabric, i.e. on top of commodity operating systems, netwagkices, and standard Inter-
net protocols. Hence, instead of relying on capabilitiea ofw transport protocol or on
any major update of existing TCP implementations—whictisitould be evaluated in
parallel—they rely on no very specific capability of the TG®Btpcol variants and can thus
be used on most operating systems. To achieve the requéanesfer rates, existing tools
use parallel sockets with efficient load balancing algongho reduce the impact of TCP’s
congestion control mechanisms. This, however, is contcattye common desire to deploy
congestion control mechanisms in the Internet, i.e. tochaaietworking collapse caused
by congestion. A service differentiation/isolation ance¢tér control of the actual resource
usage is a possible solution for this contradiction.

2.3.5 Collaborative Computing

High-end collaborative work environments involve immeesiirtual reality systems, high-

resolution displays, connections among many sites, andipteuinteraction modalities

including audio, video, floor control, tracking, and dataleange. For example, the NCSA
Alliance “Access Grid” currently connects about 15 sitea multiple audio, video, and

control streams, with the audio streams especially vubierto loss. Such applications
require QoS mechanisms that allow the distinct charatiesisf these different flows to

be represented and managed [29].

7000

6000 -

5000 -

4000

3000

2000

Link Data Rate (Kb/s)

1000

I

0
0 10 20 30 40 50 60

Receive Time (s)

Figure 2.5: Traffic profile generated by an MPEG-4 encoded BWaisequence. The scenario can be
compared to the traffic demand of a video-conferencing aggdin.

The actual requirements obviously depend on the underiyaaperative technique. For
video-conferencing data, publicly available video trage can give a good estimate of
the requirements. Figure 2.5, for example, lists the secpieh frames transmitted in a
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television news sequence produced by ARD, a German brdagtesgsion station. We

assume that the scene content is quite close the contended-conferencing data. The
sequence was encoded by an MPEG-4 encoder with 25 framesqmrdsand a Group of
Pictures (GOP) pattern leading to the following flow chagastics: The minimum frame

size is 123 B, the maximum frame size 17 KB, the mean rate B20Mb/s and the peak
rate 3.411 Mb/s, leading to a peak to mean rate ratio of 4.72.

For illustrative purposes, we also examine a teleimmersix@mple in more detail. Con-
sider two or more users at geographically separate locatdro are collaboratively ex-
ploring a three-dimensional visualization of experimédtta. As in other telecollabora-
tion systems, we have a number of streams with fairly comstda and low to moderate
bandwidth: audio and video streams for communication, étet-jand latency-sensitive
streams for the tracking data indicating user movementsarvirtual space. In addition,
we have a number of streams with higher bandwidth and ofteahla rates, used for visu-
alization data and (in some cases) database updates. i¥&ial data is calculated from
the data set, and a representation of it, perhaps a set ajgudyfor rendering, is transmit-
ted [49]. The actual amount of data being sent depends onthettiata being visualized
and user actions, which may include zooming and movemerganesand time. In addi-
tion, contention for shared resources such as disks andaC&mwbcessing Units (CPUSs)
can also affect the transmission rate. Database updatesas pccur if users modify or
annotate data and can require the ad hoc propagation obsiilbéthanges.

Beside the influence of those intra-application paramétésmportant to note that there
are also several external parameters affecting the acararission rate. Disk and CPU
competition are two examples for external parameters.

Characteristics such as these place substantial demargionetwork infrastructure and
applications. For example, consider a situation in whickess teleimmersion sessions
are in operation simultaneously, while other groups aregoently attempting to perform
high-speed bulk-data transfers over the same networksiméreture, perhaps to stage data
required for an experiment later in the day. With today’stpcols and services, no group
would obtain acceptable service. A single teleimmersiguliegtion has challenging QoS
demands.

Table 2.1 lists the various flows of a future teleimmersiopliagtion together with their
networking demand.

As a consequence of this, both resource providers and carsishould be able to spec-
ify and implement flexible resource allocation policiesr Egample, in the situation just
noted, resource providers might allocate resources terdifit teleimmersion sessions and
bulk-data transfers differentially. For example, teleiersion sessioA might have prior-

ity, while session® andC would be guaranteed some minimum service. Bulk-data trans-
fersD andE would have lowest instantaneous priority but would be got@ed service in
terms of another “terabytes per hour” metric.
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Latency | Bandwidth| Reliable| Multicast | Security | Streaming] Dyn QoS
Control <30ms | 64Kb/s Yes No High No Low
Text < 100ms| 64Kb/s Yes No Medium No Low
Audio <30ms | 128 Kb/s No Yes Medium Yes Medium
Video < 100 ms| 5000 Kb/s No Yes Low Yes Medium
Tracking | <10ms | 128 Kb/s No Yes Low Yes Medium
Database| <100ms| > 1Gb/s Yes Maybe | Medium No High
Simulation| <30ms | >1Gb/s | Mixed Maybe | Medium| Maybe High
Haptic <10ms | >1Mb/s | Mixed Maybe Low Maybe High
Rendering] <30ms | > 1GDb/s No Maybe Low Maybe Medium

Table 2.1: Networking flows and their QoS requirements dditeinersion applications [29]. Especially
Haptic and Tracking flows require access to a low-delay servi

The above listed demand results in the requirement to bu@d@ mechanism which sup-
ports the following scenarios:

¢ Individual flows can have high bandwidth, from a few megap#s second (Mb/s)
to many tens of Mb/s.

e There are complex mixes of flows, from low bandwidth to highdbaidth, and low
latency to high latency. Access to a Premium service whiaddressing the chal-
lenging latency demand is essential for the support ofidigied Haptic or Tracking
streams.

e Some flows dynamically change their requirements throughwmir lifetime, de-
pending on the user’s action.

2.4 Conclusion

This chapter discussed the structure of a future problewirgpinfrastructure: compu-

tational Grids. The deployment of this infrastructure rieggl sophisticated middleware,
including a specific resource management framework whiokiiges a unique interface
to the services built on top of the Grid resources. One tagkisfresource management
framework is to support the coordinated allocation of nmldtiresources within a single
service request. In this context, advance reservationbiiépes are an important feature
to support this task in a Grid environment.

The network is a Grid resource of major importance. Whenigwgicapable of providing
specific services, the related access mechanisms shouhdidgeated into the general re-
source management framework. The specific network dema@didfapplications differs
from the requirements addressed by general QoS researshchidpter listed the particu-
lar requirements and motivated the related services, namBremium service offering a
low-delay virtual leased line and a Guaranteed Rate service
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Chapter 3

IP-based Quality of Service

Computational Grids provide services on a set of distrithaied heterogeneous resources.
The transformation of a given request to a particular seesburces can be done more
precisely when the request is claiming well defined and guaes resource capabilities,
l.e. Quality of Service (QoS). Considering the existenc€of mechanisms in a Grid
infrastructure, efficient bookkeeping mechanisms of resvmanagement systems could
be evolved to efficiently select those resource candidatéshnare actually capable of
fulfilling the service request. The benefit of Quality of Seevfor Grid environments
is increased by the fact that computational Grids are swggh&s support collaborative
environments which are strongly related to classical nekw@oS research. Typically,
Grid applications will require the use of multiple resowwead, especially, the network in
between, and thus want to rely on QoS capabilities.

This chapter is structured as follows. First, two existingnieworks for the provision
of network QoS are described: the Integrated Services (I&}fze Differentiated Services
(DS) architecture. Based on the concept of a bandwidth prakeiddleware service which
is responsible for controlling the access to services elagsa DS domain, it motivates
the appropriateness of the DS architecture in the conteat®fid resource management
system. The capabilities of a DS environment are then ertkhg a flexible switching
technigue which adds the ability to perform traffic engimagr Finally, this chapter de-
scribes the network calculus, an analytical model for desag the worst-case behavior of
the network.

3.1 Overview

There are two basic approaches to providing network QuadityService (QoS):
reservation-based and adaptation-based [43, 83]. Apilicausing the reservation-based

23
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approach usually rely on specific capabilities of the unylegl network infrastructure.
They claim the demanded capabilities during connectioabdéishment and typically do
not change their requirements subsequently; the QoS systemm guarantees that (mod-
ulo system failures or preemptions) the reservation witlefange during the lifetime of
the application. Here, network QoS refers to the abilityhef hetwork to handle specific
packets in such a way that the related flows receive a spegifecdf guaranteed service,
i.e. leaving the current best-effort service. With resgec Grid resource management
framework the reservation-based approach nicely fits ictmnamon resource management
infrastructure where reservations can be placed on a betaaf sesources, including the
network.

On the other hand, applications that use the adaptatiosdbagproach do not make a
reservation but adapt to the network conditions at hand bgaeding to some form of
feedback, whether explicit (notification of network comafis) or implicit (noticing that
the achieved bandwidth is low). Instrumentation and naiifon are the key issues in
this approach. Adaptation may occur when the applicatiaeaie a problem or when the
application is notified that a problem may exist [85, 132].tHis context, network QoS
refers to the ability of an application to adapt its netwakaurce usage to the actual state
of the network in such a way that the fundamental functionthefapplication are still
performed.

The reservation-based approach relies on the ability oh#tevork to provide a specific
type of service. Service levels can be characterized bydt@fing QoS-related parame-
ters [19]:

Bandwidth The rate at which packets of a flow must be carried by the né&twdhe
specification of bandwidth guarantees includes the asseraha peak data rate, a
sustained data rate, and a minimum data rate. The lattermiertant, as it assures
the ability to use this capacity at any time. The sustaindgd dee can either be a
statistical guarantee, or, in the more common case, equlaétminimum date rate.
The peak data rate is often specified in term of bursts religtio the sustained data
rate [67].

Delay An upper boundary for the time it takes for send an MTU-sizackpt (see below)
to traverse the network from the source to the receiver {erehd delay). A more
detailed definition of the Type-P-One-way-Delay can be tbim[4]. For some
applications it is useful to limit the delay for a full rourtdp.

Jitter The variation of delay. Its formal representation is cutisediscussed by the Inter-
net Engineering Task Force (IETF) as the "instantaneousgpaelay variation” [31]
and is the difference of the delay experienced by subsequekiets on a one-way
transit from source to destination.
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Reliability This parameter specifies the percentage of lost packetssenrthe network
due to non-failure events, the mean-time between faildhesmean-time to repair,
and the availability as percent of the uptime.

Maximum Transfer Unit Because network traffic is typically not contiguous but sepa
rated in discrete packets of a maximum size, the maximunsfeannit is a service
relevant parameter. First, it denotes a bound for the pdader overhead. Second,
it indicates possible fragmentation delays for the appibbca Finally, it is relevant
for packet scheduling as packets in transit are typically-peeemptable.

3.2 IP-based QoS Architectures

QoS in IP-based networks can be provided by a differentipsetiet treatment. There are
two basic approaches: one is differentiating the treatroéptckets on a per-flow base
and one is grouping packets to aggregates which are treaiegre-specified way. This
section summarizes these two techniques and extends thegatgbased approach by the
ability to perform traffic shaping.

3.2.1 The Integrated Services Framework

The Internet Engineering Task Force (IETF) has specifiedintegrated Services (IS)
Framework [139, 15] with the goal to provide end-to-end QO%plications. The ba-
sic framework is comprised of two elements:

e An extended service model which is also called the IS model.
e Areference implementation framework.

The extended service model consists of two particulartresd-services which are built on
specific capabilities provided by all networking deviceaniely, the model assumes that
each network node is capable of differentiating packetedbas their service-class and of
a particular preferred treatment of those packets to infeeine time-of-delivery under all
conditions.

Figure 3.1 gives an overview about the reference implemientéramework which was
proposed in [15]. All routers capable of supporting the I&héecture should offer three
components that implement the required traffic control iwithe network devices:

e The Admission Contrgbrocedure of a router decides whether or not to accept or
reject the requested QoS of a new flow. It is important to nioét the admission
control test does not provide any specific QoS, instead lirdecunacceptable re-
quest and polices whether a granted request is conformiig gpecification.
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e The Packet Classifiadentifies the service class and maps it into the related-trea
ment, i.e. to the related output queue of Beecket SchedulerThe service specific
treatment includes accounting.

e The Packet Schedulenanages the packet forwarding as part of the output driver of
a router. It uses a set of queues and perhaps other mechasusimas timers to
schedule the order of outgoing packets.

Routing Reservation Management
Agent Setup Agent Agent
Admission
[Routing Control
Database] [ Traffic Control Database ]

Packet

- Classifier —
> Scheduler

Input Internet
Driver Forwarder

Output Driver

Figure 3.1: Integrated Services implementation referemagel for routers. The functionality is divided into
a control and a forwarding component. Services are provigeah router internal reservation agent which
participates in the signaling process. The forwarding coment is instantiating the service request by a
packet classifier and a per-flow based packet schedulinggita

The implementation framework reflects the three key assiomgpof the IS architecture [15].
The first assumption is that resources are managed explicitheet application require-
ments. This implies that "resource reservation” and "adiois control” are key building
blocks of the service. A signaling protocol, of course, isessary to propose the service
attributes to the network elements.

The second assumption is that networking devices must lee¢@btore flow-specific states
to establish different service level guarantees. To pvesét robustness, this state can be
soft state, i.e. it is maintained through periodic refresshied timer-based removal.

The final assumption is that the framework does not rely oneziapzed real-time in-
frastructure. Instead, a common infrastructure is usedippart both non-real-time and
real-time communication. This includes a unified protoc¢actk, e.g. IP.

The essence is a QoS infrastructure which offers servigaadividual flows which have
applied for this in advance. Each router performs admissantrol to ensure that they
only accept reservation requests when they do have suffioea resources. Once an ap-
propriate reservation has been installed in each routega@ath of a flow, the particular
treatment of the packets assures the level-of service gltmmlife-time of the reservation.
Note that the IS framework is a flow oriented mechanism.
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The Integrated Services framework is built on two defined Qu&rol services:

e The Controlled-Load Service [138] provides flows with gtyabf service closely
approximating the QoS that same flow would receive from anaaed network el-
ement, but uses capacity (admission) control to assurdtlilsaservice is received
even when the network element is overloaded. Though it doesse strict bound-
aries of QoS parameters such as delay, it ensures that aigérpércentage of the
delivered packets will not experience a greatly exceediagsimission delay than
the minimum transit delay due to propagation and routergs®ing. Routers im-
plementing the Controlled-Load Service must check for confince of the related
data flows to their reservation specification. Any non-comiag load must not be
allowed to affect conforming traffic.

e The Guaranteed Service [117] provides a guaranteed netl@ament behavior with
a strict mathematical assurance of end-to-end datagramrgudelays and through-
put. Each router is informed about the reservation in advamc associates a band-
width R and a buffer spac8 for each flow registered in this service-class. The flow
effectively sees a dedicated wire of bandwidth betweencgoaind receiver.

As stated above, the signaling of server requests is a kesepbof the IS framework. The
resource ReSerVation Protocol (RSVP) [16] was designeddble the senders, receivers,
and routers of communication sessions to communicatiorciwbach other in order to
setup the reservation described earlier. RSVP has seugpaliant features:

e RSVP is only a protocol for requesting services, i.e. a digggrotocol. It does not
provide any built-in mechanism for routing or packet schiedyu

e The reservation specification is opaque to RSVP and ussalydcified as described
by the IS specification [139]. However, there are proposeerstons to this use for
different environments [35, 8].

e RSVP requires the receiver to make the reservation and estehder. The sender
is required to provide the network with a traffic specificat({d@Spec). This model
enables the receiver to modify the actual reservation ta wiexpects to be able to
handle and facilitates a convenient multi-domain admissantrol.

e A fundamental idea of RSVP is the softness of the reservatatus. The lifetime
of a reservation is limited and is periodically refreshedflngher RSVP messages.
Thus, IP-robustness is reasonably preserved.

The basic operation of RSVP is divided into very few types efksages, all consisting of
the same structure: a message header which specifies thegadégge and its length, and
the RSVP objects. The fundamental two messages are the FAT Hha RESV message:
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e The sender applying for a particular service sends a PAT Hsagesto the receiver.

This message contains a traffic characteristic (TSpeckbbged in the admission
control procedures. A detailed description of this speaiftn is given in Sec-
tion 3.4.

While the TSpec object describes the original flow specifiS@equirements, the
ADSpec is an optional object which includes both, paransadescribing the prop-
erties of the data path and parameters required by specificoQotrol services. It
can be updated by each hop. The intention is that this obgeaes the information
which is required by the receiver to determine the achievédilel of end-to-end-
QoS.

The default general parameters includes the following dielchich are updated at
each RSVP-capable router along the path:

— Minimum path latency

— Minimum of individual link bandwidth along the path
— Hop count

Path maximum transmission unit

Whenever the PATH message is received by the end-pointetiedver has to prove
whether it accepts the service request. Whenever the regp@positive, it sends an
RESV message back to the source, containing a FlowSPect eldjezh describes
the level of service the receiver is willing to grant. The sege is forwarded hop-
by-hop taking the same but reverse path of the PATH messafeauses each in-
termediate router to perform its own admission control kh&¥hen the check has
been passed, the service request is instantiated and thé RESsage is propagated
to the next hop. Figure 3.2 illustrates this principle.

Source

............. > RSVP PATH-Message

r— - RSVP RESV-Message

Figure 3.2: The basic principle of using RSVP for networlergations. The PATH message is propagated
downstream. The receiver responds with a RESV message vghieturned along the same path the PATH
message took.
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Deploying an environment capable of performing end-toguatantees using the IS frame-
work would mean to install end-systems capable of perfog®8VP signaling and routers,
aware of RSVP messages (“PATH” and “RESV”). Whenever a seris instantiated by
the receiver, each router would have to handle the specificifi@ particular manner. To
perform this task, all packets would have to be parsed tastie packets of the particu-
lar flow and to schedule and treat them separately. A cnitic$ the IS approach is that
this flow based concept would result into scalability andqrenance problems for large
high-speed networks [88].

3.2.2 The Differentiated Services Architecture

The Differentiated Services architecture [11] is a reacto the scalability problems of
earlier per-flow-based network quality of service (QoShdaectures such as the above de-
scribed Integrated Services architecture. While it i$ fetilowing the fundamental princi-
ple of using a common infrastructure for both, non-realetiamd real-time traffic, it leaves
the reservation based approach of the Integrated Servicksezture. In contrast to serv-
ing individual flows it focuses on defining the behavior of eeggates. Packets are identified
by simple markings that indicate the applicable forwardimg@tment. In the core of the
network, routers need not to determine which flow a packediisqd, only which aggregate
behavior they should apply.

The Differentiated Services architecture pushes comyléaithe edges of the network:

packets are marked to belong to an aggregate behavior éytegpplications or by edge

routers. If edge routers mark packets, which is the morergéselution, they may choose
to do so on a per-flow basis or on any other criteria. In thisade, of course, the question
arises which packets will get marked. This is especiallycde when the environment is
dynamic, i.e. when varying flows should be able to use thelabai services. Here, a

particular resource manager called a bandwidth broker sonte place.

Definition 3 A bandwidth broker is a middleware service which controld #acilitates
the dynamic access to network services of a particular agnative domain. Bandwidth
brokers are also viewed as the Policy Decision Point (PDRjefcontrolled domain.

The concept of a bandwidth broker is typically associateti tie Differentiated Services
architecture. In this context, the task of a bandwidth bragéo control the configuration
of the edge routers of a single DS domain. By performing afeheximission control

bandwidth brokers are a fundamental building block for trevigion of network services
on top of DS aggregates. Figure 3.3 illustrates a DS domaitraited by a bandwidth

broker.
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implement Aggregate
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Figure 3.3: A network flow through a DS domains. The edge rasteesponsible for policing and marking
packets. Core routers treat packets based on their aggregabandwidth broker is used to control the
configuration of the ingress router.

Packets may be marked by setting the first six bits of the tymevice field of the IP-
header [96] only when they are “within profile”—that is, whitwe sender is sending within
predetermined limits, such as bandwidth or time of day. Imtiast to this complexity in
the edge routers, routers in the core of the network provedeice based only on these
markings. A particular marking on a packet, the DifferetgithServices Coding Point
(DSCP), indicates the applied per-hop behavior (PHB). €hily, the Internet Engineering
Task Force’s Differentiated Services Working Group hasgjeel a small set of PHBs [77,
66] and their related marking.

The idea of the Expedited Forwarding (EF) PHB is the provisiba high-priority service.
Its basic intention is to serve the aggregate with a conflgaraustained rate, regardless
of the amount of competing traffic in other aggregates. Withike intention is actually
quite clear, its formal specification has changed over titheriginally specified that the
departure rate of a class of traffic from a router must equexoeed a configured rate when
measured over any time interval equal to or longer than the ii takes to send a packet
of maximum size at the configured rate. Bennett et. al. [93g@méed a family of networks
which allows the construction of one network in this familjiieh worst case end-to-end
delay jitter is larger than any arbitrary value, even thotighnetwork is implementing the
EF PHB. Having a low-delay Premium service build on top of épedited forwarding
PHB in mind, they proposed [22] a new definition as a forwagdireatment where the
node offers a configurable so-called Packet Scale Rate GearPSRG).
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Definition 4 Leta(j) denote the time of arrival of the last bit of packetf the EF ag-
gregate,d(j) denote the time of departure of the last bit of packef the EF aggregate,
and letL(j) denote the length of this packet. A node offers to the EF gadgea “packet
scale rate guarante® with latencyE” if the J-th departure time satisfies the following
condition for all; > 0:

d(j) < F(j) + E

whereF'(j) is defined iteratively by

F(0) = d(0) =0 (3.1)

Vjs0F(j) = mazfa(j). min(d(j ~ 1), £G ~ 1))] + 22 (3.2)

It is important to note that the PSRG is stronger than thermaptans of the Guaranteed
Service for the Integrated Services architecture [45].

The intention of specifying per-hop behaviors for aggregas always the establishment
of services. Because the concept of DS is bound to domainkichvwhe specific PHBs are
applied, services are established by domains and are pebwihin domain boundaries.
Nichols and Carpenter [95] formulated this particular @y by the definition of a Per-
Domain Behavior (PDB).

Definition 5 The term Per-Domain Behavior (PDB) describes the expecatadihent that
an identifiable or target group of packets will receive fromdfe-to-edge” of a DS do-
main. A particular Per-Hop Behavior (PHB) (or, if applicahllist of PHBs) and traffic
conditioning requirements are associated with each PDB.

The Premium service specification of the two-bit DS architexfor the Internet described
in [97] addresses this intention. The fundamental idea aeaniRum service is to provide
a “virtual leased line” with little jitter and queuing delagremium service levels are spec-
ified in terms of a peak rate for a specific flow or an aggregatidiows. The admission
control performed at the edge devices ensures that the use@eeeds this claimed peak
rate. The reason for this policing function is the prevemtd starvation of other traffic
aggregates. In detail, the first-hop router filters the packatering the network marks
packets of a Premium flow.

End-to-end guarantees are limited to the minimum servieel vailable in all transient

domains. Whenever a single domain does not offer the appterservice level, the appli-

cation would not receive the required end-to-end guarantelence, QoS deployment is
likely to start with the highest level of service guarantegbe Premium service.

Beside of the Premium service a so called Olympic servicgifgproposed by the IETF
to be based on the AF PHB group by extending it by means of ardiftiated admission
control and a class based over-provisioning. Three of the ¢arrently defined classes
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of the AF PHB group are used for such an Olympic service. Theedifferentiation
between the three classes gold, silver, and bronze is pedpmsbe performed by the
means of admission control, i.e. assigning only a light laathe gold class, a medium
load to the silver class and a high load to the bronze class.

For managing such a configuration and to allow for an effigiaplementation, a need for
DS traffic engineering (TE) becomes obvious. Since DS alaneoaly control the overall
network load of certain classes through admission conrdlinot the load on individual
links, it cannot give meaningful deterministic nor probic delay boundaries in this
scenario.

A fundamental requirement to implement a per-hop behawido isupport specific well
known features in each network device. Edge routers mussi€ja police, mark, and
optionally shape the traffic. Core routers have to providecsjz congestion avoidance
and management mechanisms to establish the desired péehapior.

Classifying, Policing and Packet Marking

The term “policing” denotes the ability to check whether aagfic set of timely ordered
incoming packets2 = {(p;,t;)|1 < i < n} wheret, < t; < t,... < t, indicates the
arrival time of the relevant packets, p1, p», ..., p,—IS not exceeding a given traffic profile.
A common technique for specifying a traffic profile uses thek&in Bucket Model”. A
token bucket is a non-negative counter which accumulatestat a constant rateuntil
the counter reaches a maximum capagjtthe token bucket depth. Upon packet arrival,
the packet size in bytes is checked against the amount ohsolkethe bucket. If this
amount exceeds the packet size, the packet is treated agmwamg and the actual amount
of tokens is reduced by the size of the packet. If there is moh&enient amount of tokens
in the bucket the packet is treated as exceeding its traftiii@r To clarify the use of a
token bucketr, b), consider that it is used for policing a flow in such a way thateeding
packets were dropped. Using this token bucket, one coultt@sisat for any given time
interval [t, t,] of lengthT = ¢; — ¢, the amount of data passing this policing function is
not exceeding + b Bytes.

An implementation of the policing function requires to adty classify incoming packets
based on their characteristics, such as source and destitlataddress, Port numbers, or
the Type of Service field of the IP-header. Once the decisioetier a packet is relevant
or not has been made, it is policed against the related tyaftitile. Depending on the
question whether the packet was conforming or not confagminreceives a different
treatment. A token bucket based marker which distinguibeéseen three different types
of action is the Single Rate Three Color Marker (SRTCM) [67].

A common packet treatment used in this context is to assigméce specific DSCP value
to the related IP packet. The action for packets exceediagdberved rate could be to
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either transmit them with a different marking, or to droprthexplicitly.

Packet classification facilitates the transition from flaavsggregates. Policing is used for
controlling access to aggregates, i.e. for admission ograind marking is the entry point
to aggregates.

Congestion Management and Avoidance

While edge routers police and mark the incoming traffic, cougers implement the related
aggregate behavior. Two major concepts exist to fulfill tagks.

Congestion Management is the ability of a network deviceadgosm a specific packet

schedule when the output link is congested. The ideal apprzato associate a relative
weight (or precedence) with each individual traffic flow, atevery router, segment each
traffic flow into an individual First-In First-out (FIFO) que, and configure the scheduler
to service all queues in a bit-wise weighted round robinitashThis is an instance of a

Generalized Processor Sharing (GPS) [100] discipline.

A popular approximation to GPS is Weighted Fair Queuing (WRQFQ offers dynamic,
fair queuing that divides bandwidth across a set of queudsafiic based on weights.
Given the weight of the queues, WFQ calculates the time thkgtdinishes service under
the GPS scheme and ensures that packets are served in thefotioke time they would
finish their service in a GPS environment. Weighted queurseaestablished based on
a value of the DSCP. That is, class-based WFQ is able to deiggoer priority packets
marked with a related DSCP and can schedule them in a weltetefmanner. Class-based
WFQ is conceptually very well suited for scheduling traffittwa marked precedence.

In periods of congestion each WFQ class is allocated a pexgemf the output bandwidth
equal to the weight of the related queue. For example, if aBP8ass is assigned a weight
of 30, packets from this class will allocated at least 30 @erof the outgoing bandwidth
during periods of congestion. Itis important to note thatQwnly has an effect when there
is congestion. When the interface is not congested, theniezd of packets is independent
from their classification.

Bennett and Zhang have shown that WFQ is misbehaving in sewieoements [10].
However, these scenarios only apply when WFQ is used wittyrgaaues. Hence, when
the service differentiation is rather moderate, WFQ i$ atilseful vehicle for congestion
management.

Another popular packet scheduling mechanism is non-préeenpriority Queuing (PQ).

The concept is quite simple: packets of the particular iyigueue will always be served
first. However, as forwarding itself can only be done at lipkad, the actual forwarding
of a priority packet might be delayed by low-priority packethich are currently in transit,
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i.e. which are currently located in the device queue. RyidQueuing is an appropriate
mechanism for implementing the EF per-hop behavior.

While congestion management denotes a specific treatmeaicliets in case of an over-
loaded output link, congestion avoidance is used to impidisteategies to reduce the like-
lihood of a congested output link. We now list popular cotigesavoidance techniques:

Whenever there are more packets to be transmitted than thetdink or the CPU of the
router is actually capable to handle, queues are used tg theddransport of unprocessed
packets without any packet loss. Because the size of thekg/&P queues is limited, a
packet drop strategy is required. The simplest possiblénaresm is to explicitly drop all
packets, once a specific threshold has been reached. Oiéahrgshold is equivalent to
the length of the queue. Though tail drop is not actually givacongestion avoidance
mechanism, it still represents a controlled reaction ongestion which is supposed to
avoid this state in the near future.

Using tail drop is not a very successful mechanism to avordjestion. The fundamental
idea of many advanced congestion avoidance mechanisnkedlito the capability of a
TCP stream to react on an experienced packet drop with atiedwsf the transmission
rate. Whenever the corresponding sender recognizes ttlettsavere dropped, it reduces
its congestion window size, which immediately results imsBer transmission rate. A
more detailed presentation of this mechanism is listed icti®@® 4.3.1. For now it is
reasonable to refer to the intention to avoid the experi@st®ation of congestion. It is
important to note that this mechanism does not work for UDRdldt requires an elastic
protocol which reacts on dropped packets.

A common way to keep queues from overflowing is to use Randony Exetection
(RED) [48]. In RED, the packet drop probability depends oa lgngth of the IP-layer
queue. Starting with a minimum threshold the algorithmdihgincreases the drop proba-
bility up to a maximum queue length threshold. Once thisshodd is exceeded, all packets
get dropped. The slope between the two thresholds is a coatiign parameter. Figure 3.4
explains the basic algorithm of RED.

Another popular, more advanced congestion avoidance itdgois Weighted Random
Early Detection (WRED). WRED is based on RED, but providgsasate thresholds and
weights for different classes of packets. Hence, it allovee®vice differentiation based
on the DSCP value. By dropping lower-level service trafficenfsequently than higher-
level service traffic, periods of congestion can be resolvigal less impact on higher-level
service traffic.

Flows do normally not produce packets at a constant frequeeen if the application
itself is writing data at a constant frequency, protocolpamies such as TCP’s flow and
congestion control or CPU competition influence the actadit profile. A result of this
is that the burstiness of flows varies even at their source.
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Figure 3.4: Drop probabilities of the Random Early Detettidgorithm. Starting with a minimum threshold
for the average queue length, the drop probability is ireeddinearly with the length of the average queue
size up to a maximum threshold. The slope of the linear degranydis determined by a maximum drop
probability P,,..... Once the average queue length exceeds the maximum thdehibtrop is performed,
i.e. allincoming packets will be dropped.

In both architectures, the Integrated Services and theifitiated Services, the incoming
traffic is policed against a pre-defined arrival profile. Winaar a particular flow should be
enforced to conform to the policed traffic profile, traffic phray comes into place. Traffic
shaping is forcing a particular series of packets to confariancertain specified behavior.

Practically, traffic shaping can be implemented by a tokezkéualgorithm. It basically
operates like a token bucket is operating when it is usedn@mpblicing function. Here,
however, it uses additional queues (comparable to thetgplglieues describe in [97]) to
hold non-conforming packets. When a packet arrives foistrassion, the related amount
of tokens is taken from the token bucket.

3.3 Multiprotocol Label Switching

The MultiProtocol Label Switching (MPLS) architecture [1,1110] is a label switching
technigue which is based on a functional decompositionehgtwork layer into a control
component and a forwarding component. Flows of packetsrangpgd into disjoint sub-
sets, which from a forwarding point of view are treated byrthgers in the same way. This
logical grouping of traffic with a like destination is calledrwarding Equivalence Classes.
The members of these classes are identified by a common laleeintrast to other switch-
ing techniques such as ATM, MPLS does not rely on specificlwéipes of the underlying
link layer. Instead, it introduces the ability to add an aiddial label on top of the data link
layer. It is therefore possible to deploy MPLS in heterogerseenvironments which are
built on different data link layer techniques.
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Figure 3.5: A network flow through an MPLS domain. The ingnesger is responsible for adding a shim
header which contains the label information. The interior-eore—router handles the traffic based on the

MPLS label.

The MPLS forwarding component applies label switching fargng tables that are main-
tained by the control component. These tables consist ofj@esee of entries, each con-
taining at least an incoming label (per input interface)patgoing label, and an outgoing
interface. Incoming packets carry a label, which is a 20 &l that is typically encoded
in an additional shim header of a multiple of 4 bytes betwdwmnlink layer header and
the network layer header. For switching techniques suchTag, Ahe label encoding is
optimized by using the existing hooks on the data link laigased on the well defined la-
bel encoding the MPLS control component identifies incontafogls and usually replaces
them by a different outgoing label before it actually fordsithe packet to the relevant

outgoing interface.

Figure 3.5 illustrates the basic concept of a flow traveraim@/PLS-domain. It also lists
the fields of the shim header [110]:

e An encoded label of 20 bits. Note that the identity of the rgknlayer protocol is
inferable from the value of the label.

e A three-bit field for experimental use. This experimentddfigcXP-field) is often
used to propagate IP-QoS related parameters to the contrgdanent of MPLS.

¢ A Bottom of Stack (S) bit which indicates whether the labehis last one of a label
stack. By introducing this bit, MPLS allows the construntiaf hierarchical labels
and thus the setup of nested MPLS domains.

¢ An eight-bit Time-To-Live (TTL) field which is used for loop@vention.
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A drawback of the insertion of potentially multiple shim kleas is the risk of fragmenta-
tion. Packets which were formally transmitted without araginentation may now exceed
the Maximum Transmission Unit (MTU) of the underlying linkhe MPLS label encoding

document [110] specifies the reaction to this situation:

e Every ingress router of an MPLS domain should support a cordtgon parameter
known as the "Maximum Initially Labeled IP Datagram Sizef.ah unlabeled IP
datagram exceeds this threshold before labeling, the datagust be broken into
fragments, each of whose size is no greater than the valle plarameter, and each
fragment must be labeled.

o If alabeled IP datagram is "too big”, and the Do not Fragmé@&t)(bit is not set in
its IP header, then the router may silently discard the datag

¢ If the router chooses not to discard a labeled IP datagrarohwikitoo big, or if the
DF bit is set in that datagram, the router must leave the lalvéching mode and
determine the DF bit value from the IP header. Whenever th&iDis not set, the
packet is fragmented. For packets where the DF bit is sepablket is not forwarded
and an ICMP Destination Unreachable Message is responded.

It is important to note that the main motivation for MPLS igt iwe improvement of the
forwarding throughput, nor the provision of new QoS mechianrs. Using MPLS encoded
labels avoids to switch to the IP-layer processing routofélse router and, if implemented
in hardware, can therefore improve the throughput sigmiflgaHowever, the fundamental
design goal of MPLS is the ability to influence the operatiérih@ control component.
Traffic engineering (TE) is one of the major driving factoos MPLS.

Another benefit of MPLS is caused by its path-orientation.Llan potentially provide
faster and more predictable protection and restoratioalnfipes in the face of topology
changes than conventional hop-by-hop routed IP system&n@ier a link fails, routing
protocols are involved to recover the situation and to ed®isth the routing convergence
again. Unfortunately, the link-state protocols such asrOpbortest Path First (OSPF)
do use timer mechanisms with exponential backoffs to reduedrequency of link-state
update propagation. Even in an excellently tuned systearetovery time is of the order
of seconds. For most layer one and two links, this time issased by the lack of feedback
mechanisms. Multiple “Hello”-messages are involved tonidig a broken link, which
again takes of the order of seconds. Finally, the shorteéktqadculation and the flooding
of the new link state takes a while. MPLS offers three paldictecovery mechanisms, all
involving the use of a pre-configured, but unused backupelinn

e Link protection uses a backup tunnel which connects to theguerouter of the
protected link. In case of failures, the upstream routepgimpushes an additional
label to the MPLS label stack and transmits the packets tbdbkup tunnel. On the
receiving router, so-called global labels are used to dt¢begrriving packets of dif-
ferent switched paths. The underlying idea is to forwardvamgiabel independently
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from the incoming interface. Note that a single link proi@eis in principle capable
of protecting multiple switched paths.

¢ Node protection follows a similar concept, but connecthdownstream router of
the peered node.

e With path protection the backup tunnel covers major parta@twitched path using
a diversely-routed path. Note that path protection doesaoéssarily connect the
ingress router with the egress router.

The most efficient recovery approach is link protection. Wiapplied to Packet Over
SONET (POS) interfaces, which provide convenient feedlnae&hanisms for link failure
detection, recovery can be kept within strong time constsai

End-to-end connectivity is established by a consisterit patabel pairs between ingress
and egress router. Lét ..., n be the ordered list of routers in the network which have to be
passed to transport data packets. As stated above, altsautentain a list of labels per
interface. Let[;i be a set which contains the incoming labels of rotiten interfacei and

O; be a set which contains the outgoing labels of royiten interface.

We can establish an end-to-end connectivity based on labisng if for all 1 < j < n,
there exists somg, i, such that we find a labdl € Ojl_l andL ¢ I;?? under the con-
straint that interface; of router;j — 1 is connected to interfacg of router;j. As a result,
we receive a uni-directional tunnel which connects theaoitwith routern. This tun-
nel is also called Label Switched Path (LSP). Figure 3.&iflates such an LSP traversing
router(R1, R2, R3). In this figure, the operation of control component reliesnnnterior
Gateway Protocol (IGP) which facilitates the full view oktkopology. This knowledge
is used by each router to locally bind a label for every pdegllestination address. The
propagation of the local label binding between peered reusedone by a special Label
Distribution Protocol (LDP) [6]. In this context, LDP is us& distribute the label binding
information between peered routers. One possible enddddabel distribution scenario
is based on the downstream-on demand principle [111, 6]. dwenstream router re-
ceives a label binding request from its peered upstreaneraumd responds with its local
label binding. Thus labels are "downstream-assigned”,labdl bindings are distributed
in the "downstream to upstream” direction. In the examglgsttated in Figure 3.6 the
label distribution starts with ingress rout&l which is requesting the local binding in-
formation from its downstream router. Hende? receives the binding request froRil
and responds with its local label binding1 can now create a matching label entry for
R2 on the relevant outgoing interface. Similar2 receives the binding fron3. The
notation “downstream-on-demand” originates from the flat this process is initiated by
the ingress router which is asking its peered downstreaterréa propagate its local label
binding information.

As mentioned above, the control component usually consists routing protocol like
Open Shortest Path First (OSPF). However, MPLS allows ttegyration of further con-
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Figure 3.6: A Label Switched Path (LSP) shown as a tunnel MBhS domain. The LSP was created using
downstream label binding distribution.

straint based routing algorithms. By decoupling the path p@cket from classical routing
MPLS facilitates the setup of paths by a variety of ways udoig constraints. In extending
the RSVP signaling protocol [8, 7] by necessary objectskgiaiormats, and procedures
required to establish and maintain explicit label switcpaths (LSPs), the originator of
the related RSVP PATH message obtains the full control atieimapping of an LSP.
Similar extensions were proposed to LDP [36] including ogpeFLength-Value (TLV)
message field for explicit routing. The definition of an egjplioute object facilitates the
specification of the list of routers that comprise the mogable path through the MPLS
domain. This is analogous to IP source routing, where thamigting router dictates the
path through the network. Because the IP control plane islets, source routing has to
be carried in all packets. Using the explicit route objedixdhe path of an LSP, we can
avoid this overhead. This capability provides a powerfucthanism for any bandwidth
broker as it now can actually control the mapping of requiestise actual topology.

In addition to the explicit routing of LSPs for traffic engereng, the signaling mecha-
nism for LSP set-up permits the specification of QoS attabudor the LSP. By assign-
ing advanced capabilities to each link, bookkeeping fumsiof each router participate
in the LSP signaling process by constraining the shortest glgorithm with additional

constraints. The available bandwidth of a particular lislaitypical example in this en-
vironment. In this scenario, bandwidth is not actually reed by means of reservation
capabilities of the router. Instead, it is used as a bookkeefpinction for the available

per-link capacity and it relies on an underlying congesti@magement configuration. This
information is then used as an additional constraint in thedard shortest path calcula-
tion. Hence, LSPs are automatically mapped to the topoldggwever, there are two
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deficiencies of this approach. First, constraints are ngidfie. The available bandwidth

is typically the only possible constraint. Second, thisaapt does still need additional
mechanisms to actually instantiate the guarantees. A muddke based approach in which
traffic engineering is performed by some middleware seraitmvs the specification of

more flexible constraints and is thus the better approach.

The Differentiated Services (DS) architecture is an appatg technique to actually in-
stantiate bandwidth guarantees. DS can be supported by NMPtv® ways. The 3-bit
experimental (EXP) field in the MPLS shim header can be useaéftr to a particular
aggregate behavior. However, this limits the service dhfféation to a subset of 8 of the
possible 64 DSCP values. An LSP that marks the PHB in the erpatal field is referred
to as EXP-inferred-LSP (E-LSP). Core routers are thencstilyiconfigured to implement
an aggregate behavior per EXP-value. Whenever two LSPshéthame EXP-value pass
the same output interface of a router, they share the agbigH8. It is important to note
that the EXP-field is only defined for the shim header of MPLS sfated above, the shim
header is not used for some native switching techniqueb,a&u&TM. In this case, the use
of E-LSPs is not possible without leaving the native switghinode, i.e. E-LSPs can only
be transferred between end-points which do have their ovautiPess.

The aggregate treatment can alternatively be inferred &yatbel itself. An LSP is in this
case referred to as label-only-inferred LSP (L-LSP). Thefigoration of the core routers
for L-LSPs is dynamically updated by incorporating the paccheduling rules into the
LSP-signaling process. In some sense, L-LSPs can be codgetfee IS model, in which
request signaling is used to instantiate the related sefoica particular flow. Here, how-
ever, signaling is not done on a per-flow base, but on a per-L&Re.
L-LSPs use the experimental field of the MPLS shim header floeropurposes such as
the propagation of the drop precedence.

Comparable to the packet classification performed at the eflg DS domain, the labels
are assigned to incoming packets at the edge of the MPLS domai

In addition to the pure mapping of flows or aggregates to L8Rsedge router can also
be used to police the traffic entering an LSP. Traffic policiigws to make assumptions
about incoming traffic and is a fundamental building block &formal analysis of the
service behavior.

3.4 Network Calculus: Formal Aspects of Network QoS

The provision of network QoS prioritizes some packets highan others. If all packets
would be handled equally, no better-than best-effort ses/could be built. Service differ-
entiation based on packet scheduling and traffic policiegfandamental building blocks
for the provision of QoS. Traffic policing assures specifiesthe incoming traffic follows.
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Packet scheduling guarantees packet service times. Cormghirese assumptions, the ser-
vice of each node can be formally modeled by a charactesizatf the outgoing traffic
profile. By cascading this model to a system synthesized @it @fsnodes, end-to-end
behaviors can be derived.

Formalizing the policing function is a fundamental step d&oranalytical service model.
The concept of an arrival curve as presented by [14, 26]faigk the formal representation
of policing functions and traffic profiles. Describing dataws by means of a cumulative
function R(t), defined as the number of bits seen on the flow in time intgtva), the
arrival curve is defined as follows:

Definition 6 Given a wide-sense increasing functierdefined fort > 0, we say that a
flow R is constrained byy if and only if for all s < ¢:

R(t) — R(s) < a(t —s)
If Ris constrained by, « is called an arrival curve oRR. R is also called to bex-smooth.

BecauseR’s property R(0) = 0%, an arrival curve gives an upper bound for the incoming
traffic at any timet. It even gives an upper bound of traffic in a given intergat], i.e. it
limits the amount of incoming traffic ta(t — s).

While R(t) represents the cumulative arrival functidti,(¢) denotes the cumulative depar-
ture function. Hence, we can describe the amount of bitsateabheld inside the system—
the backlog—by?*(¢) — R(t). Based on the assumption that any packet of a single flow is
served in order of their arrival, we can also express theydbit would be experienced by a
bit arriving at time t—called the virtual delay—as
dit)=inf{T:T >0and R(t) < R*(t+T)}.

The delay bound of the Guaranteed Service [117] is based orarawal curve
a(t) = min(M + pt, rt+b). Here,M specifies the maximum size of a datagrarthe the
peak at which the source may inject burstiye rate the policing token bucket operates at,
andb the token bucket depth. The related 4-tu@leM, r, B) is that what is called TSpec
and what is used in the RSVP-PATH messages. Figure 3.7 shasihction.

Combining the concepts of arrival curves and token buckiEiwsito state that a flow po-
liced by a token bucket (r,b) is constrained by an arrival curve
v(T) =7rT +b.

Based on the concept of arrival curves, the handling of traffinetworking devices can
be modeled by service curves [14, 26]. While the arrival edormulates an upper bound
for the traffic arriving at the forwarding engine of routeis service curve defines a lower

1This property allows the construction of a valid arrivaleei*, with o*(0) = 0 anda*(t) = «af(t) for
allt > 0.
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Figure 3.7: Arrival curvex(t) (thick line) for Integrated Services flows [117]. For anyeindal [t, t1] with
to > 0 the amount of traffic entering the system is limitedday; — o).

bound for the actual perceived departure function on theuidink of the device. The
definition is driven by the intuition that for any timteéhere exists somg, ¢, < ¢, at which

the amount of bits leaving the node is greater or equal to &heevof the service curve
plus the backlog data at tintg, i.e. the data which was already queued. Generalizing
this abstraction to a general bit processing sys$eire. a network topology consisting of
multiple links and routers, the extended service curve {d8]jtroduced:

Definition 7 Consider a systerfi and a flow throught with input and output functiof
and R*. We say that offers to the flow an extended service cuvié and only if for all
t > 0, there exists somg > 0, with¢, < ¢, such that

R*(t) — R(to) > B(t — to)

In this dissertation we will omit the word “extended” and tservice curve” as synonym

for the “extended service curve”. The definition of the seevcurve means that for all

t >0, R*(t) > inf,<;(R(s) + B(t — s)). We will abbreviate this relation by using the Min-
Plus convolution operatap with R* > R ® (3. A service curve is called a strict service
curve if and only ifR*(t) — R(to) > B(t — to) for anyty < ¢.

A service curve of particular interest is the rate-latenayction. The specific importance
of this type of service curve is that it models the behavioaafon preemptive priority
node, i.e. a node that is capable of serving a flow at a givestant) once a packet already
in transit is served. Intuitively this behavior can be mededs the concatenation of a node
with a guaranteed rateand a node with a maximum deldy

Figure 3.8 shows this type of service curve. The Integraedi€es model for a router
is that the service curve offered to a flow is always a ratedle function. As we will
see, the expedited forwarding scheme of the Differenti&exvices architecture can be
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implemented using the same mechanisms in the router andhgarsérve aggregates with
a rate-latency service curve.

bits

A

[ | 1]
T Time

>

Figure 3.8: Rate-latency service cury®; r(t) = R[t — T]*. Here,[t — T]" is defined ag — T fort > T
and0 otherwise. The service curve guarantees that for any tithere exists some < t, < ¢ at which the
amount of bits leaving the system is at ledgtr (¢ — ¢¢) plus all data backlogged in the system at tifpe

The particular interest in rate-latency functions is causgthe fact that the packet sched-
ulers of commodity routers are capable of providing thisiiserbehavior. An example
is a non-preemptive priority node based on non-preemptiieity queuing and a FIFO
layer 2 device queue. This scheduler uses two differentegigdne queue is reserved for
the priority traffic, the other one is used for the best-eftdeiss. Whenever the scheduler
is making a forwarding decision, it first serves any existiagket in the priority queue.
However, as forwarding itself can only be done at link sp€edhe actual forwarding of
the high priority packet might be delayed by a low-prioritgcet of sizelZ  which is
currently in transit, i.e. which is currently located in ttlevice queue. If we calRj; the
output rate of the high-priority flow and fix some timend calls the beginning of the
backlog period of the high-priority flow, we receive:
R}i{(t) - R;{(S) > C(t - S) - lﬁzaa}

and thus:

Ryy(t) > Riy(s) + [O(t — 5) — 1]

max

Because of the fact thais the beginning of the backlog period, the backlog of higaniy
packets ig) and thusRj, (t) = Ry (t). We now do have a rate-latency function with rate

L
and latencyzs=.

In addition to non-preemptive Priority Queuing (PQ), WearhFair Queuing (WFQ) is
a popular scheduling discipline for the provision of a ratiency service curve too. The
concept of WFQ is quite similar to that of PQ. However, it alothe differentiation be-
tween more than two service classes, and it limits the ravenath each class is served.
Some hardware vendors implemented the latter feature intgrqueuing as well, as the
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ability to limit the available amount of priority bandwiddomehow offers an additional

way to prevent starvation of the best-effort trafficglis the assigned rate to the particular
. . H L

flow, we receive a rate-latency function of rgtand Iatency‘% + lmT“

Using the formalization of arrival and service curves, we calculate worst-case bound-
aries for the delay and the backlog. Figure 3.9 illustrdtestlculation for a system which
is offering a rate-latency service curve to a token buckestrained flow. In general, the
following three important boundaries can be derived [14]:

Theorem 1 Backlog Bound: Assume a flow, constrained by arrival curvetraverses a
system that offers a service cur#eThe backlogR(t) — R*(¢) for all ¢ satisfies:

R(t) — R*(t) < sup{a(s) — B(s)}

s>0

Given any bit processing system S which is offering a sereioere of 3, this formula
enables us to calculate the backlog for any arrival curvengttieme. Similarly, we can
calculate the delay bound by the following formula:

Theorem 2 Delay Bound: Assume a flow, constrained by arrival curve,
traverses a system that offers a service curye The virtual delay
d(t) =inf{T : T > 0and R(t) < R*(t+ T)} for all ¢ satisfies:

d(t) < sup(inf{T : T > 0and a(s) < B(s+T)})

s>0

The termh(a, 3) = sup,so(inf{T" : T > 0 and a(s) < (s + T)}) is also called the
horizontal deviatiorh.

Theorem 3 Output Flow: Assume a flow, constrained by arrival curxe traverses a
system that offers a service cur¥eThe output flow is constrained by the arrival curve:

a*(t) = sup a(t +u) — B(u)

u>0

The termsup,»o{a(t +u) — G(u)} is also written aga @ 3)(t). In this context denotes
the Minus Operator of the Min-Plus-Algebra [14]. Similgdyservice curve can be defined
using the Min-Plus Convolution:

(f©@g) = inf (f(s)+g(t—s))

0<s<t

A system offers a service curyeif and only if R* > R ® (. The Min-Plus Convolution
allows an efficient formalization of the end-to-end behawita flow. A flow that is passing
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Figure 3.9: Buffer bound: = b + r7" and delay bound = T" + % for a SystemS which arrival curve is

constrained by a token buckeét b) and which is offering a rate-latency service cugjer. Note that we
assume that < R.

a system consisting of a sequence of routets 1, ..., I, each with a service curvg is
served with a service curve gf= (5, ® ... ® §;. This behavior can easily be derived from
the definition of the service curve and the associativity taedsotonicity of the min-plus
convolution. Hence, it can be established that the worst daty over a concatenation of
nodes is less than the sum of the worst case delay at evesr.raiiis specific property is
also called the pay-bursts only once principle.

3.5 Conclusion

This section presented an overview about two architecsupporting IP-based network
guarantees: The Integrated Services (IS) architectur¢renifferentiated Services (DS)
architecture. While the 1S framework provides service gatees based on a flow-based
packet differentiation, the DS architecture differerd@gathe treatment of aggregates. By
specifying per-hop behaviors for classes of aggregatesiitthtes the provision of service
guarantees.

Though the IS is able to provide strong QoS guarantees, #stipal use suffers from

significant scalability problems. The DS framework addessthis issue by its concept
of aggregation. The price for building aggregates is, h@nea weaker control over the
provisioned service parameters. In this context, traffigimeering capabilities offer the

opportunity to control the compound of an aggregate and kbas be used to provide

stronger service guarantees. The MultiProtocol Label @wig (MPLS) architecture is a

good candidate to extend the ability to build reasonableterehd services based on the
DS framework.
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The benefit of traffic engineering can be expressed more tyrnidis chapter described
the fundamental concept of the network calculus, a theodgtdrministic queuing systems
found in computer networks, which is a potential vehiclexpress delay boundaries for a
particular DS environment.

An important aspect for building network services based ggregates is the dynamic
assignment of flows to aggregates. A specific managemety,ardiled a bandwidth bro-
ker, is introduced to handle this dynamic mapping for a &rnglst domain. From a Grid
perspective, bandwidth brokers can be viewed as a localresonanagement system for
the network services. It is therefore clear that the intiégmaof a bandwidth broker into
a general resource management framework of computatiamdd G a natural extension.
The straight forward approach of providing network QoS dasea managing entity con-
trolling the access to aggregates makes this concept a gowlidate technology for the
provision of network guarantees in computational Grids.



Chapter 4

Requirements for a Grid Bandwidth
Broker

The specific network requirements of Grid applications a@l@ressed by the introduction
of a particular middleware service: the bandwidth brokehe Toncept of a bandwidth
broker is typically bound to the Differentiated ServicesS{architecture. Its fundamental
task is to facilitate and control the dynamic access to nekwervices of a network do-
main. By carefully limiting the traffic admitted to the traffaggregates, QoS guarantees
for bandwidth and further metrics can be provided. An imaottssue for the provision
of end-to-end guarantees is the availability of QoS-sufppgpmechanisms in all domains
the traffic traverses. In that context, bandwidth brokersalao be used to facilitate a con-
sistent end-to-end service model, even if some transiemiadts do not provide services
on top of DS, but are capable of providing the requested ckigedby some other mech-
anism, such as over-provisioning. From the perspective®fid resource management,
a bandwidth broker intermediates between the Grid resauargagement and the actual
underlying capabilities of the network. Hence, bandwidtbkiers are a vehicle for en-
capsulating the details of the underlying networking frémva Grid resource management.
This allows the integration of a variety of different QoSHheirjues into the Grid resource
management. Figure 4.1 illustrates this scenario.

4.1 Integration into Computational Grids

In a Grid environment access to services is often facilitdte the use of specific local
resource managers, which control the access to the resspec#ic services. A typical
example is a batch sub-system installed on a particularsapgwuter which is the inter-
face to the underlying computing resource. The Grid middiewses these local resource

a7
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Grid Resource Management

Bandwidth Broker

3

y

Underlying QoS Mechanisms

Figure 4.1: The bandwidth broker introduces an additioridtileware layer between networking capabilities
and the Grid resource management. Though bandwidth brakerypically associated with the Differen-
tiated Services architecture, they can, in principle, dsoused in different QoS scenarios to signal the
availability of a particular guaranteed network capapiiit a requester.

managers to build a homogeneous service infrastructumsm e user perspective, Grid
resources should be accessible by a common Applicationr&roging Interface (API).
From a Grid resource management perspective, servicetdddivided into more gen-
eral parts which are common for all service operations is thitual organization, and
those parts which are specific to this particular resourceager. While the request au-
thentication, its basic authorization, and the event ratiifon are common for all service
requests in a particular Grid, the admission control depemdhe local resource manager.
When network services are offered by bandwidth brokers kwvare in this context acting
as a local resource manager, the Grid resource managensgégrnsyas to interface them.

4.1.1 Grid Resource Management

A Grid resource management service translates a givernceemguest to an actual allo-
cation of the request on a set of resources. While the rdseaet development of a Grid
middleware is an ongoing effort for several years, thereoistandardized resource man-
agement service available yet. However, there are widalg@ed frameworks available.
A good candidate is the Globus Resource Allocation Mana@BAM) [27] of the Globus
Toolkit [50]. Because the management focus of this architecis on the allocation of
CPU resources, the integration of a fundamental new resdype should not necessarily
be part of this architecture, but should extend its capadslin a compatible way.

4.1.2 Coordinated Reservation and Allocation of Resources

Specialized resources required by high-end applicatiaok as high-bandwidth virtual
channels, low-delay steering channels, or scientific umsénts and supercomputers are
in scarce and in high demand; in the absence of advance a¢iseryechanisms, coor-
dination of the necessary resources is difficult. The swoéglaiming such a service,
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especially when an application is trying to combine thesmyldirely on the current avail-
ability without any deterministic possibilities to schéelthe use in advance.

Additionally, several Grid resources are not time-shaaBnsider a single virtual reality
device or a wind tunnel. Those devices are typically usechimatually exclusive opera-
tion mode and are often pre-assigned, i.e. a particular windel is reserved. In a Grid
environment, those resources might be scheduled togettiecomputing capabilities and
the network in between. To ensure an economic use of eachroesgeservation mecha-
nisms are desirable to ensure that resources and servigasensgheduled in advance.

Because bandwidth brokers are part of a Grid resource maragesystem, they should
support this request scenario, i.e. they must accept resaapability requests with a
future starting time. In this context, the typical immediaeservation is a subset of the
more general advance reservations request with the cuimmemgs start time.

Another important issue of advance reservation for netvoaqbabilities is the ability to
accept a service request without the full knowledge of trdpemts, i.e. a service request
between two IP end-points without actually knowing the pamnbers of both end-points.
This scenario is quite typical in a Grid environment were risources are known in ad-
vance, but the application has not yet started and dynamnis pave not yet been selected.
To instantiate such a reservation, a bandwidth broker meistlbe to refine a given re-
quest during its lifetime. This capability is also importam the context of aggregated
reservations. An aggregated reservation can be claimeauinks by multiple authorized
subjects.

4.1.3 Application Interface

Access to services should be provided by multiple layeréstfisces each of it providing
the necessary level of abstraction. An example for a higbHaterface is a seamless
graphical user interface, while a medium-level interfageld be an API which allows the
coordinated use of multiple different resources. A typioal-level interface is the API
which interacts with the Grid resource management serviées API is built on top of
other Grid services such as security and notification.

4.1.4 Policy Information for Distributed Authorization

Emerging computational Grid environments promise new lodipias for problem solving

and effective distance collaboration [52]. However, agdions that use Grid technolo-
gies often place substantial demands on scarce—and typstelred—resources such as
networks, storage systems, and computers. Because tlsesgaes are both scarce and
shared, a system of rules for resource usgyadicy, is often associated with a resource
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to regulate its use [131]End-to-endperformance guarantees typically require tie
reservationof multiple distinct resources. A number of technical issaemplicate the
co-reservation process:

Domain A Domain B

Policy File: Policy File:
If User = Alice If Reservation_Type = Network
If Reservation_Type = Network If Accredited_Physicist(requestor)
Return GRANT Return GRANT
If User = Bob Else
Return DENY Return DENY

Figure 4.2: Different domains may have different reseorafiolicies. Even the policy language might be
different.

e Policy heterogeneityCo-reservation can require negotiation with resource osvne
in each of several distinct administrative domains. Eaahalo may have different
policies governing who can use its resources and for whaiqsas, and different
trust relationships with individual users. For exampleFigure 4.2, domain A's
policy might state that “Alice can use the network, Bob carinehile domain B’s
policy is that “only accredited physicists can use the nekWo

e Trust heterogeneityscalability demands that every resource should not haveatdi
trust relationship with every user. While some domains kabaut individuals (e.g.,
domain A), others must be able to delegate responsibilitpéosonal trust relation-
ships to third parties. (For example, domain B agrees toigeaesources to anyone
whom a third party accredits as a “physicist.”)

¢ Interdomain policy dependencie®A policy expressed in one domain can be de-
pendent on policy decisions expressed in other domainseXample, for reasons
presented below, domain A may wish to enforce the policy ‘Il anly authorize a
reservation if reservations have also been approved fottar resources in the end-
to-end path.” Or, domain B might only authorize bandwidtbager than 10 Mb/s if
domain A has committed to shaping the traffic in a certain way.

e Scalability.If a set of applications creates many parallel flows betwkersame two
end-domains, it is infeasible to negotiate an end-to-esdrvation for each one.
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4.1.5 Deployability

Grids are built by user communities to offer an infrastroetioelping the members to solve
their specific problems. Hence, the geographical topoldgthe Grid depends on the
distribution of the community members. Though there mighalstrong relation between
the entities building the virtual organization, a Grid Istibnsists of resources owned by
different, typically independent organizations. Hetenogjty of resources and policies is a
fundamental result of this. Grid services should therefollew a pragmatic deployment
concept, i.e. they should avoid to rely on to specializedimggions such as specific rare
operating system capabilities. We will call this the “easydeploy” paradigm.

The focus on commodity hardware products and operatin@sssts an important aspect
for the applicability of any Grid service. Solutions whiateduilt assumptions of specific
new hardware or protocol capabilities should be avoidedth\WWispect to a bandwidth
broker this paradigm has the consequence that the netwatikee should not rely on the
assumption of a complex set of aggregates. The more comipdeassumptions are, the
more difficult it will be to establish effective end-to-endagantees in a multi domain en-
vironment. Hence, the focus should rely on services whietalieady under consideration
in major research network providers. This is, of coursenest demanding service: the
Premium Service which is built on top of the EF aggregate.

4.2 Traffic Engineering

The fundamental task of a bandwidth broker is to facilitatd aontrol the access to the
better-than best-effort network services of a particutandin. Each service request enters
and leaves the domain at a specific node, regardless whathend-points are located in
a single domain or in different ones. Of course, these ragues/e to pass the admis-
sion control procedure implemented by the bandwidth brokerits simplest way, this
procedure neglects the actual end-points of the serviagestq This solution limits the
offered service to the achievable service of the link with thinimum QoS capability of
the domain, i.e. one must assume that all requests will floauth this particular link.

A more advanced admission control procedure would use thelecige about the network
topology and about the routing tables, and would identigydbtual path of the request in
the controlled domain. In that case, the service would nolirbged by the minimum
link capability anymore. However, also this approach damgehts limitations. Service
requests might exceed the assigned share of the QoS céipalgfia single link, because
flows were mapped to the topology based on standard IP room@atpanisms though there
are alternative paths which could serve the request. Hértbe, bandwidth broker would
be able to actually select a different path in the networklogy of the controlled domain
and to enforce this path for the request, more service résjgesld be served. Figure 4.3
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Figure 4.3: The mapping of three service requests onto fhadgy of a network domain. The figure omits
the illustration of the interconnecting links for readdlgireasons. All three reservations pass through a
common link between routet and routerB which might become a bottleneck.

illustrates a scenario where three requests pass a comnkan the topology. This poten-
tially creates a capacity bottleneck or might cause delaynee problems. The solution
illustrated in Figure 4.4 uses traffic engineering to pldeereservation efficiently on the
existing topology.

While the increase of acceptable service requests is a wiitsblf, the importance of
traffic engineering capabilities is increased by the demafnithe provision of advanced
service parameters such as delay and jitter boundarieifutzy context of aggregate
based scheduling. Using standard Differentiated SerJesgsires service parameters are
influenced by the constitution of the aggregate, i.e. by tmeunt of flows in a given
aggregate, and by the topology, i.e. by the amount of meltiph points where packets
of the same aggregate traverse from different input linkhéosame output link [21]. In
absence of the ability to influence the mapping decision, staase calculation for both,
topology and packet arrival, is the only strict bound a badtwbroker can provide.

In a Grid environment the demand for traffic engineering bdjis is even stronger as
those features could facilitate

e the isolation of specific requests for the support of largaes bulk transfers with
deadline support.

¢ the satisfaction of heterogeneous services demands withiemom of required ag-
gregate behaviors, i.e. with the “easy-to-deploy” paradig

Of course, a link based admission control and the activeantta of paths do have their
drawbacks. First, it is unlikely that each single micro-flaw be explicitly mapped to
the topology. The associated overhead would often exceetiéhefit. This dissertation
therefore proposes to use this technique in transient d@naihere service requests are
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Figure 4.4: The mapping of three service request onto thelagy of a network domain using traffic en-
gineering mechanisms. The applied traffic engineeringrélgo avoided the creation of a bottleneck link
between routed and route3 as shown in Figure 4.3. The figure omits the illustration efititerconnecting
links for readability reasons.

typically aggregated. Second, whenever flows are mappeketainderlying topology,
either by using IP’s shortest path calculation or by addirggerconvenient constraints,
the problem of consistency arises. IP-robustness is pexatdiy its stateless property. A
bandwidth broker therefore has to assure that it maintatesmaistent view of the topology
and the actual paths of the requests.

4.3 Advanced Networking Demands

In a Grid environment the provision of QoS mechanisms haddoess a complex mixture
of flows, from low bandwidth to high bandwidth and from lowdaty to high latency. In

addition, flows may change their requirements dynamichhgughout their lifetime which

Is an important issue. Section 2.3 identified two basic ses/ivhich should be provided
by a bandwidth broker: a Guaranteed Rate service and a Rresewice. This section
relates these services with the protocol properties of pipécations.

4.3.1 The Transmission Control Protocol

Establishing service guarantees for TCP flows is a challembis subsection reviews the
TCP mechanisms that affect Quality of Service.
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Flow Control

When TCP was first developed, it only used one mechanism tdategthe speed at which
data could be sent. This mechanism, called flow control [282,ensures that TCP does
not send data faster than the receiver can accept the datkn this, the receiver provides
the sender with aadvertised windoywhich is essentially the amount of free buffer space
it has to accept data. From this advertised window, the seradeulates how much data it
can actually send. This amount may be less than the adwentiselow if the sender has
sent some data that has not yet been acknowledged by theeecnce this data will fill
the receiver’s free buffer space once it arrives.

Ideally, an application that makes a reservation for netw@oS makes sure that it does
not send data faster than the reservation allows. Howe@#?,sIflow control mechanisms
cannot be controlled by the application, so it can be hardhemapplication to ensure that
it sends data at a steady pace, even if it provides data to T@Rst@ady pace. In fact,
TCP may send data in short high-speed bursts that may be flagtea reservation allows.
For example, the sending application may provide data gye@dT CP, but the receiving
application may be too busy to consume the data, so the exgaievides a very small
advertised window. When the receiver is suddenly able tswore the data, the advertised
window may become very large, which enables the sender’s tbCGend the carefully
paced data in one large burst.

7800000

7700000

7600000

7500000 -

7400000

Sequence number

7300000

7200000

7100000 T

7000000 . . . L L
0.98 1 1.02 1.04 1.06

Time (s)

Figure 4.5: Demonstration of TCP’s flow control. The graphsilrates TCP’s sequence numbers over time
within the boundaries of TCP’s sliding window. The slopeigades the throughput. The traced flow, given
by the thick black line, is driven by the evolution of the #lig window and reacts to state changes of the
network. This effect is also known as TCP’s self-clockingttee.
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Figure 2.3 displays a network trace of an application wheckiiting with 128 kilobyte
(KB) to the socket buffer. The advertised window was sigaifity larger than the applica-
tion’s writing speed, means that TCP was able to write eaghkbf 128 KB at link speed.
This type of application is not limited by TCP’s flow controlichanisms, it is limited by
the application which is not able to provide data fast enough

For many types of applications, the actual throughput istéchby TCP’s flow control
mechanism. Figure 4.5 illustrates such an example. Hezequtput of the illustrated TCP
flow is directly influenced by the sporadic background loatie Tesulting traffic profile
of the flow varies from smooth to bursty. Any prediction of tietual short term behavior
in these scenario is hard, since the applicability of theljgteon strongly depends on the
accurate estimation of the future networking conditions.

Other problems with assuring a guaranteed transmissienfoafT CP are caused by ad-
vanced mechanisms of the implementation of the protocakst@ihe use of delayed ac-
knowledgments is supposed to reduce the number of ackngmiext packets which are

not piggy-backed with some data. Because a socket buffetetinflows reacts to the

arrival of acknowledgments, its actual traffic profile vaneith the implementation of de-

layed acknowledgments, i.e. with the amount of packetsrihadt be receipt before an
acknowledgment is sent. The accuracy of a prediction thezefepends on the knowledge
of the end-system parameters.

Congestion Control

In the early 1980’s, it was realized that TCP’s flow controbwiafriendly when there was
a lot of congestion in the network. For example, if the adsed window was large, but
a number of packets were dropped at the router due to conge3iCP would resent the
data in one large burst. Since all senders on the network bedraving similarly, TCP’s
behavior encouraged the congestion, instead of avoiding it

To react to congestion in a friendly manner, TCP essentalbpted three rules:

1. If a packet is lost, assume there is congestion.

2. If a small amount of congestion is detected (indicatedHzy receiver sending a
duplicate ACK when packets are received out of order), dsgréhe window size
by a small amount. Specifically, we divide the window sizevi tthen gradually
increment it.

3. If a large amount of congestion is detected (indicatednalie receive no ACKs,
suggesting many packets were dropped), decrease the wsidew one or a some
other small value, then gradually increase it again.
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Initialize W= 1 (or 2) and T with nmax_cwnd

(1) After every non-repeated ACK
if W< T, set W= W+ 1; Slow Start Phase
el se set W= W+ 1/[W. Congestion Avoi dance Phase

(2) When the nunmber of repeated ACKs exceeds a threshold
(fast retransni ssion/recovery) retransnit "next expected" packet;
set T = W2;
set W= T; (i.e. halve the w ndow)
resune congestion avoi dance using the new wi ndow

(3) Upon tinme expire, the algorithmgoes into slow start:
set T = W2;
set W= 1.

Figure 4.6: Description of Additive-Increase/Multiplicae Decrease (AIMD) algorithm for the window size
evolution of a TCP Reno implementation (see [84] for detalttere, W represents the congestion window
size and!’ is a threshold used to switch between the different phasies) eferred to assthresh

These rules are implemented by creatingoagestion windoV76, 84]. When deciding
how much data can be sent, TCP uses the minimum of the coogegtndow and the
advertised window.

Rule two is known as fast retransmit. Rule three is knownas start [121, 3]. Slow start
is also used when a TCP connection is first created. Slowistagases the congestion
window exponentially when a connection is first created.otigestion causes slow start,
the congestion window is increased exponentially untégahes one-half its previous size,
at which pointit is increased linearly.

In short, when TCP packets are dropped, TCP slows down theatathich it sends. For
best-effort traffic, this is an excellent mechanism thaps@revent congestion collapse on
the Internet. For an economic use of a GR service this is, herva potential problem.
When the advertised window is large and TCP sends a largediuraffic, several packets
in a row may be dropped, causing TCP to go into slow start madelgerefore to decrease
its sending rate dramatically. The problem is that TCP prtts lost packets as an indicat-
ing of congestion, but here the dropped packets do not itelmangestion, but the exceed
of the reservation. Therefore, it is in our best interesggrevent TCP from sending data
in large bursts in order to avoid slowing down. As we will segolw, this can be handled
by using traffic shaping at the ingress router with the intemto avoid bursts.

The process of the congestion control mechanism is descnitoge formally in [84]. Fig-
ure 4.6 gives a formal overview of the window evolution.

To emphasize the effect of these mechanisms, we note thatkieved transmission rate,
also called goodput, of a TCP application is limited to theuacwindow size divided
by the Round-Trip Time (RTT), i.e. by the bandwidth-delagghuct [122]. The impact of
dropped packets on the short-term TCP goodput can be enervtultiple losses of pack-
ets within a single round-trip cause a malfunction of the faransmission algorithm of
the most widely deployed version of TCP: TCP Reno [69]. Adatg to the measurement
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of Paxson [101], 13% of the observed TCP Reno traces confaist aetransmit followed
by a timeout. This situation changes TCP’s state to slowt s¢sulting in a significant
impact on the achieved throughput. The Selective Acknogrteeht (SACK) option [89]
was introduced to improve TCP’s behavior in response toiplalpacket losses. SACK
treats multiple losses within one round-trip as a singlegestion signal and can therefore
recover roughly within a single RTT interval. To timeout, FSSACK must loose a string
of ACKs, or loose a retransmitted packet. While TCP-SACKréases the goodput of a
connection in case of packet loss, it is still sensitive tmpdt

First, the use of SACK together with the in high-bandwidthkiesnments commonly used
time-stamp-option limits the number of non-contiguouséssto three. Additionally, the
congestion avoidance algorithms used in combination WiGIS are often fairly conser-
vative, which means that TCP is falling into congestion ocainthase, once a packet drop
is recognized. This impacts the achieved goodput reasgnabl

The macroscopic behavior of these mechanisms is descrb@d i 84, 99]. Experimen-
tation and simulation with TCP-SACK is published in [17, 88]. The general impact of
the window size on the goodput is evaluated in [98, 90]. Stiatl analysis for the impact
on a DS implementation is discussed in [114, 141].

A major shortcoming of these models is that they rely on $meassumptions which are
not necessarily fulfilled in the heterogeneous Grid envitent. Bolliger [12] presented in
his dissertation a comprehensive overview about the listexighput models. Of course,
their general applicability relies on the accuracy of assdimetwork characteristics such
as round-trip time and packet loss rate. It is widely agréed modeling retransmission
timeouts is problematic. Firoiu et. al. [45] state that mosidels do not work accurately
for packet loss probabilities above 0.02. Even by modelvegeffect of timeouts more ex-
plicitly [99], Bolliger [12] experienced side effects ofdiT CP variants and configuration
parameters of the end-systems which limit the accuracy eitbdels as well as band-
width fluctuations. He found that approximately 1% of the &ennnections experienced
a throughput change between the first half and second hdléofdonnection of more than
a factor of 4 (up to a factor of 100!). Due to the heterogeneitthe Grid, the bandwidth
models are useful to support a service level estimationatrihot designed to be a basic
building block for a GR service or the support of deadlinestigging.

4.3.2 The Berkeley Socket Interface

A widely deployed interface to implementations of the TCBtpcol stack is provided
by the Berkeley socket interface which was developed at thigddsity of California at
Berkeley as part of their BSD 4.1c UNIX version. The fundatagabstraction of this
API is the representation of communication end-points asige data structures called
sockets [135]. The interface specification lists a set ofr@jgens on sockets in a way
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that communication can be implemented using standard /oypiut library calls. It is
important to note that the abstraction provided by sockets multi-protocol abstraction
of communication end-points. The same data structure i w#h Unix services as files,
pipes and FIFOs as well as with UDP or TCP end-points.

Though the concept of sockets is close to that of file desusgpthere are, however, essen-
tial differences between a file descriptor and a socketeafar. While a file descriptor is
bound to a file during the open() system call, a socket car extisout being bound to a
remote endpoint. Thus, binding sockets is a separate anoriam process with sockets.
We will use a similar concept for all resource reservationSection 5.2. The operations
for creating and binding sockets are defined as follows:

socket (fam ly, type, protocol)
bi nd(socket, |ocal address, address_| ength)

There are three types of socket interfaces defined with TCRet® For the set up of
a TCP connection the function sequence is different for seadd receiver. While the
sender issues the

connect (socket, destination_address, address_|ength)
call to perform the three-way handshake of TCP, the recéiasito issue two calls:

i sten(socket, queue_l ength)
accept (socket, address, |ength)

An important aspect is the relation between the above lsdflesequence and the protocol
processing of the TCP handshake. While the listen()-cadiniasynchronous operation
which is related to the receipt of TCP-SYN-messages, cd()read accept() are typically
blocking operations. Figure 4.7 gives an overview abouwt thlation. As a consequence,
the execution time of a connect()-call can be used as appaiion for the RTT at the
current state of the network.

Client Server

listen()

connect() accept()
%

RTT

"R
connect returns SN K, ack RTT
m accept returns

Figure 4.7: Functional processing of the three-way harkdshehe execution time of the connect()-call is an
estimate of the current round-trip time of the network.
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Another aspect of the Berkeley socket interface is its i@tato the achievable network
throughput. Ignoring packet loss and congestion, the ttiput of a TCP connection is
fully determined by the socket-use profile of the applicatnd the socket-buffer sizes.

The first throughput relevant parameter is strongly appboadependent. Whenever TCP
throughput is analyzed, most models assume a steady stataah applications can al-
ways provide data to the socket buffer. This is, howeverimetfor all type of applications.
An example here is an MPI-based distributed supercomppteication which has a long
term TCP connection between nodes, but does perform cttmseof different complex-
ity before it reads and writes to the socket buffer. FiguGdamonstrated the impact of
this application behavior. The frequency at which data medto the socket buffer causes
TCP to have a fully opened window. Hence, the protocol stagcts the data at link
speed. It is important to note that the ability to produce amsuime data does also de-
pend on competition for CPU cycles or disk access on the gsigi®s. A busy receiver or
sender might produce a bursty TCP traffic profile even if thaiagtion itself is designed
to operate in steady state.

The second throughput relevant parameter is directly inflad by the socket API. The
underlying data structures of sockets are controlled antiputated by a generic library
call: the setsockopt()-call. With respect to the windowesizised by TCP, the attributes
“SO_SNDBUF” and “SQRCVBUF" control the maximum window sizes of the receiver
and transmitter. Here, however, three constraints have twked:

1. The usage of any buffer size above 64 KB requires the TCEHamwrscale option to
be in place. This option, however, is negotiated during kine¢-way handshake of
TCP. It is thus not possible to use arbitrary buffer sizesham getsockopt()-calls at
any time. Whenever the connect()-call or the listen()- eesipely accept()-call was
issued, the maximum window size is not changeable anymore.

2. Most operating systems use a system wide default pararfioetéhe socket send
and receive buffer. Additionally, they often define a systgitle maximum value
which cannot be exceeded, even though the related setdQckalis using a larger
value. A consequence is that the socket buffer limitaticepgethd on the particular
system configuration. Application developers do often restenthe knowledge of
the configuration parameters.

3. Some operating systems also shrink the maximum allowedjestion window
size [130]. As a result of this, the maximum accepted adsexitivindow might
even be smaller than the socket buffer size, even if there [scket loss at all.

This argumentation leads to the conclusion that any buffieingg algorithm is limited by
the lack of influencing the window-scale option directly. €bsizing the socket buffer,
however, might increase the burstiness and is thus an optiarh requires a careful trade-
off between risk and benefit, especially when this is applea policed GR service.
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4.3.3 Bulk Transfers with Deadline Support

Ambitious applications with demanding TCP throughput isgaents such as bulk-data
transfers with a guaranteed deadline should rely on a GtemdRate (GR) service, where
no packets of a reservation conforming flow should be droppg@therwise TCP might
leave its steady state and would go either into slow-starbongestion control phase, which
would significantly reduce the achieved goodput.

In combination with the possible burstiness of several iappbns, any QoS framework
supporting guaranteed deadlines for TCP-based file tremsif®uld either support reason-
able short-term bursts without dropping the packets eiplior must build mechanisms
which avoid these bursts. The term “reasonable” dependseddsired peak rate and the
expected round-trip time in the network, i.e on the requiwattiow size of the transmitter.

As mentioned above, the achieved goodput of an applicatempends on the following
major factors:

e The rate at which the application is writing to resp. readnogn the socket buffer,

¢ and the socket buffer size of receiver and sender with réspéice round-trip-time
of the network in between.

e The amount and the distribution of dropped packets. Wheraepacket gets dropped,
the TCP source reacts on this either by falling into congestontrol mode, which
halfs the current transmission rate, or, in case of a morgt®oss scenario, by
falling into slow start mode, which cuts of the goodput evesrendramatically and
requires a timer timeout in the order of several tens of arsgco

Network applications have to balance those factors effilgieraditionally, they have to
estimate their socket buffer write rate. This write rate lbawviewed as the rate the network
should at least be able to serve the related flow. Howeverghtbe hard to estimate this as
it depends on more then the application itself. The exenwivironment such as disk 1/0
and CPU competition has an influence on the actual rate. lodhtext of a Grid resource
management, we can address this issue by offering theyatailito-reserve the end-host
CPUs. Second, the application has to select an appropdeakeisbuffer size for a given
connection. The important issue here is, as stated abosethis socket buffer size must
be set before the connection is established. Unfortunatetyght be counterproductive to
simply overestimate the socket buffer size in a best-effovironment. When congestion
occurs sporadically, a large socket buffer introduces aenboirsty traffic pattern. The
ability to access a GR service which is capable of handlindlabdcket buffer size without
any packet loss is a potential solution for these issues.



4.4. CONCLUSION 61

4.3.4 Control and Adaptation

The ability to control the actual use of the network and tctea state changes is essen-
tial in Grid environments. The support of bulk transfershadeadline support introduces
additional control features which should be supported bgradvidth broker. This is espe-
cially true if the specific need of such a transfer is addieeskiés designated to use unused
service resources as long as no one else is actively reqgelsém. An automation which
adapts the actual transmission rate to the state of the neamal which still guarantees to
meet the deadline is therefore a desirable feature. Thigyaioilcontrol and to adapt, also
based on the existence of state feedback mechanisms, igal legpult of this desire.

In Grid environments, adaption is a common behavior of maplieations. A teleim-
mersion application reacts to user actions by adapting itteat world. For example,
sensors detect the user’s location and orientation to erthblsimulation program to per-
form calculations to update what the user sees. This cradtiggly dynamic environment,
because the result of the simulation process is not knowdvarece. For example, one re-
sult of this calculation could be that a new object has to lustilated and stored in the
VR-database. Another example would be a major update ofituahzed virtual world.
Any portion of this process may be distributed: the raw daggy fpe sent to the client’s
computer to be processed and visualized or processed dgtaensant to the client’s com-
puter to be rendered [29, 49]. The related bandwidth remergs are difficult to predict.
A QoS framework should therefore provide feedback inforametio the application which
indicates when it has made a reservation that is too smadiodiarge.

4.4 Conclusion

Bandwidth brokers facilitate and control the access to agtwervices to their domain by
encapsulating the underlying Quality of Service mechasiom their users and can thus
be viewed as the manager of the network as a Grid resourceGtidanvironment, users
typically do not contact local resource managers directhstead, they use a common
resource management framework that securely intermadtveen the Grid and the
resources. This leads to the conclusion that bandwidtheosoghould be a part of this
framework.

The specific service demand of Grid applications was alrehsijussed in Section 2.3.
This chapter extended the capability requirements for wadtth brokers by the particular

constraints of the complex Grid infrastructure. First, tmmand for advanced network
services is always associated with the demand for addltresaurces, i.e. the demand for
capabilities which act as a data source and sink. The sufipatcoordinated reservation
and allocation of multiple resources is thus a fundameetglirement for a Grid-enabled
bandwidth broker. Advance reservation capabilities arefcient vehicle to support this
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task and are therefore a design requirement. Second, bditdokers must be integrated
into the distributed authorization environment of the Gmith complex policy dependen-
cies. In this context, the network is a particular resoursdt & typically organized by
bilateral service agreements of administrative indepenhdemains. Finally, bandwidth
brokers, when applied in a Differentiated Services (DS)remment, should be capable of
offering the required services for different packet défetiation rules. Following the prag-
matic deployment concept of the Grid, they should in pritecle able to offer the required
services in environments which implement only a singlengrzed per-hop behavior: the
Expedited Forwarding per-hop behavior.

A consequence of this is the requirement to incorporatdidrahgineering capabilities
into the bandwidth broker design. Traffic engineering is hisle for the provision of
per-domain behaviors, i.e. a basic building block for offgrstrict service parameters
for aggregate scheduling. Additionally, it allows the aolied isolation of a particular
set of service requests and can thus support the pathatiffation of services. Feedback
mechanisms which ensure the consistency between the aomestrol and the actual
path of a flow in the network are a requirement to pertain I sarvice-robustness.

From an application point of view, bandwidth brokers shosighport the effective use
of the network resource. This leads to the demand to incatpdeedback mechanisms
which support the development of adaptive applications.eByer adapting the injected
traffic profile or the service request, applications caratieely optimize their use of the
networking resource. For TCP-based applications usingsigiaed Guaranteed Rate tun-
nel this is, however, an unsatisfying approach. The prdtspecific flow and congestion
management mechanisms of TCP decouple the control of tHieafigmn about the injected
traffic profile. An embedded approach, in which the bandwintthker is capable of pac-
ing the injected traffic appropriately to the capacity of thenel is the more reasonable
approach for this type of application.



Chapter 5

Design of a Grid Bandwidth Broker

This chapter evolves a flexible bandwidth broker architecthat addresses the particular
design of emerging Grid applications.

5.1 Design Layout

This section structures the tasks of a bandwidth broker a&astribes the fundamental
building blocks of the proposed framework.

5.1.1 Scope of Control

The task of a bandwidth broker is to facilitate and contreldlicess to network services for
applications. Here, the bandwidth broker performs admirssontrol, resource provision-
ing and other policy decisions, and can thus be viewed asiresoanager of the network.
From the Differentiated Services (DS) architecture pointiew, a bandwidth broker ex-
pands the Per-Hop Behavior (PHB) of aggregates to a Per-boR&havior (PDB) [95]
(refer to Section 3.2.2 for a definition).

Each PDB has measurable, quantifiable, attributes thateaisdx to describe the service
characteristics of the traffic. While the associated PHB$ale a great impact on the
achievable PDB attributes, the topology and the injectaftic¢rprofile influence the service

as well.

Because of the fact that end-to-end guarantees in Gridemwients are likely to happen in
complex network environments where multiple independéntiaistrative organizations
are responsible for the operation of subparts of the netwioskvery unlikely that a single
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bandwidth broker will control more than one administratilenain. Instead, each admin-
istrative domain wishes to have control over their resaaiesed will thus operate its own
policy decision point. A network reservation for trafficteasing multiple domains must
therefore obtain multiple network reservations, as showfigure 5.1.

&) A
3

Domain C

BB-B

&) A

Figure 5.1: The multi-domain reservation problem. Aliceds to contact three bandwidth brokers (BB-
A, BB-B, BB-C) to make a network reservation from her compitedomain A to Charlie’s computer in
domain C. From the perspective of the reservation of a GEduece, the problem can either be handled by
actively requesting a reservation in each domain, or, parently for Alice, by contacting BB-A which is
responsible for propagating the reservation requeststbdndwidth broker of the downstream domain.

Whenever service guarantees have to be obtained in mulliprains, a specific contract
between peered domains comes into place. This contracllesl @Service Level Agree-
ment (SLA). It regulates details about available servicele by specifying the related
parameters, access policies, and associated costs. Hem&t,A regulates the acceptance
and the constraints of a given traffic profile. Note that senassociated costs and access
rules are also listed in this contract. In contrast to thenfdrcharacter of an SLA, Service
Level Specifications (SLS) are used to technically desdhleeappropriate QoS parame-
ters [128] that an SLA demands. According to Nichols and €aigx [95] the definition

of an SLS is as follows:

Definition 8 A Service Level Specification (SLS) is a set of parameterghaidvalues
which together define the service offered to a traffic stregra BS domain. It is expected
to include specific values or bounds for Per-Domain Behaparameters.

SLSs are used by bandwidth brokers as input informationhfeir admission control pro-
cedures. End-to-end guarantees can then be built by a chaitss, i.e. by the transitivity
of all SLSs.

An example SLS could list domain and service specific bouaddor delay and jitter. It
could also specify a minimum bandwidth available for re¢eiss depending on either their
source and/or destination address, and a threshold fov#ilalale bandwidth. In this con-
text, the service requester would be able to claim the dermn&bdndwidth dynamically.
Whenever SLSs allow a service provision independently frleenactual egress point, the
granularity of control is quite limited:
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e The maximum available bandwidth for this type of servicesloely depend on the
minimum link capacity and not on the actual path in the nekwor

e Multiple ingress domains might interfere and thus mighuesthe amount of avail-
able bandwidth again

e Delay and jitter boundaries used in the SLA have to be caledlbased on worst-
case assumptions for their use of network links

Because of these limitations, this dissertation proposesehitecture where an SLS lists
the service parameters between each pair of ingress- aesisggpint. In this environment,

a bandwidth broker dynamically maps service requests iotitagersing path. A service

request is only granted if the bandwidth broker is able toded the service availability

on all traversed links. Each service request must therefon¢éain a destination address
which allows the derivation of the related destination doma

The desired granularity of service control is for transigainains different than for end-
domains. While end-domains typically perform their admoisscontrol on a per-request
base, transient domains are focusing on their contractudbomance. The more dynamic
contractual obligations are, the more state updates habe fmocessed. It is likely to
happen that dynamic SLAs are also formulating rules whigjulege the dynamic state
changes. An example for this is to claim that reservationests have to be made in chunks
of a particular granularity. This is reasonable as trannsiemains might want to reduce
their signaling overhead, and, in applying traffic engimegemechanisms, they might want
to use these reasonable sized reservations to map thenerfiicio the topology. This
leads to the abstraction of a core tunnel:

Definition 9 A core tunnel is an aggregated uni-directional reservatimtween the two

end-domains. It connects egress router of the source-domi¢h the ingress router of the

destination-domain by means of the service request pamEmeiny subject authorized to
use this tunnel may then request portions of this aggregatelwidth by contacting just

the bandwidth brokers of relevant end-domains. Intermedi@mains do not need to be
contacted as long as the total bandwidth remains less thasitte of the tunnel.

A core tunnel instantiation of a single transient domairelyicelates to the Per-Domain
Behavior and fits well to the proposal to incorporate traffigiaeering mechanisms during
its allocation. In some sense, the PDB can be viewed as a coreltwith particular
service parameters. Core tunnels traversing multiple dwy@an then be viewed as the
concatenation of the PDBs of all transient domains.

5.1.2 Basic Architectural Framework

A first functional decomposition of a bandwidth broker is aésed in [23]. This thesis
proposes a different, more integrated decomposition ddlimg blocks:
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External Signaling Interface: This block is responsible for the receipt and the propaga-
tion of service request relevant messages. It interfacésexternal entities includ-
ing the Grid resource management system. Requests cankatbaginated directly
by an application which uses intra-domain specific autieatibn and authorization
mechanisms, by a peered-upstream bandwidth broker, or bpstream bandwidth
broker which is responsible for signaling service requéste tail-end of a core
tunnel.

State Repository: This block is responsible for the bookkeeping of reservetiolt in-
corporates the knowledge about the link topology of the domaich includes any
routing information. Reservations might be of differerdtes and might consist of
individual micro-flows or aggregates. The topology infotioa is typically derived
by a link state protocol and can change over the time. To presE robustness, the
state repository must follow a soft state model. Hencegpnattetng the state reposi-
tory with the information gathered by network managemeailstactive monitoring
techniques, and by routing protocols is a design goal. Wrexndirectory enabled
networks are used, the state base should be incorporatetheitirectory.

Policy Repository: This block is the clearinghouse for admission control rafegvules.
In addition to local intra-domain rules, it also denotes $kevice level agreements
with peered domains.

Internal Signaling Interface: This block is responsible for interfacing with the routers.
It propagates the current QoS policy information, monitihvs edge-devices for
reservation relevant events, and supervises the domaavémts related to the state
or policy repository.

Control Procedures: This set of procedures is driven by the signaling interfatésing
the repositories, it processes reservation relevant et initiates the appropri-
ate reaction such as initiating a configuration update tgjindtie internal signaling
interface or responding to the requester through the eadtergnaling interface.

Figure 5.2 illustrates the proposed architecture.

5.1.3 External Signaling Interface

There are two different types of environments bandwidttkéers are used in:
1. end-domains
2. transient-domains

As explained above, end-domains typically want a fine geancntrol about the access
to their network services, which often means the autheticand authorization of each
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Figure 5.2: Functional decomposition of a bandwidth bratdeich consists of five basic building blocks.

single service request. In the simplest case, the sourcaiddmalso end-domain which
means that the service request is domain internal and onigléa by a single bandwidth
broker. Here, the external signaling interface is resgmeador the interaction between
user and bandwidth broker. From the perspective of a Griouree management frame-
work, end-domain bandwidth brokers operate as local regonranagers. Hence, they
are accessed by standard resource acquisition methogsateid either by end-users or
higher-level services. Whenever the underlying secunfsastructure uses the principle
of delegation, the higher-level service impersonatesigsiester which leaves the trust re-

lation ship to that received in the case when the user was eomnaating directly with the
bandwidth broker.

Transient-domains are focusing on their contractual aliligs, i.e. on their ability to
fulfill all SLAs in an economical manner. Policies and praaexs are therefore likely to
be different from that of end-domains. While end-domainsdglly grant access on a per-
user and per-request base, transient-domains might wesguitate that access to a specific
service is only granted in chunks of a particular size, iadwidth units and service time
length, to avoid frequent updates of the edge devices. cSkatAs are the extension of
these limitation, as they specify that the service is atied¢at once, and is available for
any time the SLA specifies. On the other hand, transient-dwraae quite interested in
service relevant events of their downstream domains asriglst affect their own ability
to serve their customers. The ability to perform asynchuosrevent notification is essential
to address this demand. From the perspective of a Grid resomsinagement system, these
heterogeneous policy requirements can be addressed byfferent concepts:

e The network is partitioned into domains. Hence, the netwgyrkesource is con-
trolled by a set of bandwidth brokers which are the local ues® manager of their
particular domain. A network reservation is then compardabla coordinated al-
location of multiple resources. Any requester has to cdargkeelevant bandwidth
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brokers explicitly and is thus responsible for deliverihg telated policy informa-
tion. There is a direct trust relationship between requestd bandwidth broker.

e The network is viewed as a single resource managed by thevtdthdoroker of the
source domain. Downstream domains are hidden to the requdsiis encapsula-
tion is valid because end-to-end services always depentieaggregation of the
achievable services in each relevant domain. This conbepiever, requires that
service requests are transparently signaled between lthané bandwidth brokers
among the path.

Both design options are explicitly discussed in Section%.4

In addition to the design decision whether the network isdlethas a single resource or

not, the external signaling interface should also be viea®ad separate, not necessarily
Grid related interface. By decoupling the interface from @rid resource manager inter-

face, the architecture gains the flexibility to evolve bo#intp more or less independently.
This dissertation therefore proposes to embed an additeyex between the Grid resource

management and the external signaling interface. This laygements a separate process
which is a wrapper between the Grid resource managemeninsiesrand the semantics

interfaces the external signaling interface.

It is clear that the interface should implement the autlvatibn method required in the
related scenarios. Though it is decoupled from the Griduesmanagement, it still
requires a flexible authorization framework. A generic auttation framework for the
external signaling interface is evolved in Section 5.4.2.

5.1.4 State Repository

The State Repository is responsible for the bookkeepingsémvations. This disserta-
tion proposes a simple slot-table [30, 72] model where aéreations are placed in a
co-ordinate system based on the start- and end-time (X-amttheir requested amount
of the service class (y-axis). The latter will typically bargwidth, either in a percent-
age form or in an absolute value. Reservations are thusdsior®rms of rectangles in
a co-ordinate system. Whenever a reservation arrives, st beiable to place the related
rectangle in the co-ordinate system without any overlapetise the reservation exceeds
the dedicated service amount for at least a small periodvd.tiFigure 5.3 illustrates the
graphical representation of slot tables.

Though more efficient data structures such as segment teseslieen proposed [116],
their basic functionality is equivalent. The model of a gkile with its nice graphical
representation is convenient to describe the requiredifumaldity of the state repository,
regardless whether the implementation does actually melgitberent data structure. Ag-
gregation of reservations is the conceptual vehicle toesidscalability problems of the
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Figure 5.3: The State Repository uses slot tables to keek #&taout capacity promises. Here, the graphical
representation of a slot table is illustrated in which fagarvations were placed.

state repository. The State Repository extends the slt# tabdel in such a way that a
bandwidth broker maintains a slot table per link. Every reggon request must somehow
be consistently mapped to the related path in the topologis important to note that
IP-robustness requires that this mapping might vary owetithe.

To support this dynamic mapping, an additional abstraagsantroduced which we call
“a traffic trunk”. A traffic trunk connects ingress and egresster with a particular level
of service. Hence, traffic trunks are the persistent reptasen of an accepted service
request. In the simplest case, which is typically existargnd-domains, each single uni-
directional reservation is related to a traffic trunk. Théyatifference between a traffic
trunk and the reservation for the particular flow is that ks&imay exist without having to
denote the end-points, i.e. without listing both port nursbdraffic trunks are a vehicle
for the support of advance reservation where any missirgrvagson related information
is completed when the service is claimed, i.e. when the paribers are known. In the
more complex case of a transient domain, a trunk is typiaalyivalent to a core tunnel
reservation, i.e. an aggregated reservation which mighsbd by multiple flows. Note that
a trunk is always uni-directional. It only provides guaksd for packets traversing from
the source downstream to the destination. Any upstreamagtees have to be requested
separately.

For the State Repository the introduction of a traffic trurdgams that it has to persistently
store their attributes. Trunks represent the unit of irsiefer bandwidth brokers, as they
represent the granularity of interest in both environmemtsd- and transient-domains.
Network reservations are always represented by traffikgrutVhenever the reservation
is instantiated or the State Repository is updated, trafiickis are dynamically mapped to
the topology using an admission control procedure with ipomated traffic engineering
mechanisms.

While atraffic trunk itself is dynamically mapped to the téggy, the proposed architecture
assumes that the end-points of any traffic trunk are fix. Theg®ints are the only way to

assure that multi-domain reservations are instantiateadogorrect domains. Whenever a
trunk would end at a different end-point, this would eitherebdifferent ingress or egress
router. The problem here is that a traffic trunk could direc peered domain without any
activated reservation. This, of course, does have an ingpettie requirements for the State



70 CHAPTER 5. DESIGN OF A GRID BANDWIDTH BROKER

Repository. The knowledge of routing updates is not justartgmt for a consistent admis-
sion control model, it is also essential for the ability ttugeguarantees between domains.
For transient domains, traffic trunks can be viewed as a tumnieh connects the egress
router of the peered upstream domain with the ingress raitdre peered downstream
domain.

5.1.5 Policy Repository

Whenever a service request arrives, a bandwidth brokeraud@sain and requests specific
set of rules to decide whether the request can be granted.oftme set of rules includes

e Requester relevant information (who is allowed to acces®aic service)
e Request relevant information (when and what is a specifityealtowed to use)

e Domain wide policy information (are there specific domaim&rules such as ser-
vice access is only granted in chunks of 5 Mbps)

e SLS relevant rules (what are the principal capabilities haedwidth broker can
claim at the downstream domains)

e Network management derived information (what are the $pezapabilities of the
network devices and of the management instantiation)

The above listed set of rules indicates that there is a fuedsahdifference between the
policy repository of transient domains and that of end-doshaEnd-domains of network
reservations will often want to grant access to their ada®de network services based on
attributes that precisely describe the requester and dlndéiorization to actually produce
or consume the traffic. For example, an end-domain mightreafauthorization policies
stating that network reservations are accepted only ifeqeester is capable of presenting
authorization attributes that fulfill listed requiremeiissociated with the resource, pos-
sibly including a track record of past use. Alternativetyniay be sufficient that that the
requesting subject is a known subject in the end-domainaeceiss is granted without con-
sidering rules concerning the requested resource. Trandomains, however, are more
concerned about fulfilling their contracts with their pekdomain. Hence, they typically
do not care about individual subjects requesting servim#spn requests originating from
a well known subject, i.e. a peered bandwidth broker. Thesequence is that the basic
architecture does not make assumptions about the form lbbamation rules. Instead, the
model proposes a module which simply validates the autatioiz on a per-request base.
As a prerequisite for this, it requires that all requestsramtually authenticated, i.e. the
bandwidth broker and the requester are capable of detargihe corresponding entity.

Domain wide policy information and network managementwstiinformation describe
the specific capabilities of the underlying topology. Thisludes the specification of link
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capacities, traffic engineering rules, and service prowisiapabilities of the network de-
vices.

SLS capabilities connect the agreements with peered @pstiemains with that of peered
downstream domains. Whenever requests arrive which cdrenatet by a downstream
SLS, it cannot be handled.

5.1.6 Control Procedures

The core of a bandwidth broker is a set of routines which me&Ervice requests with
respect to the constraints given by the repositories. litiaddo this task, adaptive tech-
niques should also be supported. An example for this is tleetbee propagation of reser-
vation relevant events.

To structure the set of control procedures, the followingcfional decomposition can be
used:

e Request processing routines which process requests ategirirom end-users and
upstream bandwidth brokers

e Response processing routines which process messagesateby peered down-
stream bandwidth brokers

e Event processing routines which process asynchronousagesseceived by one of
the signaling interfaces. Note that the events can alsoumedaby a polling or timer
strategy of a particular control procedure. An examplelierlatter is the set up of a
timer which indicates when the starting time of a reservalias arrived.

5.1.7 Internal Signaling Interface

This building block of a bandwidth broker interfaces withtwerking devices. In a DS
environment this mainly, but not exclusively, includes #duge routers. The internal sig-
naling interface is designed to assure the consistencyeaetihe state of the network and
the State Repository. Whenever a router state changesy bittsome automatism such as
an routing protocol update, or by some other event such adraméstrative configuration
change of a particular edge router, the internal signalmeriace is responsible for the
receipt of the event and its bandwidth broker internal pgapian.

The proposed model does not rely on a particular mechanistheointernal signaling

interface. Of course, the use of the outsourcing model oftmamon Open Policy Service
(COPS) protocol [34] appears to be a good mechanism for §rechsonous propagation
of events. In this model, routers, also called Policy Erdanent Points (PEP), are able
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to asynchronously inform a Policy Decision Point (PDP), ur oontext the bandwidth
broker, about events. COPS defines a generic message ferev@sts. The actual reasons
for such an event depends on the underlying capabilitieseohétwork devices. A typical
example of what the PEP is capable of is that it automatiqgalbpagates its actual QoS
configuration to the PDP when it is restarted. This inforomaiis quite important, as it
ensures that the State Repository of the bandwidth brokeibeakept consistent to the
actual configuration of the routers.

However, the proposed architecture does not rely on COP& framework assumes the
basic functionality of experiencing state updates withmating this to a particular mech-
anism. An alternative instantiation of the internal sigmglinterface could also follow a
pull-model. In this scenario, the bandwidth broker pematly connects to the edge routers
and extracts the related state information. In contraste@asynchronous COPS outsourc-
ing model, this implementation would not allow a fine gramwansistency, but it could
provide more flexibility with a reasonable delay for the pgpation of state changes.

5.2 Support of a Coordinated Reservation and Allocation

The general problem of QoS implementation and managemeaté&ving increased at-
tention (see, e.g. [62]). Proposals for advance resenstypically employ cooperating
servers that coordinate advance reservations along atoegid path [136, 42, 30, 64].
Techniques have been proposed for representing advareawatsns, for balancing im-
mediate and advance reservations [42], for advance rdsema predictive flows [30].
However, this work has not addressed the co-reservatioasafurces of different types,
as it is required in Grid environments. This section refimesfundamental of the design
listed in Figure 4.1 by embedding the bandwidth broker ined&rid advance reservation
context as it is illustrated by Figure 5.4. The external algng interface of the bandwidth
broker is encapsulated from the Grid resource managemsietisyy a process, a wrapper,
which intermediates between the two interfaces. Grid appbns use a unique user in-
terface, consisting of a set of well defined operations aethhchically structured service
request attributes to interface with the bandwidth broker.

The root-level contains the following generic reservatttnibutes:

Start Time: The earliest time that the reservation may begin. A resenvatiways has
a start time, even if it is an immediate reservation, whichihe at the time the
requester submits the request.

Duration: The time a reservation lasts

Service-Specific Parameters: Parameters that are unique to a specific service, such as a
guaranteed bandwidth or delay boundaries for network vasens.
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Figure 5.4: The integration of a bandwidth broker into th@®esource management. The external signaling
interface is encapsulated by a Generic Advance Resenfatierface which maps Grid requests to requests
understood by a particular resource manager. Componerntediandwidth broker are useful for other
resources as well. Slot tables, as proposed for an implexientof the State Repository, are a general
abstraction which are also of interest for the developmégatieer resource management systems.

Optionally, a reservation may specify the additional btité “End Time”. The purpose of
this optional parameter is to allow a more flexible placenwnhe actual reservation. If
the difference between end and start time exceeds the valderation, any given time
subinterval of the correct duration within the start-enigival is accepted for the reserva-
tion.

The next level inherits the root-level parameters and eldéimem by request parameters for
a single resource. Parameters here are unique for eachftygmoarce, such as bandwidth
for a network reservation and number of nodes for a computagiservation. For network
reservations this includes the identification of the comitation end-points, the long-
term average transmission rate, the amount of bytes whictbeasent in addition to the
long-term transmission rate, and boundaries for delay itted |

In some environments it is necessary to differentiate &rrtlhn example is the provision

of two services based on a single aggregate behavior. Tipeged design therefore allows
additional child-levels in which the service request isadletl further. For network services
this includes the indication to perform deadline file stggiaccess to a Premium or a GR
service, and the use of an existing aggregated reservation.

Reinhardt [107] discusses the impact of advance reservahaeservation protocols. He
identifies three basic phases of an advance reservatioansysbDuring the negotiation
phase users propagate their requirements to the advareeatsn system. After inter-
preting the specification the system launches an admissiunat procedure which checks
the availability of the requested capability for this pautar user over the given time in-
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terval. Once a reservation passed the admission controégupe, the intermediate phase
begins. During this phase the user is able to renegotiateigest. This may include the

cancellation of the reservation as well as an in- or decrettbe requested resource. Feed-
back mechanisms initiated by the advance reservationmyate used during this phase
to inform the user about events which could result into aifaito achieve the requested
type of service. Finally, the channel usage phase beginsrerthe reservation is actually

instantiated. It is left to the implementation whether thstantiation of a reservation is

done automatically or whether an explicit notification naggsis required.

The proposed model reflects this phase model by means obiposied operations. First,
it distinguishes between making a reservation and claining/hen a reservation is re-
quested, it requires the specification of the mandatorjbaters listed above. Once the
reservation request is accepted by the bandwidth broker;calted reservation handle
is returned from the system. This is some abstract credeh&ibuniquely identifies the
reservation and can then be used to determine whether asigguthorized to perform
subsequent operations on the reservation, i.e. to rergadtie request. Renegotiation is
supported by event asynchronous notification. Once a rasemwas accepted, the band-
width broker informs interested and authorized entitiesutivelated events. To actually
use the reservation, it has to be claimed actively.

Proposed Reservation Operations

Create Reservation: This operation requests a reservation with a particulat tstae and
duration. It is the base for all further operations. Note thetwork reservations are
uni-directional reservations.

Modify Reservation: This operation modifies an existing reservation. For instaone
can increase the bandwidth that has already been requesteddification which
reduces its requirements normally succeeds. There mayctmdahat cause reduc-
tion modifications to fail, such as local policy that does altw small reservations
on some resources. However, the underlying implementationld implement this
operation following the "make before break” principle,.i.by not cancelling the
existing reservation and then making a new reservation.

Cancel Reservation: This operation terminates an existing reservation.

Bind Reservation: When the application is ready to use a reservation, it may nee
provide run-time information that was not available at tineetthe reservation was
made. This is known as binding a reservation. For examplsyark reservations
require port numbers to be specified, but they are not uskatiyvn at reservation
time. Not all reservations require such run-time paranseter

Unbind Reservation: A reservation can be unbound. It will no longer be usable gy th
subject using the reservation. It can then be rebound withroa-time parameters.
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Committing Reservation: When a reservation is created, it can be specified as a two-
phase commit reservation. Such reservations time-out aftpecified time period,
unless the reservation is committed.

Query Reservation Status: This operation returns the current status of the resenvatio
The status includes whether the start time of the reservditas been passed and
whether the reservation has been claimed.

Query Reservation Attribute: This operation returns attributes associated with an ex-
isting reservation. This includes begin and end time of tivergreservation, and
whether it is a two-phase commit reservation. It also inetudpecific information
required to actually use a bound reservation. Exampldates are a directory name
where data was staged on, or a queue name which has to be usedbhoitting a
job.

Register Callback: This operation registers a function that will be called whsnstatus
of a reservation changes or when the reservation managkesvis provide extra
information to the application.

When a reservation is made, a Control Procedure is provia@tithorization of the re-
questing subject. Once the basic authorization check waessful, an admission control
procedure approves whether the bandwidth broker willindetiegate the request resource
capability to the requester during the specified time caigtr To perform this check, it
might use additionally given policy information, eithersgad within the request, or ac-
quired at a trusted entity, i.e. a policy server. While tlim&ssion control step definitively
involves the access to local data structures which are sgobto keep track of sched-
uled reservations, it could also be a more complex procethuelving admission control
checks in downstream domains. The latter is the case whepmication is trying to re-
serve end-to-end network bandwidth in a multi-domain emuinent, and the network is
handled as a single Grid resource. In this scenario, thessiloni control has to be done
at each traversed domain and the answer of the check is thenction of all answers.
Consequently, the admission control tests of a distribbeatdwidth broker architecture
typically involves complex signaling mechanisms.

5.3 Building Per-Domain Behaviors

The creation of a core tunnel in transient domains can beprdgted as an agreement to
serve the related aggregate with a particular service,leeela Per-Domain Behavior. So
far, Section 3.4 presented the basic formalism for calmgdaa boundary for the delay:
the network calculus. However, the discussion focused enrttrtoduction of a formal
model for modeling network capabilities for single flows.ig kection extends this model
to aggregates. In contrast to [9], the proposed framewods dmt assume an arbitrary
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topology. Instead it incorporates the ability to perforaffic engineering and deduces the
formalism for determining an assured delay boundary for &R candidate.

A DS implementation of a Premium service often relies on théta to serve the EF ag-
gregate with non-preemptive Priority Queuing (PQ). Asswgva token bucket constrained
arrival curvea(T) = rT + b, we receive a rate-latency service cufvevith rateC' and
Iatencyg for PQ, wherelL denotes the amount of bits the non-preemptive interfacaejue
is capable of storing.

Given an arrival curve and an extended service curve, thedrdal deviation gives a
bound for the virtual delay (refer to Definition 2). Note thiais relation does not assume
a single network node. Instead, the applied formalismsealiethe assumption of a system
which serves packets with an extended service curve. $eBtibalready stated that the
service curve of a system consisting of multiple notles, where each of it provides a rate-
latency service curvg,, is given by, ® ... ® (5,,. By computing the end-to-end service
curve as the min-plus convolution of the service curves laofi@des, the “pay bursts only
once” principle establishes a better delay boundary thawedd receive by sequentially
modeling the domain node by node.

We now use this relation to formulate the service curve foroa flor aggregate) in a
domain. At the moment, we ignore any changes of the aggregatgosition. For

1 < ¢ < nlet C; denote the output link rate of nodewhich is offering a rate-latency
service curvej,, . We are interested in the service curve of a Premium flow which

traversing the nocieﬁ(z’) 1 << I,wheref: 1.1 +1+~ 0..nis amap which orders
the traversed nodes. Note that we introduce an imaginarg hadl which is the ingress
router of the peered upstream domain. Hence, we recéie# f(j) for i # j and
f(i) =0 =i = I+ 1. Following the above formula for the service curve of a coewa-
tion of nodes, we receive:

I
Bra(t) = mini<i<r (Cra)t — Y

L
n ]+ (5.1)
i=0 ¢

C

We now have a formula for expressing the service curve of @sysonsisting of multiple
nodes each of it offering a rate-latency service curve. Wdaissing, however, is the tran-
sition to an aggregate service curve in which we considetiptetking and de-multiplexing
points.

What we additionally have to take into account is the fact tha traffic profile of the
aggregate changes with every flow joining or leaving the egage. LetF}, be the flow of
interest. Let us further assume ttgtis entering the aggregate at nofld ) and is leaving

it at f(I). Note that we again assume an imaginary nbeel which is the ingress router
of the peered upstream domain. Hengg, + 1) is defined. We are interested in modeling
the aggregate behavior in a way which enables us to derivedaoies for the delay and



5.3. BUILDING PER-DOMAIN BEHAVIORS 77

the backlog at a particular time interva, ¢,] in which the amount of relevant micro-flows
in the aggregate is constant. L&tbe this number and let name all flows by N : F;.
Furthermore, we are interested in formulating rules fortadling the boundaries when
the aggregate changes.

We start in formulating the problem for nogé1) where we do have fresh arrival curves
and assume that our domain is configured to use non-preeiority queuing between
aggregates. Within a single aggregate packets are sereedliFO manner.

Let frjﬁg; < N be the amount of aggregate micro-flows which are traversorg hodef (1)
f(2)

to nodef(2), i.e. over the same link as;, andmy ) : 1. rfgl) — 0..N be a map which

maps these micro-flows to their notatién 7@ - If all micro-flows of the aggregate are
M)

constrained by some token bucl@;a;1 72 137 Ty 2) (l_)), we receive an affine arrival curve for
(1) F()
the whole aggregate which is constrained by a token bucket
o) e
(XY 0 @ S 0 ).
v mf(l)(l) t m (4)

Because of the fact that all nodes are serving the aggregfita vate-latency service curve
B, 1.e. B;(t) = Cyppylt — —(] we can derive an aggregate bound for the virtual delay:

f(2)
L+Zz 1 U f(Q)()

df(l) (t) S (1)
Cra)

To derive a result for nod¢(2), we have to construct an arrival curve for the exit traffic
of node f(1). Fortunately, Theorem 3 gives us a constraint for the ouiput of node
f(1). As we are interested in formulating an arrival curve, we aasume > 0 and
D ik, Pd ) < Cyu. Using the notationv for sup or, if it exists, for

max:a V b = max{a, b}, the constraint is given by [14]:
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(@) (@)
i) 7))
Z T i@y Tt ZP 1)) @ (Bray (1) () (5.2)
o S
F(1) F() I
= su o +(t+u L= Cyylu — + 5.3
uzg{; m;g;() ( izlpmj:g;(z) f(l)[ [Cf(l)] } (5.3)
(@) (@)
() i) I
= sup o f@,. + (t+u) @, — Craylu — v (5.4)
OSUS%{; my(5) @ ( ; Pmi® ) sl Cf(l)] J
(@) (@)
() () I
4 (t - - + 5.5
sup {Z iy + (t+u) Z Pt @iy — Crnlu Cf(l)] ¥ (5.5)
Tr1) i=1 i=1
(@) (@)
() ()
- sSup {Z O-mf(Q)(i) + (t + U) Z pmf(Q)(i)}\/ (56)
R £ =M
I (2) (2
() 7 I
4 (t - - + 5.7
W {0 T ) D P~ Crolu Gy 1 G0
Cf(l) =1 =1
P2 e
F(1) "¢ (1)
= sup {Z 7,52, + (t+u Z p i) )}\/ (5.8)
osus b TOC @
0
(@) (@)
5 i)
SE{Z Um}fgg(i) + (t+u Z pm;g;(i) — C'f(l)u + L} (5.9)
U2 Sy =1 =
o £2)
7 [ W
= o L+ Y 5.10
Q7o 0 G) 2Py} (.10
(@) (@)
5 £
S {; 0,0y + (1) ; Pty — Croyu+ L} (5.11)

St
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By using the information about we can now calculate the remainisngp-value:

@) @)
(1) TR
= o 5.12
{Z i@+ Cf(l z; I @) (o)} (5.12)
@) @) @)
() T 1)
sup {ZU 1@ +th 1@ 5 +ul Z,O 1@ )~ Crmy) + L} (5.13)
oy =l
@) @)
f(1) (1)
= 5.14
{ZU @)+ Cf(1 ;P o (5.14)
f(2) f(2)
T T
5.15
{ZU f<1)( Z;P (f; ( )
@ C)
Tr(1) T¥(1)
= o —l— (t+—=—— 5.16
= oug 0+ 50 (516)
@)
;85 Z—i(ll) pmf(Q)(Z.) ;85
(1)
= o i )t 5.17
=2 ot () (517)

We thus receive a token bucket constraint for the exit trafficodef(1). The average rate
of the exit aggregate is the summation of all aggregate nilowes, but we experience an

increase in burstiness of o

sz(l) (P f(z)( ))
Cra)

L

To incorporate the advantage of the “pay bursts only onagcjpie”, we concatenate the
rate-latency service curve of all nodes. Sodar 1 let nodef(v) be the node at which the
composition of the aggregate is changing the first time. Weive:

P2 P2 P2
Tr) Tr) Tr)

ZU 1) —I— Z Cf( ) Zp 1), Zp f(2) t (5.18)

f(l) f(l)

By reapplying this procedure at downstream nodes we receigensistent end-to-end
model for aggregates. What is missing, however, is a modeldenultiplexing the aggre-
gate. Here, the formalism must be able to split the arrivaleinto two parts: the relevant
part and the part which is taking a different path in the nexten The basic building blocks
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here are the associativity and the commutativity of the Mians convolution which allow
to decompose the arrival curve of each input interface ta afstows—which is called
sub-aggregate—which will exit the system on a common odipkit Figure 5.5 illustrates
how this decomposition can be performed, but it also denmatest that aggregates can also
be de-multiplexed at every node. Whenever there are miovesflvhich exit on a different
output interface than the flow of interest, they are not pathe relevant input constraint
and thus not part of the sub-aggregate we will consider. wssthat we are interested
in providing a delay boundary for flo:; in Figure 5.5. For nodé&, we have to use the
arrival curve constrained by the arrival curvesrof Fi, Fg, Fr. For node2, however, we
are focusing on the arrival curves of flows, F5, Fg, F1;. To calculate the arrival curve
in node2, we thus have to determine the service curve for the subeggtg offs, F; of
nodel, i.e. we have to separate our original aggregate in ridgethe set of flows which
will take the same path than our reference flow in ndd@d those taking a different path.
Fortunately, we can assume that the service curve of a resmptive priority queuing
node is serving the packets in FIFO order. The following tivearems [14] give us the
mechanism to model the fragmentation of aggregates:

Theorem 4 Service curve of sub-aggregates for FIFO schedukeConsider a node ser-
vice two flows or sub-aggregates in FIFO order. Assume that flds constrained by one
some token buckép;, o;). Assume the node guarantees to the aggregate of the two flows a
rate-latency service curveg r. If p; + p2 < R, then the flow 1 has a service curve equal

to the rate-latency function with ratg — p, and latencyl” + %.

Theorem 5 Output constraint of sub-aggregates for FIFO schaulers Consider a node
service two flows or sub-aggregates in FIFO order. Assumeflbw f; is constrained by
one some token buckéi;, o;). Assume the node guarantees to the aggregate of the two
flows a rate-latency service curyk, r. If p; + p < R, then the output of the first flow is
constrained by a token bucket with parametgrs o;) with

o
o =01+ p(T+ EQ)

To apply Theorem 5 at core routers we have to identify thevardonstraints for the rel-
evant and the not relevant flows. While Formula 5.18 gives csmnatraint for the whole
aggregate traversing a set of nodes, we now have to dissingpeitween two sets of flows:

1. those flows which stay in the aggregate at the peered de@ansihode
2. and those which are de-multiplexed at the peered dovamstrede.

Again we start with a simple model and assume that the aggrég&ragmented at node
f(2). Letrii7® > 1 denote the amount of flows in nog&1) which are sharing
the output link in nodef(2), i.e. the amount of flows passing (1), f(2), f(3)). Let
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us also denote the amount of flows which are de-multiplexenbode f(2), i.e. flows
which are passingf(1), f(2)), but not f(3) as R%g)’f@)). We now define two maps:
n{OIO) L YOI o N and MYCTE) 1R 0N which maps
these micro-flows to their notatioﬁmgf(g),f@)(i) resp.FM;{;)g),m))(i). Using Theorem 5 we

obtain a new arrival constraint which can be used in the dowas) node by

(f(2) G)) (f(z) £(3)
O‘% Z P, G116 t + Z o m{ IO )T (5.19)
T(f(2) £3)
PR
i=1 /)m%g),f(?:))(i) : |
L + 5.20
Cra
(f(2),£(3)) RU(2).7(3)
Tf(l) Z (1) M;J(cl()g)yf(?)))(i)
Z P33 (5.21)
i=1 rm Cf(l)

By de-multiplexing the arrival constraint for nodé€2), we effectively increased our bursti-
ness by two addend:

1. The burst caused by the delay in ngdé). Within this time scale packets of the rel-
F(2,F3)

evant flows might arrive at rat f‘” P @@ (- A non-preemptive priority
Mr) !

node will serve all of them before any other packet is serVéelthus might receive

an additional burst of relevant packets on the output link.

2. The possible burst caused by additional delay introdumgethe flows which are
leaving the relevant path in the next node. It might occut tha whole burst of
packets of these flows arrive earlier than the relevant gaclBecause of the FIFO
property of our scheduler, these are served prior any paufktdte relevant sub-
aggregate is served. We thus have to add this additionaf tiekde time in which
packets of the relevant flows can be queued in a row.

Restructuring the result we receive:

(f(2) £3))
(f(2)
af(l E P, (f(2) £(3)) )t+ (5.22)
RU@).£(3))
(F(2),£(3))
’"f<1§> : L+Z o O 0 @.£3)
(0 e, + P, @) F (J))
— LLIE) 7 (%) ™mia)y ’ () Cf(l)

(5.23)
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The calculation of a constraint for any set of flows which isndgtiplexed is analogous

(7 # f(3)):

L(F(2),9) L(F(2),9) P 39)
2) » ") ") =1 Ppl@a g
J meq

E P, (@) t+ E o (f(Q)J)()+L + (5.24)
; Cra
LF@)9) R<f§2> ”

Tra) <_f( ’ O, (F(2),5) .

= M) 7 (@)

E P23 () (5.25)
— M) Cray

Note that forr (/') = 1) and thusrY /@ = 0. Formula 5.21 provides the same
result than before 5.17.
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Figure 5.5: The constitution of an aggregate which is trsingrthrough two nodes. Members of the aggre-
gate arrive on three different input interfaces and exitwm different output interfaces. On each node, we
will split the aggregate in two parts: the sub-aggregatetvhbntains all flows using the same output link in
the next node and the remainder.

Let us now illustrate Formula 5.21 for the scenario listedrigure 5.5. Here, we are
interested in the flows,, F. We thus have'>® = 2 and R*® = 2. Denoting the token
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bucket constraint of flow; by (p;, 0;), 2(t) is given by:

22 1/) (2,3) 2 (2,3)
7 (z z 1 ]\/j ()
Zp ;2(13)) t+20' (23)()+L— Zp (23)(Z Cl
(5.26)
+ O + O
= (p2+ ps)t + 02+ 05+ LEZLE 4 (g 4 ) 22 (5.27)
1 1

Note that we use Formula 5.21 also to formulate an arrivastamt for a single flow of
the sub-aggregate. Suppose we want to formulate the congifdlow F, between node
1 and2 in the scenario of Figure 5.5. By applying the same formalisat with a slightly
modification of the related maps, we receive a token buckettcained arrival curve of:

0'5—|—O'G+O'7

2
01 + p2 c, (5.28)

(7% (F2))(t) =pat + 02 + L2

We can use this information to calculate the delay boundaryléw F,. The illustrated
scenario offers two different ways to calculate a boundary:

e By the summation of the delay in each node. Note that due topkated decom-
position of the aggregates this model does not allow the tideed’pay bursts only
once principle”.

e By first deriving a domain-wide service policy for the endetiod aggregatés, F;
which is then de-multiplexed.

Calculation of the service curve fé%, in each relevant node by applying Theorem 4:

L+os+os+o0
Bh, = (Cr=ps = ps = pollt = —————1" (5.29)

To formulate the service curve of no8ewe have to determine the arrival constraint for
the flow F5:

L+O’2+O’6+O'7

- (5.30)

(a7 (F5))(t) =pst + 05 + ps

We thus have:

L+ 05 + ps FEEEREOT 4 gy + oy
B, = (Ca— ps — ps — p11)[t — 52 It (5.31)
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L+U5—|—O'6+O'7 09

i, (1,2) < dpy (1) + dpy (2) = + +  (5.32)

Fz( ) Fz( ) FQ( ) C, C1—/J5—p6—/)7
L+U5+p5%f6—’ﬁ7+08+0'11 (op)

Cy Cy —ps — ps — put

(5.33)

The alternative solution is to first determine the serviawedor the end-to-end aggregate:

ﬁgz’?ﬁ)’s = ﬁllmzl‘% ® ﬁ%Q,FS (534)
L+og+o0
= (C1 —ps— pr)[t — 765 S (5.35)
1
L+og+o
(Ca— ps — pu1)[t — %P (5.36)
2
. L+og+o; L+og+o
= min(Cy — ps — p7, C2 — pg — pu)[t — T "t (5.37)
Ch Cy
We now use this aggregate service curve to derive a servige &or flow F;:
51%’2) = (min(Cy — pg — p7,Cy — pg — p11) — ps) (5.38)
[t_L+O'6+0'7_L+O'8+0'11_ 05 +
Ch Cy min(cl —ps — p7,Co — pg — P11)
(5.39)
We can thus express a delay boundary by:
L+U6+O'7 L+O’8+0'11 05
dr,(1,2) < + + — +
F ( ) Cy Cy mlH(Cl —ps — p7,Co — pg — P11)
(5.40)
%2 (5.41)

(min(Cy — pg — p7, C2 — ps — p11) — P5)
Compared to the result listed in 5.33 we avoided to pay fobthvsts ofF; multiple times.

To formalize the cascadation for a whole domain, we now assuoycle-free feed-forward
network. This assumption is applicable, as we are conceaahedt placing the aggregate
into a set of uni-directional tunnels, each of it explicithapped to the underlying topol-
ogy. By requiring the cycle-free property of tunnels, weetige a cycle free network. In
doing so, we are able to iteratively use Formula 5.21. Nodéwe also showed slightly
modified use of Formula 5.21 at Formula 5.28 which enabled dsrimulate the token
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bucket constraint for each individual flow. Hence, we calhatsume that the cascadation
will still result in token bucket constraints for individffows.

Again we are concerned about some time intefisat; | where we can assume that the set
of tunnels in the domain is constant. We model our domain lbyresrating the networking
nodes byl < d < n. If we model the set of tunnels b, = {F; : 0 < i < N},
we can formulate the amount of nodes traversed by tudhdly n,. We now define

a family of functionsf; : 0.n; + 1 — 0..n;, which gives an ordered list of the tra-
versed nodes for each tunng]. Note that we extend each tunnel by two imaginary
nodesO andn; + 1 which are interpreted as the peered router in the peered idoma
Hence,fi(j) =0=j=n;+ 1V j=0.

Let £, be the LSP of interest. Let us further assume fhat entering the domain at node
fo(1)andis leaving it af, (7). We now introduce the route interference number of the LSP,
i.e. the number of multiplexing and de-multiplexing poirdad denote it by?/ N,,. Based

on these relevant points, we define a nagp 0..RIN, + 1 — 0..I 4+ 1 which associates
each point of interest to the LSP relative node, i.e. in ef@h(7) is either another LSP
joining or leaving the path of,. Note that we will usé,(0) = 0 to indicate that the first
point of interest is at the edge. We thus defipé)) := §,(1) — 1, for 6,(1) > 1, and
9.(0) = 0 otherwise. Furthermore, we defing RIN, + 1) = I for 6,(RIN,) < I, and
do(RIN, + 1) = I + 1 otherwise.

To generalize the notation @Jﬁ’(?)’f(?’”, we assume to have the knowledge about the map-

ping of all LSPs in the domain. In doing this we also state watare able to identify all
points of interesd;. To improve readability, we abbreviai¢i) = f,(J.(¢)). Based on this

abbreviation we definejgﬁm‘l) as the amount of LSPs passing:

(fa(0a(1)), -, fa(0a(RIN,)))

For each) < i < RIN,, Ri(") specifies the amount of LSPs which are traversing from
nodea(i) to a(i + 1), but are not passing nodé RIN,). In contrast to our procedure
at the edge of the network we have to consider that the LSPsadrieesh anymore, i.e.
they are not anymore constrained by the original token Hudkewever, Theorem 5 and
Formula 5.17 gives us the property that all arriving trafcstill constrained by some
token bucket. Fot < k < Re(" let (72 (k), ziyy (k) be the related token bucket
parameter. Note that these parameters have to be calc@ibatedch individual node by
deriving an arrival constraint for all related LSPs whichhalve a point of interest in the

related node.
Now fix some node/, (6,(d)) with0 < d < RIN, + 1.

In applying our formalism to the LSP using cascaded serviresas for the nodes in be-
tween two points of interests, we receive an LSP serviceechthe following recursive
formulas:
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For the special cases that eithef0) = 0, or §,(RIN, + 1) = I + 1, we define
Bot) = pITY(t) = v(t). Here,v(t) denotes the neutral element of the min-plus con-
volution which is defined ag(t) = 0 for ¢t = 0, andv(t) = oo for ¢t > 0.

Whenevew,(0) > 0, we receive the following service curves:

54(0)

3a(0) (1) — I+
Bar (1) = (_min _ Cr,po)lt ZCM (5.42)

For all0 < s < RIN, we apply Theorem 4 and receive the following service curve:

a(s+1)
a(s)

B =( min_ (Cre- Y. A5G (5:43)

8a(s—1)+1<i<da(s) :
j=1
a(s+1)
a(s) —a(8+1)( )

Sa(s)

L i— O ols

[t— Z . E] 1 (s)
da(s—

' + 5.44
1 Crt M5, (o1 p1<i<sn(o) (Cra )] 540

Finally, the service curve for the remaining nodesf,(i) with
0o(RIN, + 1) > i > §,(RIN,) is given by:

Sa(RINg+1)

B;Sa(RlNaJrl) (t) = min (Cfa(i)) - Z

6a(RING)+1<i<64(RIN4+1) s (w41 Clald)

L

[+ (5.45)

We now have the basic formalism for calculating the delaynolawies for a single LSR,
passing nodesf,(1), ..., f,(I)). Note that it is necessary to list the LSP specific service
curves of all nodes:

d(fa0),onfuny < Mlag, ), 10OV @ . @ peCalRINaT)) (5.46)
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Fortunately Formula 5.1 simplifies the calculation of themall service curve: it is a rate-
latency service curve.

Bl gy = B0 @ @ gfala(BINat1)) (5.47)
R = mi i Ct i 5.48
i 1§i§6a(0),6a(RI]\rf£l)l—Ii—11§i§6a(RIN(L—i—l)( fa9): ( )

a(s+1)
a(s)

. C o= —a(s+1)/ . 549
o8 0~ 2 P ) (5.49)
Ra(s+1)
RIN, Z_a(s) Ea(erl)(j) I 7
= Y + (5.50)
Z Ming, (s—1)+1<i<sa (s) (Cra (i) ; Chii)
And thus: i

difu(tatry < T+ 7 (5.51)

R/

When to merge LSPs?

Whenever a management system for LSPs uses explicit rotttingap LSPs to a topol-
ogy, the question about optimizing the placement of LSPsearilntuitively, multiplexing
should be avoided in general. This is, of course, a very gtemsumption. A more ap-
plicable scenario, however, is the question which of twospne (sub-)paths of the same
length is better. Specifically, the question arises whetheecessary LSP multiplexing
point should be placed closer to the ingress or to the egabs n

Whenever a bandwidth broker is requested to add an additi&®b to a domain in which
the path of an existing LSR traversing the nodegf,(1), ..., f.(I)) has to be merged at
either nodef, (1), or f,(I), the question arises about the delay boundaries for botls LSP
the one already existing and the new one. Note the assunmtimerging either at node
fa(1) or f,(I) can be made without loose of generality as we can easily manst longer
path for LSPa by

(fa)s e faG = 1) falD)s oo falD), f3 (G + 1), f2 ()

L

Each node is offering a rate-latency service cutyg;) (t) = Cy, ) [t — 7] and is serv-
ing packets in FIFO-order. Let the incoming traffic of LSPbe constrained by
0. + tp, and the arriving packets of LSPby o, + tp,. Merging the path of both LSPs
at nodef,(1), i.e. b would pass the noddd,(1), ..., f.(J)) with J > I, we can model
our system by a single system consisting of the nédg3), ..., f.(1)) which is offering a
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service curve of;

Br(t) = oo Cta) C (5.52)
Applying Theorem 4 we receive a service curve for LS8
Oy
*(t) =( min C )t — - + 5.53
Ga(t) = (min Cp.) = o)l Z cfa e G (5.53)
Similarly, the service curve for LSPis:
0,
Y(t)=( min C - = + 5.54
Bi(®) = ( min, C, - Z cfa  mmmer O] (5.54)

We now validate that we receive the same result we wouldvedsi applying Formula 5.50.
To apply the described scenario, we 8dtN, = 1, 6,(0) = 0, d,(1) = I, andd,(2) = 0
Hence we receive:

By i = e @ | @ plala(RINa+1)) (5.55)
= ® /Bafa(l) ® 1% (556)
— Bafa(l) (557)

L Jp
— (min (Cy )t — + 5.58
(112.12[( fai) = Pb)) Z Ct.i) min{lgigj} Cfa(@')] ( )

LSPa is served by a rate-latency service curve again. Theref@eittual delay of any
packet in LSR: can be calculated by using Formula 5.51.:

Oy Oq
- + — 5.59
Z Cfa mm{léiﬁl} Cry  ming<i<ny Cr,6) — ( )

The alternative solution is to merge LSRRt nodef, (/). By assumption, LSRB is placed

on a different path of same length. Lét(1), ..., fi,({ — 1), f.(I) be this path. In that
case, the system for LSPcan be viewed as a concatenation of two sub-systems, the first
one consists of nodgf, (1), ..., fo(I — 1)), the second one of nodg (7). Note, that we
assume to de-multiplex all LSPs at the imaginary nédé + 1). The mapd, is defined

by 6,(0) =1 —1,0,(1) = I,0,(2) = 0. The service curves are given by:

I—-

BO(t) = plU=D(t) = min  Cj [t

{1<i<I—1}

(5.60)
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op +
L b ZJ 1 Cfbm

B (t) = (Croy — po)lt — It (5.61)
W Crny Cran
Because®>* Nt — 1 we receive:
Br = ﬁl g ﬁf = mln{{1<1n<1}l 1} Cr.i), (Crory — po) } (5.62)
I
L op + E 1
= = Ty I (5.63)
i=1 Cfa(l) Cfa(l)
For the virtual delay, a boundary is given by:
Z Ub i Z] ! Cf P o
Cfa Cra) min{mingi<;<;-1} Cr, ), (Cr.r) — o)}
(5.64)
ForCy, () — pp < mingi<;<r—13 Cf, ;) this formula can be simplified by:
1
L Ob + E] 1 Cf (i ) g,
d(t) = + + - (5.65)
2 Cfa(i) Cfa Cfa(l — Pb

To compare the two boundaries we simplify our result by assgrthe all nodes serve
packets at a constant ratée

I I-1 7, I
L op+ a L a
da(t)—dZi(t)=Za+ i o = T - (5.66)

C C— — c ¢ C-p
Zj iépb
=== Cc 5.67
L (5.67)
(L —1)Lpy

For the valid assumption thdt > 1 and L > 0, this term is positive. The presented
formalism thus indicates for networks with a unique link aaipy that LSPs should be
merged early.
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5.4 Grid Resource Management Integration

This section describes the proposed integration of the Jsltld broker into a common
Grid resource management framework.

5.4.1 User-Interface

Services offered by a Grid-enabled bandwidth broker shbeldccessible by the same
mechanisms used to reserve and allocate further resoukbesce, a common advance
reservation interface is required. Of course, the interfiaaust be designed to transport
various specific information. While some attributes are gwn for all reservations, oth-
ers depend on the addressed resource. Examples here atartherge attribute which
is a generic attribute for all reservations, and the banthwadtribute which is typically
associated with network reservations.

In a Grid environment, service requests are often formdlate using some kind of re-
source specification language (RSL). This RSL can be usedity the interface by en-
capsulating resource specific parameters into the resepegafication language string.

Claiming a reservation is always resource-specific, i.do@s not require the provision of
non-resource specific attributes. This is because the exadime parameters that need
to be specified are always resource specific. In additioervaion claiming may even

be implementation specific. For example, a network resenvamay require both ends of
the flow to claim the reservation while a job reservation amieds to be claimed once.
Though the claiming process by itself is resource specifitaadardized API can be used
for many resources. The generic characteristic of this ABUld/again be specialized by
an RSL string which defines the resource specific parameters.

An important aspect in the context of network reservatiothes fact that these type of
reservations are associated with a direction. Any netweslenvation is uni-directional,
from the source downstream to the sink. Service guarantegeBdP based applications,
however, also rely on the receipt of acknowledgments. Tdasl$ us to propose a multi-
layered user interface which consists of a minimum of thageiis:

e A resource specific interface, i.e. the external signalimgrface of the bandwidth
broker.

e A uniform reservation and allocation interface for a singlsource.

e A high-level interface which supports the coordinated meston of multiple re-
sources. This interface is used to establish bidirectinatdiork reservations.
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Enabling the specification of authorization and policy mifation in the API is important
for implementing high-level functionalities such as a ggpkeduler. An example of pol-
icy information set by such an entity would be the distinge® name of the owner of a
reservation, a list of group memberships, and a list of usegroups allowed to use the
reservation in subsequent calls. To ensure the integrittyeopolicy field, it must be signed
by a trusted entity.

In Section 6.1.1 we will present a prototype implementatba Grid enabled bandwidth
broker which is accessible by a unique, resource indeperaggalication programming
interface.

5.4.2 Inter-domain Signaling and Authorization

This subsection evolves an innovative co-reservationi@atore that addresses the issues
of inter-domain signaling and authorization. This arattiee incorporates two principal
elements:

¢ An inter-domain signaling protocaupports the communication of reservation re-
quests and associated authentication and authorizafanmation between resource
managers in different domains.

e The abstraction of a core tunnel allows an entity to requesaggregate end-to-
end reservation. Users authorized to use a particular conget can then request
portions of this aggregate bandwidth by contacting justtiti® end domains. The
intermediate domains do not need to be contacted as longtdi&andwidth remains
less than the size of the tunnel.

Co-Reservations and Inter-Bandwidth-Broker Signaling

It is unlikely that a single bandwidth broker will control meothan one domain, because
each administrative domain wishes to have control overdleurces it owns. A network
reservation for traffic traversing multiple domains musr#éfore obtain multiple network
reservations, as shown in Figure 5.1. Here, Alice wants tkensanetwork reservation
from her computer irsource domairA to Charlie’s computer irdestination domairC.
Somehow she needs to contact and negotiate a reservatio®BWwit and BB as well as
theintermediate domainB Bg. There are two approaches to making this happen.

Approach 1: Source-Domain-Based Signaling

Alice, or an agent working on her behalf, can contact eachiwaith broker individually
(Figure 5.6). A positive response from every bandwidth brakdicates that Alice has
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End-to- End
Agent

®

Domain C

A

b ® B
Domain A w

Figure 5.6: Source-domain-based signaling is controlieé Isource domain entity, i.e. the End-to-End
agent, that contacts all related bandwidth brokers direct!

A

an end-to-end reservation. However, there are two seriaus fvith this methodology.
First, it is difficult to scale since each bandwidth brokerstrknow about (and be able to
authenticate) Alice in order to perform authorization. tRarmore, if another user, Bob,
makes an incomplete reservation, either maliciously oidaetally, he can interfere with
Alice’s reservation. Such a mis-reservation is illustdateFigure 5.7.

One possible solution to adopt the approach of multi-dormeservation is to use the API
that allows users and applications to manipulate resemnsf different resources in uni-
form ways for each individual network domain. Building ardein-end network library
that facilitates end-to-end reservation for its users @¢aolprove this model of adopting
the co-reservation approach of multiple resources to thiéi-chemain network problem.
Receiving source and end-point of a network reservatiamibivary determines the rel-
evant bandwidth brokers and propagates the request to édlbro until it reaches the
end-domain. The implementation of this APl should guaratiat all necessary domains
are contacted, but of course there is nothing to stop a mabaiiser from modifying our
implementation to skip a domain. Furthermore, Alice stidkho be known by all related
bandwidth brokers.

The STARS system [71] adopts a variant of this approach, iithvh separate source
domain entity—the reservation coordinator (RC)—perfoithms end-to-end reservation.
This strategy alleviates the problems noted above, in tepeets: first, in many situations
it may be feasible for the RC to be “trusted” to make all neagsseservations; second, all
bandwidth-brokers need not be aware of all end-users. Hemvexe still require a direct
trust relationship between all intermediate and possiitedomains.

Approach 2: Hop-by-Hop-Based Signaling

The problems just noted are a motivation for the specifioatioan alternative approach,
in which reservation requests are propagated between hdthdiorokers rather than all
originating at the end domain. As shown in Figure 5.8, thisnsehat Alice only contacts
BB 4, which then propagates the reservation requeBtsg only if the reservation was ac-
cepted byB B 4. Similarly, B Bz contactsB B.. With this solution, each bandwidth broker
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Charlie
A

Domain C

A &

&
Domain B

Figure 5.7: lllustration of a consistency problem of soudoenain-based signaling. David, a malicious user
in domain D, makes a reservation in domains D and B, but failhé&ke a reservation in domain C, even
though he will be sending his marked packets to Charlie inalor®. Domain C polices traffic based on
traffic aggregates, not on individual users, so it cannbttieldifference between David’s traffic and Alice’s
reserved traffic. Therefore, there will be more reservefficrantering domain C than domain C expects,
causing it to discard or downgrade the extra traffic, theadfncting Alice’s reservation.

only needs to know about its neighboring bandwidth brokans] all bandwidth brokers
are always contacted. In addition to the hop-by-hop baggthBng approach, Figure 5.8
also demonstrates the use of the generic advance reserd®iqrefer to Figure 6.1.1) to
couple a multi-domain network reservation with a CPU reston in domain C.

With the hop-by-hop based signaling approach, the extasigahling interface of a band-
width broker interfaces not only with an interface procedaf the Grid resource man-
agement which maps requests to the particular notatioreaéxternal signaling interface,
but also with peered bandwidth brokers. This results in arbgeneous demand for the
workflow of the external signaling interface. The discusstde model of the Internet2
community [23] proposes a long term TCP connection to eistalal stateful communi-

cation between peered bandwidth broker. On the other haR#&sarvation Actuator is

accompanying reservations during their lifetime. Henberé is no need for a long term
connection for individual requests. The abstraction ofaéfitr trunk is the resolution for

these heterogeneous demands. While a traffic trunk repgeeaesingle reservation for
end-domains, it represents the pieces of interest forigahdomains: core tunnels. An
reservation actuator is accompanying a core tunnel dutsgfetime. It subscribes to

events signaled by the peered domains and in doing so, itaas¥@ TCP connection for
all entities which have registered a callback which lifegira related to the lifetime of the

core tunnel. For static SLAS, the proposed model is thusararihg to the SIBBS model,

as a static SLA is represented by a set of long term core tannel

Note that source-domain-based signaling may be fasterhtbpsby-hop based signaling,
because the reservations for each domain can be made itepatddo note that the hop-
by-hop based signaling should not get starved. It is thusm@eended to place the band-
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Co-Reservation

API
\\A@Ay
Domain A Domain B

Figure 5.8: Hop-by-hop-based signaling of QoS request®igdising an authenticated channel between
peered bandwidth brokers along the downstream path to gtandgon.

Charlie
CPU

A

Domain C

width broker to bandwidth broker communication in the Premiservice, or, at least, in a
GR service.

Request Parameters

The SIBBS [23] document describes a set of messages andd¢herst parameters used
during the communication between peered bandwidth broKenss dissertation extends
the Resource Allocation Request (RAR) and Answer (RAA) e&f $iBBS document by
two specific parameters: a duration parameter and an objachvacilitates an efficient
classification of the traffic related to a particular corerein The latter is also introduces
to support a signaling of Per-Domain Behaviors. In this egfjtthe proposed extension
follows the concept of the RSVP messages, in which the algraffic constraint is kept
unchanged, but an additional object is used by each hop talsity particular capabil-
ities. By iteratively applying service curves on a per-daniaase, the concatenation of
all service curves can be used as a base for describing tihevadrend-to-end behavior.
Table 5.1 lists the proposed message fields of a Resourceatibm Request.

The requested network characteristics are specified byahac® Specification object. It
regulates both, the arrival curve of the injected traffic #redrequired service parameters.
The injected traffic is characterized by a sustained dataatl by bursts parameters.
Optionally, it might also list a short term burst as propobgdhe Guaranteed Service of
the Integrated Services model (refer to Figure 3.7). Serpmrameters are the available
minimum bandwidth. Optionally it denotes boundaries folagigjitter, maximum drop
probabilities (depending on the color of the marked packatll costs. Additionally, it
contains extended parameters such as deadline file stagiwdich the end time attribute
is mandatory).

The introduction of the Offered Service object addresseshan important issue. When-
ever traffic engineering mechanisms are incorporated redandwidth broker of a tran-
sient domain, the question arises about its instantiatitimeedge router. If the allocation
of a core tunnel is associated with the placement of an L&fictidesignated to use the
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Protocol Version | The protocol version of the signaling protocol

Request identification A unique request identification generated by the bandwidih
ker of the source domain
Sender identification| Distinguished name of the DS domain that sent the request

Source prefix IP address prefix for source terminus of the service requéki-
cards are allowed in the sense of specifying a source domain
when the core tunnel flag is set (see below)
Destination prefix | 1P address prefix for destination terminus of the serviceiesq
Wild-cards are allowed in the sense of specifying a desting
domain when the core tunnel flag is set (see below)
Ingress router addressIP address of the interface between two domains for whicH the
sending domain is requesting service

—

Start time Time at which the service should be available first
Duration Specific time the service request has to be applied
End time Optional parameter which allows a variable placement of|the
reservation with the intervaktart time, end time]
Flags Two flags are currently proposed: A probe requestis usedao|su

port the operation of a super-scheduler and a core tunneést(
is used to support aggregated reservations
Service Specificationl Requested service parameters

Offered Service | The combined Per-Domain Behaviors applied by all upstreasm d
mains. Note that this object is updated by each bandwidtkero
It contains the proposed DSCP marking
Core tunnel voucher| Credential used for authorizing the use of a core tunnel

Table 5.1: Resource allocation request message formatOffaeed Service object is introduced to facilitate
an efficient classification of the traffic of a particular ctuanel.

core tunnel must somehow be mapped to the related LSP. Faerffy reasons, the edge
router should not have to do the full classification of an edgéer of a DS source do-
main, i.e. to process the full IP header and higher-levetleea Instead, the “Offered
Service” object is used to signal a particular DSCP for ta#itrof the core tunnel. Note
that the particular DSCP does not necessarily indicate apeevaop behavior. Instead, it
is mapped to one of the existing PHBs, namely the EF PHB, exigtent, the AF PHB.
Core routers of each domain define reasonable sized clab8£5CGPs which members
are all treated equally. The DSCP is thus used as a notatiandore tunnel. This con-
cept follows the proposed pragmatic deployment princigiectvdoes not rely on many of
those DSCP classes. In fact, if appropriate from a billingpective, even a single DSCP
class can be used to serve Grid applications with the redjseevice. Omitting redundant
information in the Resource Allocation Answer (RAA), thesaage fields of the RAA are
listed in Table 5.2:

Note that it is not the intention of this dissertation to gmsa new standard for an inter-
domain bandwidth broker protocol. Instead, by following tleasy-to-deploy paradigm”
the design extends an existing proposal which is under deration of the related com-
munity.
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Protocol Version | The protocol version of the signaling protocol

Request identification A unique request identification the response is related to

Sender identification| Distinguished name of the DS domain that sent the answer

Ingress router addressIP address of the interface of the router which domain is isgnd

the response

Start time Time at which the service should be available first

Duration Specific time the service request has to be applied

Offered Service | The combined Per-Domain Behaviors applied by all downstrea
domains. Note that this object is updated by each bandwidth|b
ker. It contains the required DSCP marking of the peered|up-
stream domain.

Core tunnel voucher| Credential used for authorizing the use of a core tunnel

Table 5.2: Resource allocation answer message format. Tieee® Service object lists the marking the
packet marker of the upstream domain should apply for the womel.

Policy Information

A complicating factor in a multi-domain environment is thilifferent domains may wish
to enforce different policies concerning who can use thespurces. For example, in Fig-
ure 5.9, the three bandwidth brokers specify three diffigpeficies:

e The source domain bandwidth brok&p 4, specifies that Alice is allowed to use as

much bandwidth as she wants, up to the maximum availablepéxitiring business
hours when she is restricted to 10 Mb/s.

e The intermediate domain bandwidth brok8rBz, specifies that up to 10 Mb/s can

be allocated to anyone who is a member of group “ATLAS expenithor who can
provide a capability provided by community “ESnet.”

The destination domain bandwidth brokérB., specifies that it will only accept
reservations above 5 Mb/s, if the requester can provideabii#ty provided by com-
munity “ESnet” and if she can present a valid reservatiorafoomputing resource
in domain C.

In general, a bandwidth broker making a decision must betaldensider:

request parameters, e.g., the destination domain and tberdarof bandwidth re-
quired,

authentication information, e.g., a public domain cre@fr the originating user,

authorization information such as assertions regardinggmemberships (perhaps
originating from the user or the source domain) and cry@phically signed capa-
bilities issued by various authorities,

SLA information such as traffic engineering parameters.
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Policy File A: Policy File B: Policy File C:
If User = Alice If Group = Atlas If BW >= 5MB/s
If Time > 8am and Time < 5pm If BW <= 10Mb/s IF Issued by(Capability)=ESnet
If BW <= 10Mb/s Return GRANT AND HasValidCPUResv(RAR)
Return GRANT Else if Issued by(Capability)=ESnet Return GRANT
Else if BW <= Avail_BW If BW <= 10Mb/s
Return GRANT Return GRANT Return DENY
Else
Return DENY Return DENY

BW=10Mb/s,User=Alice, BW=10Mb/s,User=Alice,
Capability of ESnet Capability of ESnet

CPU_Reservation_ID=111 BB-B | CPU Reservation ID=111 gy
f/k_)\
O ® u—
&y

Domain C
Figure 5.9: A multi-domain environment where each bandwimbker enforces a specific list of reservation
policies. The user Alice is making a network reservatioruest, referring to an existing CPU-reservation in
domain C. Each bandwidth broker will evaluate each requigktrespect to its local policy file.

Co-Reservation

Domain A

Let us assume that either the end user or the bandwidth bobkee source domain acting
on behalf of the end user contacts a policy server such asantik25] server. This policy
server provides the related policy information based ongheest, its use conditions, and
the identity of the requester. This policy information i®pagated along with the user’s
request. However, the propagation protocol should not nséikeng assumptions on the
actual syntax of this policy information. It should handlapgle attribute-value pairs which
might be signed by the assigning entity as well as capaluétyificates.

By separating authentication and authorization issuesandacilitate the flexible prop-

agation of different policy related information. As long the protocol ensures that the
end-entity can approve the integrity and the authentiditshe received information, au-

thorization decisions can be made without depending onifspésatures of the language
expressing the policy attributes. Therefore, the sameggaiton protocol can be used for
different policy representations.

The important aspect here is

¢ the protocol is independent of policy syntax, and
¢ the different domains need to agree on the syntax, and
e the syntax in the figures is therefore just an example.

From that perspective, the actual syntax of the use comditemd capabilities [125] de-
scribed as policy file in Figure 5.9 and the illustrated forrafithe policy information
represents one example scenario of the propagation ptotoco

Notice that an implication of this discussion is that thelegd architecture must provide
mechanisms for communicating information securely betwssndwidth brokers.
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Architecture Overview

We can now proceed to define the proposed architecture. lastausne a set of bandwidth
brokers that communicate via an inter-bandwidth-brokgnaling protocol. A source

bandwidth broker accepts incoming requests that contaimflormation listed in the pre-

ceding section, such as request parameters, authemicatowmation, and authorization

information (assertions and/or capabilities).

We introduce an entity called a policy server that encapssila bandwidth broker’s ad-
mission control procedures. When a request comes in, itvedi@ed to the policy server
which executes local policy and passes back a result (“ye%ia¥) and a modified request.
Though an implementation of a policy server is not within sieepe of this dissertation,
the general ability to express diverse authorization jesics an import issue. The evolve
framework must therefore be capable to handle the followintporization mechanisms:

e Authority based on validateakssertiongoncerning group membership. In this case,
the policy might say “approved if group server P validatesuker as a physicist”;
if the user’s request includes the assertion “I am a phytsj¢isen the policy server
verifies that assertion by contacting that group serversipgshe user’s supplied
identity certificate. The group server then verifies whetheruser is a member of
the group and responds appropriately.

o Authority based on cryptographically signedpabilitiesissued by various authori-
ties [94]. In this case, the policy might say “approved if tiser supplies a capability
of type C issued by authority A;” if the capability C is supgai then the policy server
verifies its validity and responds appropriately. One repn¢ation of capabilities is
to encode the capability attributes in the extension fieldrofTU X.509v3 certifi-
cate [74], issued by a specific Community Authorization $e(CAS) [102] being
developed within the Globus project.

e Traditionalaccess control listsnay also be of interest, expressed in terms of the
identities of individuals who are allowed to use resources.

A Transitive Trust Model for Signaling Policy Information

Having defined the principal elements of the proposed archite, we now describe the
inter-bandwidth-broker signaling protocol in detail angkin how (a) it ensures secure
transmission of information between bandwidth brokers @y@stablishes direct trust re-
lationships between end domains, as required for the ésttaint of tunnels. The actions
that are performed are different for the source domain,rftermediate domains, and for
the destination domain.
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Source Domain

Service requests are originated by a user (or agent actitfgearbehalf) which signals the
demand to the bandwidth broker of the related adminiseatetwork domain. In addition
to the basic bandwidth request, such as 10 Mb/s of guarabsetlvidth, this request may
include additional information such as a cost that the seilling to accept and assertions
and capabilities as described above. When such a user teqgtiess, the source domain
bandwidth broker performs four steps:

e The bandwidth broker contacts the policy server to veribt the user-provided in-
formation is correct, and that the user is authorized to nla&eequest in the local
domain.

e The bandwidth broker receives additional domain-wide imi@@tion from the pol-
icy server. This information is used to identify additiorw@nstraints that might
have to be added to the reservation request. This may ingradgs in which the
end-domain resource requires membership, additionalaftests for the particular
request, any information relevant for traffic engineeringpmses for downstream
domains, or specific requirements derived from the conwébtthe peered domain,
such as parameters for treatment of excess traffic or rietyaparameters expected
for this service [128].

e The bandwidth broker decides whether or not the request ezatisfied within the
local domain, based both on the traffic profile and the polaystraints.

o If the reservation request can be granted locally, the baitdvioroker forwards the
request to the next bandwidth broker in the network patmaleith any additional
information that was added. This additional informatioailftates a signaling path
tracing as well as the propagation of identity informatidhis allows the establish-
ment of a direct mutually authenticated channel betweemncsewand end-domain
when the tunnel is actually used.

Intermediate Domain

Whenever an intermediate bandwidth broker receives a mge$sam the upstream band-
width broker, it checks whether the requested traffic prafideforms to the related SLA,
and, if this is the case, it may add additional informatioatsas capabilities and policies,
and will forward the request downstream. It may use SLS@dlanformation added by
any upstream domain, if they exist and are relevant for tacsion.

Whenever a request is denied by one domain, the event isgaigghupstream to inform
the user of the reason for the denial.



100 CHAPTER 5. DESIGN OF A GRID BANDWIDTH BROKER

Destination Domain

The bandwidth broker of the ultimate end domain makes thé dinthnorization decision
based on its local policies, using (as in the case of therreédrate domains) any or all rel-
evant information supplied in the request, whether reqoastmeters, identify certificate,
assertions, or capabilities.

The Signaling Protocol

We now look more closely at the security issues associatéxtie proposed inter-bandwidth-
broker signaling protocol. There are two issues:

e Messages between bandwidth brokers should be mutuallgmtithted

e Because trust is not transitive in general, the protocoltmesomplish a trustworthy
model for transporting the policy and additional infornoatend to end.

The direct signaling between peer bandwidth brokers usederabove description can
easily be secured using Secure Socket Layer (SSL) or Trarispeer Security (TLS) [32].
While SLAs are used to regulate the services between two themihe evolved model
extends this agreement by adding information to facilitaetrust relationship between
two peered bandwidth brokers. This information includes ¢brtificates of the peered
bandwidth brokers as well as the certificate of the issuingficate authority, all used
during the SSL handshake.

A common way to ensure the integrity and authenticity of ragss is to use digital signa-
tures. In the particular case, this works as follows. A usguesting a service augments
the request with any relevant additional information, sasla supplied reservation handle,
and signs the resulting augmented request with her privatdkfore it gets propagated.
The source domain’s bandwidth broker might further augntemtequest—such as infor-
mation received from a policy server—and sign the resull@mger request with its own
private key. A complete request therefore is comprised aflection of information, each
signed by the entity that added it. The signatures both afeeauthenticity of the infor-
mation and allows for the tracking the path taken by a recagtmoves from bandwidth
broker to bandwidth broker.

When a request is received at the destination domain, théwsdth broker checks lo-

cal policy and resource availability. If these checks sad¢ceéhen the bandwidth broker
adds its own signed policy information and propagates thdified request to the previ-
ous intermediate domain bandwidth broker, again using BS:/ The approval therefore
propagates back to the source domain, with each interneed@nain referring to local

SLA and SLS information as it verifies that it can approve gguest.
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Establishment of core tunnels is supported by a resourceaibn request (RAR), which is
the dynamic establishment of a direct signaling channel&etn source- and end-domains.
Because of this direct connection, it must be possible ferehd-domain to derive the
identity of the source domain’s bandwidth broker.

One technical problem raised by this approach is accessiiecgeys. The approval of a
digital signature requires access to the public key of tgaisg subject. This access can
be accomplished by one of the following techniques:

¢ Distribute all relevant certificates within all requestsipfosing that the issuing au-
thority is known and trusted, one can check the authentafithe signature. How-
ever, there is a question of whether there is a way to faiglitae approval of a
signature of entities without a direct trust relationshiygl an the absence of cross-
signed CAs. We address this problem by having each domairtreddertificate
of the upstream domain—known because of the SSL handshaitesign it. This
web of trust allows each domain to access a list of key intted[68] when deciding
whether to accept the public key stored in the certificate.

e Maintain a certificate repository accessible through sedughtweight Directory
Access Protocol (LDAP).

Upon receipt of the reservation specification, C would ettitze distinguished name
(DN) of A from it, and would search in the certificate reposjttor the related public
key. It is important to note that there has to be a strong telationship with the
repository.

e Completely decouple the distribution of policy informatifsom bandwidth broker-
to-bandwidth broker communication, i.e., transport it oliband.

¢ (Restricted) delegation mechanisms could be used to pav@agithorization at-
tributes, by having each bandwidth broker impersonatedherts identity.

While each of these solutions has interesting charadteyjghe first solution is to be pre-
ferred because it offers a flexible framework for trust decis supporting different se-
curity levels. The following notation is used to describe groposed mechanism and its
advantages:

e res specreservation specification of the user

e Capability Cert denotes authorization information in any valid represimta The
information is typically signed by an issuer, i.e. a polieyam authorization server.
Examples are Attribute Certificates [39], capabilities][®# Impersonation Certifi-
cates [129] containing authorization attributes in itse@sions. In this section, the
term Capability Cert, is used to indicate that entity A has issued a capability. A
detailed description of this procedure can be found at tlieadrthis section. Note
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that the delegation is only performed when capabilitiesteaesported. For other
representations this field might be empty.

e pkey, private key of entity A
e certy, X509 certificate of entity A

® Sign,k., ,(attributes)adds a signature to the given attribute list using the peikay
of entity A

e DN, distinguished name of entity A

We assume that the bandwidth broker in domain A receivesottenving information from
User U:

RARy =signpkey, ({res_spec, DNpg,,
Capability_Certe g, Capability_Certy })

BecauselR ARy was received through a mutually authenticated channed,vialid to as-
sume that the bandwidth broker in domain A has access to tesusertificate. This
information facilitates the approval of the received caliglcertificates, which were is-
sued by some authorization servers, because the grantelild#gs were passed tB8B 4
using the user’s private/public key pair as proxy key. Oreerequest was approved, it
is extended with the user’s certificate and the DN of the doreasn bandwidth broker, as
well as with additional policy information, if necessarpdasigns the new message using
its private key:

RARA = signpkeypp, ({RARy, certy, DNpp,
Capability Cert',})

When BBjg receives this, it add€3B4’s certificate and the distinguished name of the
downstream bandwidth broker AR 4. If necessary, it will add additional policies and
capabilities, signs the whole message, and transmits it to C

RARp = SignpkeyBBB ({RARA’ certa, DNBBC’
Capability Cert'z})

Note thatB B is able to check the signature BfA Rz because it does have access to the
certificate of BBz exchanged during the SSL handshake. Additiona@§gz introduces
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the public key of BB, by transmitting its certificate.BB4 however, as source of the
request, did approve the SLA with domain B by listing the DN®Bg in its request.
BB can now decide whether it trusisBg’s introduction.

Now let us assume that RARspecifies the message submitted by the n-th bandwidth
broker of the path between source and end-domain. Furthrerrfed us assume that the
n+1-th bandwidth broker is not the one of the end-domain. nTlve can describe the
message created by the n+1-th bandwidth broker as:

RARyN, 1 = <‘5Z'gnpl<aey)5¢BNJr1 ({RARy, certy, DNgBy.s)
Capability_Cert'y,})

While the proposed protocol permits direct access to tmsparted information whenever
appropriate, it also makes it possible to check signaturéeut a direct trust relationship.
For example, in the case above, let us actually resolve Wit would receive:

SignpkeyBBB ({SignpkeyBBA (
{s1gnpkey, ({res-spec, DNpg,,
Capability_Certy 44, Capability_Certy }),
certy, DNgg,,, Capability_Cert'y}),
certa, DNpp,., Capability_Cert's})

BBpg’s certificate is approved by the SLA and the SSL handsh&le. can therefore be
sure that the bandwidth broker of domain B has approved ttepeof the message

Si9Npkeyp s , ({819Mpkey, ({res_spec, DNpp,,
Capability_Certe g, Capability _Certy}),
certy, DNgp,,, Capability_Cert'y})

from a trusted entity presenting certificate gerNote that C also knows that B has estab-
lished this trust relationship based on a contract, i.e.a8digned a contract that enforces
it to trust the subject capable of using cerDepending on the level of trust C is actually
requiring, this permits a trust relationship to A, as B was
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e approving that3 B4 was able to use the private key corresponding toscert
e has a trust relationship to A based on a contract
e has a known trust relationship to C based on a contract

Checking its own security policy which might limit the demihan acceptable trust chain,
BB may accept the public key of cgrtand use this to approve the received information.

The proposed model offers a flexible and realistic solut@mrpfopagating policy informa-
tion end to end. It is flexible because it does not enforce aiipsecurity policy: instead,
it offers access to all relevant information. It is reatidbecause it follows existing trust
relations. From an accounting perspective there is alr@adgccepted transitive billing
scheme. Whenever a domain actually bills the requestintydat the use of the network
service, SLAs are already used to set up a transitive bitigt@tion in multi-domain net-
works. When network traffic enters domain C through domairit B billed using the
agreement between B and C. B as a transient domain, howewald aiso bill traffic orig-
inating from a different domain using the related SLA. Fpahe source domain would
bill the traffic against the originator.

Capability List received by A: Capability List received by B: Capability List received by C:

Issuer : DN of CAS
St Public Key: Prosy Key Capability List of A Capability List of B
X509v3 Extensions:

Capability Certificate Flag + +

Capabilities of ESnet
Issuer : DN of User Issuer : DN of BB_A Issuer : DN of BB_C
Subject : DN of BB_A Subject : DN of BB_B Subject : DN of BB_B
Subject Public Key: Public Key of BB_A Subject Public Key: Public Key of BB_B Subject Public Key: Public Key of BB_B
X509v3 Extensions: X509v3 Extensions: X509v3 Extensions:

Capability Certificate Flag Capability Certificate Flag Capability Certificate Flag

Capabilities of ESnet Capabilities of ESnet Capabilities of ESnet

Valid for Reservation in Domain C Valid for Reservation in Domain C Valid for Reservation in Domain C

NTtwork/

Co-Reservation
API

Domain A Domain B Domain C

Figure 5.10: Capability certificates received by each badthbroker during the proposed end-to-end sig-
naling process.
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Propagation of Capability Certificates

The model also supports capabilities issued by communthasization services via mech-
anisms that allow the end-domain to use a granted capafmlitguthorization purposes.
Instead of using the private key corresponding to the pldgljclisted in the capability, the
bandwidth broker of the end-domain will use its own privagy,ktogether with the full
chain of messages. This chaining can be accomplished lowioly the cascaded autho-
rization mechanism proposed by Neuman [94]. In his modéi sabordinate server signs
the received capabilities using the private key of the apoading public key stored in
the capability. Neuman used proxy-key pairs to fulfill thask. In the proposed model,
the bandwidth broker of the source domain uses the publiok#ye peered downstream
domain as public proxy key.

To describe the proposed protocol more precisely, we aactsdruse scenario (Figure 5.10)
where the user has received a capability certificate by soomen@inity Authorization
Server (CAS) [102] during the “Grid-login” process. Let ussame that the capability
certificate simply contains all capabilities of the ESnatugr in the X509v3 extension
field. The certificate itself lists a public proxy key, the DNloe user (potentially modified
to indicate that this is a capability certificate) and the CASwell as the signature of the
CAS. In addition to the capability certificate, the user owres private key corresponding
to the public proxy key. Whenever a service is requestedreladed server receives the
capability certificate and requests prove of the knowledgée private proxy key. This
step, however, can be viewed as authentication. Whenevauthenticity of the capability
certificate is approved, a policy engine can directly usattsbutes, such as the group
membership, to decide whether the request can be grantex.or n

In the constructed scenario the user now requests a netwsévation from a host in
domain A to a virtual reality device in domain C. To describe tlelegation process, we
introduced the generic notation Capabil®ert. Here, we clarify the implementation of
this notation for capability certificates. To delegate theability cert toBB,, the user
creates a new capability certificate. The subject of this oestificate isBB 4. Instead of
creating a new public key, the SSL handshake of the protdimavato insertB B4 actual
public key to this certificate. Finally, the extensions @ thriginal capability certificate are
copied, i.e. the group membership, extended by an additrestriction “valid for RAR”.
Instead of signing the new certificate with the user’s pavaty, it is signed by using the
private proxy key.

BB, now receives two capability certificates. The original osgued by CAS and the
one issued by the user. Note thaB 4 can prove that it actually posses the new capability
certificate by proving the knowledge of the related priveeg:kpkeysp,. Note that the
remaining fields ofR ARy are not needed in this context. Their purpose is to implement
the introductory model which facilitates the establishim#ra tunnel between source and
end-domain.
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Now B B, delegates the received capabilitiedi® by creating a new certificate. There-
fore BBp receives three capability certificates. One issued by th&,@he by the user,

and one byBB,. Finally, BBg delegates this t@ B- which posses four capability cer-
tificates.

To authorize the requesBB: can now submit the certificate chain to a policy engine
which:

e checks that CAS was issuing a capability certificate for ther,u
e checks that the user was able to use the private proxy keggidglegation td3 B,

e checks thatB B, delegated the capability tB Bg, because the new certificate was
signed usingkeysp,, ,

e checks thatB Bi delegated the capability tB By, because the new certificate was
signed usingkeypp,,

e checks thaB3 B actually owns the capability certificate by requesting avpraf the
knowledge opkeypp,.,

e checks that the validity of all capabilities, i.e. whethem® entity did change them
inappropriately during delegation,

e uses the ESnet capabilities for authorization purposes.

This leads to a consistent delegation model for policy im@tion which is a prerequisite
to embed the network as a Grid resource which is managed lrgsberce manager of the
source domain.

5.5 Handling of Grid Applications

To illustrate the use of the framework, this section desszibxamples of the proposed
handling for each of the classes of Grid applications.

5.5.1 Distributed Supercomputing

The differentiation between computation and communicapbases results in a bursty
traffic profile of distributed supercomputing application&henever the communication
libraries have to pass the TCP protocol stack to reliablyroomicate with remote peers,
the propagation delay of the messages is influenced by tlavizelof TCP. In this context,
the impact of lost packets due to network congestion is api@deroblem.

To describe this impact, we have to distinguish between teoarios:
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e The available window size of the sender is larger than thesaggesssize, i.e. both
peers are capable of buffering a full message. This is aylikgliation for applica-
tions which are using large socket buffer sizes. When theaago is coupled with
a low write frequency, TCP can pass the data to the IP laydrowttawaiting the
acknowledgments. If no downstream packet drops occur, @ implementation
of the receiver delivers the data to the application at tme tithe last segment was
received. Hence, the delay is more or less independent fnenprioperties of the
upstream path. In case of congestion, where downstreane{sagk&t dropped, the
receiver signals this event to the sender by either duplicaselective acknowledg-
ments (SACK). Whenever SACK is not supported, or not ableoteesthe retrans-
mission, the application experiences the retransmisdiatl packets starting from
the first packet drop. The delay between transmission anahsghission is thus in-
fluenced by the conditions of the upstream path and by th&yabfl TCP to handle
the situation without any timeout. Whenever timeouts octhe application experi-
ences a dramatical increase in delay. Figure 2.4 illugtridiis scenario. Additional
problems arise by the fact that TCP responds to packet losgtlogr falling into its
congestion-control or into its slow-start phase. Herepughput is limited by the
congestion window size, a situation which is similar to tkeand scenario we now
describe.

¢ Whenever the message does not fit into the socket buffertheeformer message
is not successfully delivered yet, the transport of datangaeds relies on the receipt
of further acknowledgments. The end-to-end message patipagdelay therefore
depends on the properties of both, the downstream and thieeapspath. Here,
packet drops not just influence the transmission rate byithe it takes to iden-
tify and recover them, they also cause a reduction of the estign window size
and thus further limit the transport of data segments. Bszaetwork reservation
are uni-directional, an upstream reservation must be pwadd even if the com-
munication is uni-directional. A higher-level library ippropriate to automate the
reservation for uni-directional TCP connection. Assuntimguse of path MTU dis-
covery [122], the ratio between TCP data segments and ad&dgment (ignoring
delayed acknowledgments)1i500/40.

From the perspective of a distributed supercomputing egfidin this is a dramatical change
of behavior expectation compared to a tightly-coupledtelusnvironment where lower
protocol layers typically provide an efficient reliable @&tansport mechanism. The hard-
ware flow control of the popular Myrinet interconnectionheirjue of Myricom Incorpo-
ration, for instance, does not drop packets unless theviagemetwork interfaces fail to
drain the network [105]. We propose to address this problgm Guaranteed Rate (GR)
service which does not drop any conforming packet.

Access to a GR service offered by a bandwidth broker reqtiespecification of reser-
vation parameters. However, the requester must expeditlyagervice instantiation limits
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the amount of allowed bursts. Reserving the peak rate ofgdheraunication phases would
be a simple resolution of this problem, but also a waste o$tlaece and potentially costly
resource of the GR service. The ability to trade-off betwenacceptable constraint of
the injected traffic and the benefit the application achidueshe related GR service is
what we propose instead. To facilitate this trade-off, thsertation suggests the use of
flow-based traffic shaping at the source domain. While thegsed GR service offers a
tunnel of a particular average rate capacity, the tokerkditis configured to allow some
bursts. The intention here is to support TCP-based apjditaly allowing bursts of up to
a full TCP window. Traffic shaping is used to assure that thessts are not injected to
the core network.

Following the “easy-to-deploy” paradigm, this solutionedanot rely on the ability of the

end-host to shape out the traffic appropriately. Insteadliégs on standard building blocks
of IP-based QoS and assumes that— in principle — the Contoadéures of the band-
width broker control the shaping function of the ingressteosi to shape out traffic of

individual flows. Of course, traffic shaping has to be donéwaiit enforcing packet drops
due to shortage in queuing space. However, this assumgtioot unrealistic as commod-
ity hardware support buffer spaces in the order of MBs [118§ can therefore assume
buffer capabilities for reasonable large window sizes.

To apply a per flow-based traffic shaping, the policing fumcf the ingress router is ex-
tended by a related traffic shaping configuration on the dutperface. While the token
bucket used to police incoming packets allows bursts of upn® message, the related
traffic shaping of the output link is limiting the actual busgze in the core of the network.
The intention of this configuration is to adapt the injectadfic profile to the reserved rate.
Assume for example a message size of 1Mb which is traversitigetingress router at a
link speed of 100Mb/s. Now assume that the application vesea bandwidth of 50Mb/s
and the underlying shaping implementation is able to shagéraffic out at a constant bit
rate. Whenever the packet transmission does not rely orettegpt of acknowledgments,
the end-to-end message propagation delay is given by tag Bedf the first segment, plus
the delay caused by transmitting the data of a single mesgabe available rate: 20 mil-
liseconds. The delay of the first segment is a property ofrdnesttion of all Per-Domain
Behaviors. If implemented appropriately, the bandwidtbkier of the source domain re-
ceives this value when it processes the Reservation Almtétnswer and can thus prove
whether the requested service was achieved. Based on titg abtontrol the end-to-end
delay of messages of a given size, users are able to balamcdigtributed supercomputer
application efficiently.

From an application point of view, the generic advance kedem interface to Grid re-

sources must be embedded somehow into the MPI standard.nfastis-compliant ex-

tension of the MPICH implementation of MPI [61] using MPI'grédbute mechanisms to

communicate with the underlying QoS system is presentetili8]] Hence, the access to
a GR service is provided in conformance to the MPI standard.
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In addition to the intra-application related network dewhafistributed supercomputer ap-
plications also rely on the availability of the requiredaesces. This includes the access to
the required data. Deadline file staging is thus an imporentirement for any scheduling
service which is responsible for selecting the resourcelidates of a distributed super-
computer application. This specific request is discussdéefiollowing subsection.

5.5.2 High-throughput Computing

High-throughput applications raise two specific servicededs:
e The need for TCP-based deadline file staging

e The need for efficient transport strategies to support aciexfii remote checkpoint-
ing

The demand for deadline file staging is addressed by regetherequired capacity at a
GR service. To ensure the deadline conforming use of thecdttl capacity, advanced
pacing mechanisms are required, where either the appplicétiable to adapt its trans-
mission rate to the available capacity, or the bandwidtlkérdtself controls the use of
per-flow based traffic shaping with the intention to pace Ti@Rit by queuing a full TCP
window.

By additionally applying for unused GR capacity the modgbioves the economic use of
the network. The underlying idea is to actively reserve tineant of bandwidth which is
required to meet the deadline. This reservation is non poé&een If the Control Procedure
of the bandwidth broker recognizes, however, that thereasenguaranteed bandwidth
available than requested, it assigns an additional preeenggservation to the requester.
Using pacing mechanisms, the file transfer can now activedythis oversized GR tunnel.
Whenever a further reservation request is issued, the dihster has already succeeded in
transferring an additional amount of data than it was folymeiquired to meet the deadline.
This knowledge can then be used to reduce the required mmibandwidth and it thus
available to other service requests.

The economic use of the network can be additionally imprdyealso applying for unused
best-effort bandwidth. The fundamental idea is to splitdhta set into chunks, which are
transported by two file transfers: one is assuring the deadind is applying for the GR
service and one is using an highly-tuned transfer. In oalow for fairness among com-
peting and responsive BE flows this dissertation proposesawthose bulk transfers to a
less-than BE service. Within the Internet2 QBone-iniathe DS Scavenger service [123]
was introduced to provide such a less-than best-efforicefar high-bandwidth and also
unresponsive flows. By applying the Scavenger service thetkansfer application not
only collects unused GR bandwidth but also unused besttefpacity at the price that



110 CHAPTER 5. DESIGN OF A GRID BANDWIDTH BROKER

the Scavenger service can be starved by best-effort tréfffireenever the bulk transfer ap-
plication succeeds in transmitting an appreciable amotiatiditional data by applying
the Scavenger service, forward signaling of a reduced gteed bandwidth requirement
to the reservation manager is applied to decrease the esseapacity and thus reduce
costs and allow for a smaller blocking rate of the reservatimnager, due to a higher
available capacity.

Similarly to the support of deadline file staging, the pravisof an efficient transport
strategy for remote checkpointing is based on access to ®Rcag together with the
ability to control the use of such channels, i.e. to avoidkpatoss due to exceeding the
size of the GR reservation.

5.5.3 On-demand Computing

The dynamic nature of on-demand computing applicationdsessed by advanced control
procedures and feedback mechanisms. It is well-known tlogirams relying on feedback
and adaptation still require a certain minimum performafioen the network [5, 106].
Adaptation cannot solve all problems for an applicatiorei$teffort service does not pro-
vide sufficient bandwidth to meet these minimums.

The proposed architecture reflects these concerns by amailte approach based on
reservations and explicit dynamic feedback mechanismg slipport of adaptive appli-
cations is discussed in Section 5.6.

5.5.4 Data-intensive Computing

Data-intensive applications do have challenging throughliemands. The development
of many tools and services is underway to tackle this probl&ue to the fact that the
throughput of TCP flows is strongly influenced by the size & tilsed socket buffers,
socket buffer tuning algorithms and cookbooks are undesidenation.

There is, however, a fundamental problem caused by the “teadgploy” paradigm: the
semantical gap between socket buffer interface and theqobtapabilities of TCP cannot
be closed easily. While the protocol itself introduces thedsw scale option during the
three-way handshake, there is no way in commonly used opgrsystems to explicitly
set this option by issuing a specific setsockopt()-call.réheeven no standardized way to
influence the value of this important TCP option. In fact,whedow scale option is derived
from the socket buffer size used during the connect()- astdri()-call. Unfortunately, this
selection is done on a minimum base which means that the mminequired window-
scale option is used. To explain this mechanism in more Idesiappose that the used
socket buffer size would be 50KB, 100KB, and 150KB.
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In the first case, the window scale option would be not usedlatBecause the TCP
protocol does not allow to update the window scale optiografards, the maximum socket
buffer size for this session would be 64KB. Any socket-hutitaing library recognizing a
buffer shortage could not increase the existing buffer sjpeyond this threshold.

In the second case, most operating systems would selectiawicale option of 1. Hence,
the maximum socket buffer size would be 128KB. In the finaé¢#se window scale option
used is 2 which results in a maximum buffer size of 256KB.

In general, the benefit of dynamic socket buffer tuning atgors which adjust the buffer
sizes after the connection has been initialized is limitge@ither the old 64KB threshold,
when no window scale option was set, or by a factor of 2. TheM®BkProject [133] is

trying to address this problem, but its success stronglgdeép on its influence of major
operating system vendors.

Following the “easy-to-deploy” paradigm, the proposedfesvork does not rely on modi-
fied versions of the TCP protocol stack. Instead, it assuhrsgdols will help application
to set the socket buffer sizes above the minimum threshalatkamm that the socket buffer
size and the expected boundary for the round-trip time ipggated to the bandwidth
broker. When the reservation is instantiated at the sounoeath, the bandwidth broker
assures that the resulting ingress router configuratiop@tgpthose buffer sizes by declar-
ing the injected traffic as reservation conforming if it i e&ceeding the desired rate plus
a burst of the given socket buffer size. However, the ingreager will shape out traffic
according to the reserved rate.

Again itis proposed to combine the presented mechanisrhgietability to use the Scav-
enger service in conjunction with a highly-tuned transi@gpam such as “gridftp” [2].

5.5.5 Collaborative Computing

Collaborative computing environments often rely on réalet capabilities. A video-con-
ferencing-tool must present audio and video informatioa given period of time, or the
data is obsolete. Similarly to this delay threshold, arjiieund is another important as-
pect for this type of application. In a Differentiated Sees environment, this demand is
addressed by a Premium service.

A teleimmersion application reacts to user actions by adgphe virtual world. For ex-

ample, sensors detect the user’s location and orientadiendble the simulation program
to perform calculations to update what the user sees. Thates a highly dynamic en-
vironment, because it is not known in advance what the reguhis simulation process
is. For example, one result of this calculation could be thaew object created by the
users has to be stored in the database. Another example Wwewdnajor update of the
visualized virtual world when a user walks around an object ehanges their view. Any



112 CHAPTER 5. DESIGN OF A GRID BANDWIDTH BROKER

portion of this process may be distributed: the raw data nesgelmt to the client’'s computer
to be processed and visualized or processed data may beogbetdlient’'s computer be
rendered [29, 49]. Any of this data that is sent may have baittiweeds that are difficult
to predict. A QoS framework should therefore support feellmaechanisms to inform the
application when it has made a reservation that is too smatimlarge.

5.6 Support of Adaptive Applications

So far, Figure 5.2 illustrated the basic building blockshad proposed bandwidth broker
architecture. We now refine this view with respect to the suppf adaptive applications.

5.6.1 Refined Architectural Framework
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Figure 5.11: Refinement of the proposed architecture to@tipdaptation. The external signaling interface
consists of a Notification Service which propagates asyrobuis events to subscribed and authorized sub-
jects and a secure messaging interface which ensures thengiaity of messages. The Control Procedures
consist of a reservation actuator, sensors, and decistmegures. Finally, the internal signaling interface is
constituted by a QoS propagation mechanism and a supemisdiace.

As illustrated in Figure 5.11, the interaction between lveidth broker and requester is
encapsulated by the internal protocol of the external siggénterface. All messages are
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authenticated by a Secure Messaging procedure which ugaglaorization decision pro-
cedure to validate whether the requester is allowed to partbe related operation. Note
that this check involves the consideration of policy rulpsdfied in the Policy Repos-
itory. Once a message has been approved, it is passed to espnabich is called the
Reservation Actuator. This process is responsible for tiqodar request during its life-
time. It is initiated when a new request arrives and ternedathen the request finishes.
Because service requests are represented by traffic treafles (0 Section 5.1.4), the first
task of a newly created Reservation Actuator is to initakztraffic trunk. While traffic
trunks are persistently stored in the State Repository, éine dynamically mapped to the
underlying topology. Hence, the Admission Control progedian incorporate Traffic En-
gineering mechanisms during its decision process and eendbnsider the current state
of the controlled domain. Once a traffic trunk was succebsfuhpped to the topology,
the Reservation Actuator subscribes to important repgs#gents such as link failures.
A Repository Sensor is used to filter the related events amqtdpare their appropriate
propagation.

Reservation Actuator, sensors and decision procedures aohcert to achieve adaptive
control. For example, a Loss-Rate Sensor is used to momhigopalicing function of the
edge router for a particular flow or aggregate. Whenevergtadaket dropped, the sensor
propagates the information to the Reservation Actuatockvheacts to the event by either
updating the reservation automatically, or by invoking timification service to inform
the application about the problem. An asynchronous detigiocedure in the associated
application can then be executed to determine whether taceethe sending rate or, alter-
natively, modify the existing reservation.

The lifetime of reservations starts with the reservatiogquessts and ends with either an
explicit cancellation, or simply by the arrival of the enah&. As stated above, a particular
procedure is accompanying each individual reservatiomduts lifetime: the Reservation
Actuator. All relevant events are handled by this core fiomct

A requirement for adaptive control is the ability to detemmthe state of relevant system
components and in particular the ability to detect stategha. This capability is provided

via Sensors. These processes gather relevant informafio®.event notification is pro-

vided via some form of event service or callback mechanisigurg 5.11 illustrates the

use of two sensors by decision procedures.

The loss-rate sensor monitors the policing function of dipaar flow at the edge of the
network. Whenever packets are explicitly dropped, thisnmfation can serve to propagate
the information to the application that it is sending tod fag. that it has an inadequate
reservation.

The second proposed sensor is a generalization of thedtssensor: a network-event sen-
sor. It is the basic building block for assuring the consisyebetween the state repository
and the state of the network. The implementation of this@ewasries from periodically
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pulling the relevant information out of the edge routers paasive participation in routing
protocols.

The third component of an adaptive control architecturepmses the decision procedures
that are invoked to process specific requests or events.

Decision procedures may be invoked within a bandwidth brekeumber of points. Fol-
lowing authentication of an incoming request, first authation and then execution occur.
Decision procedures may be invoked at both stages: for eeatapdetermine whether a
request should be granted, in the first instance, and toocedél resources in the second
instance if the newly authorized reservation over-subssravailable resources.

5.6.2 Bulk Transfer Support

So far, the proposed support of deadline file staging didrasseither an adaptive appli-
cation or the use of flow-based traffic shaping with the intento pace TCP traffic. By
configuring the average rate passing the traffic shaping amsim of the rate below to
the write frequency of the application, the router startgueuing packets in the shaping
gueues until TCP becomes window limited. From there, thestrassion is driven by the
arrival of acknowledgments for data which has passed tffictshaping mechanism. We
can therefore control the transmission rate by traffic sigpi

Pacing TCP traffic in such an environment facilitates thepégmse of network reservations
even without the knowledge of the actual rate the applicasanriting data to the socket
buffer. Using an oversized socket buffer together with tbetol to shape the traffic at
the edge leverages TCP’s self clocking feature to contmlsiheed of transmission. In
coordinating a reservation with the shaping rate, packgbsican be avoided and a well-
defined throughput can be established. Hence, initiatedhbyobthe reservation actuators
a bulk transfer module is informed about the state changes.mbdule is now able to use
the policy propagation interface to update the configurabithe edge router for the bulk
transfer flow.

5.7 Implementation Framework

An important issue for the provision of end-to-end guarastis the availability of QoS-
supporting mechanism in all domains that the traffic tree®rsSSeveral research and edu-
cation networks have already started in planing the depémgr®remium services based
on the differentiated services architecture, such as theeD@remium IP service [20]. A
guaranteed capacity service [124] is another focal poietvafuation for research and ed-
ucation network. Following the “easy-to-deploy paradigi$ dissertation evolves a QoS
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architecture which is not relying on the existence of a bresthnce of aggregate behav-
iors. The proposal still claims to use the lowest servicelleequired to address the service
demand, but it is capable of supporting a heterogeneousireixf flows by two services
which can be built on top of a single aggregate behavior:

e A Premium service for delay-sensitive applications, and

e a GR service for elastic application, i.e. TCP-based apfos.

The fundamental concept is to combine the expedited PerBétyavior with the ability
to engineer the traffic as this is offered by MPLS. The needrffic engineering (TE)
was already listed in Section 4.2. In this context, TE-medras are also used to address
potential conflicts in a single aggregate.

The evolved implementation framework consists of the feifay building blocks:

e Each router uses a packet classifier for incoming traffic ch @gerface. The ingress
router of the source domain performs packet classificateset on the quintuple
(I P—source, Port—source, I P—dest, Port—dest, Protocol), while other routers
perform packet classification based on the DSCP. Note thanfPLS domain, the
ingress router uses the DSCP to map aggregates to LSPs. dtweesrof an MPLS
domain apply EXP-inferred LSPs.

¢ A token bucket mechanism is used on the ingress ports of edgers to police in-
coming flows for which bandwidth is reserved. This ensurasttie arrival curve of
each service requesting flow is constrained by a token buEketransient domains,
the incoming traffic aggregate is policed against the ctistte of the Service Level
Agreement. Nichols et. al. [97] state that the token bucgee (below for a formal
definition) used for implementing a Premium service is onlgveed to fill to the
maximum packet size. To allow bursts without packet drapssés holding queues
on the input interface of the ingress router, which queuenRma packets until a
token can be used to transmit the data. However, the poleongept proposed here
is not based on the assumption of holding queues. The reasadhnis is that some
commodity hardware is not supporting such mechanismseaddstexceeding pack-
ets are either dropped explicitly, or—when drop precedemee configured in the
core—marked differently. Note that the use of shaping gsienehe output interface
of the ingress router of the source domain is designed tagediie functionality of
holding queues for elastic applications.

e A packet marker is used to mark packets which successfuligguhthe policer.
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e A congestion management mechanism is used on each outptfao# of the do-

main. While congestion avoidance could, in principle beduseset up a GR ser-
vice — by setting the WRED best-effort maximum thresholdtaeio the minimum
threshold of the related aggregate — an explicit schedufiaghanism allows a bet-
ter trade off between bandwidth assignments and queuing.nnlti-aggregate en-
vironment, WRED is an option to extend the propound queuorgiguration. The
proposed implementation framework distinguishes betweendifferent types of
gueuing mechanisms:

— Class Based Weighted Fair Queuing (WFQ) is used on the egogsef edge
routers for TCP traffic or non delay-sensitive UDP/TCP floies, to schedule
the packets of a GR service. It might also be used at coreruiat for the
achievement of stronger delay boundaries an EF implementshould ded-
icate as much bandwidth to the EF queue as possible. WFQemnthat in
periods of congestion—namely, when packets get queuea irotiter because
the output link does not provide the capacity for delivetimgm immediately—
each IP service class receives at least the fraction of ttpubbandwidth de-
fined by the weight for that class. When the interface is nogested, queues
can in principle use any available bandwidth, regardlessef weight.

— Non-preemptive Priority Queuing (PQ) — also called lowelaty queuing —
is recommended on both, the egress port of edge routers andrerrouter,
with the intention to support delay-sensitive UDP flows. \Wlzemixture of
delay-sensitive traffic and non delay-sensitive trafficaadiied by a single EF
aggregate behavior, a service differentiation should loeiged by the edge
router. Whenever this is possible, the implementation khily on additional
packet marking capabilities of the router and should esstiatal per-flow con-
figuration of the output interface for the first-hop router.

e Traffic shaping is used on the egress interface of the firgtrbater to shape out

short-term bursts to the contracted rate. Note that traffapsg is proposed to be
performed on a per-flow base and can thus perform the eqoifalection of holding
queues on the ingress site of the network which is a requinefaesupporting bursty
traffic in a single aggregate.

Figure 5.12 illustrates the proposed configuration for glsiaggregate.

Additionally, this dissertation proposes to control thieedtion of core tunnels by MPLS
traffic engineering mechanisms in transient domains. \\rearen aggregated reservation
Is instantiated, external routing algorithms can be inocaped to setup a Label Switched
Path (LSP) in which the core tunnel is placed. Lakshman €ef78]. have shown that
the optimal routing calculation is NP hard. To ensure thatdbntrol procedures finish
within a reasonable time scale, heuristics or approximasilgorithms are appropriate.
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Figure 5.12: Proposed configuration of the ingress routerput interface. A router internal packet classi-
fication mechanism is used to differentiate between theiBriwaffic and the individual GR requests.

The evolved formalism gives a criteria for the appropriagsnof an LSP placement can-
didate. The proposed framework is therefore open for a rafdgleese external routing
algorithms, depending on the intention of the domain owlmecontrast to offline-routing
algorithms [79], the propound bandwidth broker allows toorporate an external routing
algorithm that does not depend on the assumption that alkLZ8& known in advance.
However, the incorporated advance reservation capa&silitnprove the knowledge about
future resource assignments which can be used for planhagda

The drawback of this dynamic environment is the potentigdant of new LSP candidates
with the service parameters of existing LSPs. Re-routingxidting LSPs is a solution

for this problem, but it has to be done in a careful manner. BlRkelf offers features

to support the update of an LSP such as path protection. Al@robere is, however,

the existence of potentially mis-ordered packets withinngle aggregate. Mis-ordered
packets might cause TCP to fall into its congestion controtlenand thus to reduce the
actual goodput. To avoid this problem, the allocation of 8 SRould consider a potential
service decrease when further service requests are griayntessigning less capabilities to
the RAR than currently assured.

It is likely to happen that service parameters will also eantavailability and link error
parameters. The protection capabilities are one of theféatywes of MPLS. It is thus
clear that the on-line routing algorithms should also co@isthe use of these mechanisms
to enhance their services under failure conditions by aejuhservice degradation. Note
that the proposed network monitoring must be able to rezeghiose events.

MPLS also supports the weighted balancing between mulpatallel tunnels. However,
this feature also has the problem of potentially mis-ordgrackets. The assignment of
trunks should therefore always be on a single LSP using adeéihed path. However,
different services can be mapped to different paths.
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5.8 Conclusion

This chapter presented the design of an advanced bandwidklerbwvhich addresses the
particular needs of the Grid. The evolved architecture istssf five fundamental building
blocks:

An external signaling interface that is responsible for ribeeipt of service requests and
for the propagation of feedback information. It interfageth external entities. To embed
the bandwidth broker into the more general advance resemnMaamework of the Grid, the
external signaling interface is decoupled from the Gridbuese management system by a
process, which intermediates between the two interfaces.

A State Repository that is responsible for the bookkeepimgjlaeservations and that is
thus the fundamental building block for the ability to resenetwork resources in advance.
It incorporates the knowledge about the topology of the domacluding any routing
information. To support the dynamic mapping of aggregatgiice requests, the State
Repository uses the abstraction of a traffic trunk. A traffimk connects ingress and
egress routers with a particular level of service, and is tha base for incorporating traffic
engineering mechanisms into the bandwidth broker by mapibia traffic trunk explicitly
to the underlying topology.

A Policy Repository that is acting as the clearinghouse émnigsion control rules. In ad-
dition to intra-domain rules, it also contains the Serviexél Specifications with peered
domains. These Service Level Specifications are a repedganof the diverse trust rela-
tionships and usage policies that can apply in a complexifdaihain Grid environment.

An internal signaling interface that is responsible foenfacing with the routers. It propa-
gates the current QoS policy information, monitors the edigigces for reservation events,
and supervises the domain for events related to the Statelioy Repository.

Control Procedures that are driven by the signaling intex$a Using the repositories they
process reservation events and trigger the appropriatéerauch as initiating a configu-
ration update through the internal signaling interfaceegsponding to the requester through
the external signaling interface.

To incorporate the bandwidth broker into the Grid resouremagement framework, this
chapter presented two different approaches. In the firstoagp, multi-domain network
reservations were treated as a special case of any coadinegervation and allocation
of multiple Grid resources. In this scenario, the requastezsponsible for providing the
required authorization information. While this concepapgpropriate for tightly-coupled
Grid environments with a direct trust relationship betwedinntermediate and possible
end-domains, it is not feasible for a more complex enviramimehere service providers
or national research networks are responsible for servicéigioning. The architecture
therefore allows for a second approach, in which networ&rkegions were interpreted as
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a single reservation step which is controlled by the bantiwbdoker of the source domain.
The proposed security model provides the secure transp@tjoests from source domain
to destination domain, with each bandwidth broker on thé patng able to enforce local
policies and to modify the request with additional constisi

The evolved architecture is designed to offer the demandadcgs, namely a Premium
and a Guaranteed Rate service, by a careful combinatioranfiatd Differentiated Ser-

vices building blocks, even in an environment with a singdéirtled aggregate behavior:
the Expedited Forwarding (EF) Per-Hop Behavior. In thistegt the proposal extends
the functionality of the ingress router of the source dontgimn additional packet differ-

entiation within a single aggregate. This mechanism is atsl to improve the support
of adaptive applications by integrating per-flow basedfitraghaping as rate adaptation
mechanism within the control procedures of the bandwidtkér.

The potential drawback of reduced service capabilitiesdonplex aggregates is addressed
by incorporating traffic engineering mechanisms into theigle Traffic engineering al-
gorithms are proposed for aggregated reservations inigrandomains, i.e. reservations
which can be simultaneously used by multiple authorizegestd without the need to sig-
nal the use of each individual reservation in transient domdo improve the effectiveness
of this, an RSVP-style request signaling was introducedhitivan aggregated reservation
is encoded by a domain specific Differentiated Services @p&ioint. The feasibility of
this approach is extended by the ability to build the demdrs#evices in domains offering
a single better-than best-effort aggregate. Finally, giire network calculus, this chap-
ter derived a set of formulas which give a delay-boundarnafpath candidate of a traffic
engineering algorithm.
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Chapter 6

Design Evaluation

This chapter evaluates the proposed architecture of tlile€mabled bandwidth broker that
provides network Quality of Service for Grid applicatiofftsfirst presents a prototype im-
plementation with the intention to demonstrate the teairieasibility of the proposed

framework. Finally, it presents a thorough experimental@ation of the claimed capabil-
ities for different implementations of Differentiated Siees architecture.

6.1 GARA: A Prototype for a Grid Bandwidth Broker

This section describes the bandwidth broker implementaiicthe General-purpose Ar-
chitecture for Reservation and Allocation (GARA).

6.1.1 Overview

The General-purpose Architecture for Reservation andcation (GARA) provides ad-

vance reservations and end-to-end management for quaigrace on different types of
Grid resources. GARA is a research prototype of the GlobogPfr[51, 50], a project

that is developing fundamental technologies needed td boiinputational grids, and is an
advance reservation architecture for computational grids

A GARA system is composed of a number resource managerthat each implement
reservation, control, and monitoring operations for a gga@source. Resource managers
have been implemented for a variety of resource types. Awaltll broker is the resource
manager of particular interest here. Uniform interfacésmabpplications to express QoS
needs for different types of resources in similar ways, ehgrsimplifying the develop-
ment of end-to-end QoS management strategies. Mechanigglgd by the Globus

121
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Toolkit [50] are used for secure authentication and auation of all requests to resource
managers. A directory service allows applications to discoesource properties such as
current and future availability.

Figure 6.1 illustrates an architectural overview of GARAIghis a three-tier architecture.
Access to grid resources is provided by a specific Grid serwibich can be viewed as
a mapping procedure between the grid resource managenmmeanhse and that one im-
plemented by the underlying local resource manager. Insitemarios, a user creates a
reservation using the GARA client software. GARA uses tla@dard resource allocation
protocol in Globus to securely communicate with the redeaaservice (in this case, a
network reservation service), which offers a uniform viefnaaresource that can be re-
served. This Grid service translates the service requestcticrete resource allocation
request of a particular resource manager. Once the requpstpagated to the local re-
source manager, it is handled by the local resource manidgelpcal resource manager
interacts with the resources it controls in order to enshieeréservation is enforced. An
example here would be an update of the configuration of an exiger.
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Figure 6.1: An overview of the multi-layered architectufe@ARA. End-users use an interface which is
compatible with the Globus Resource Allocation Manager AGR [27] protocol to communicate with a
particular Gatekeeper-service. This service translagsdservation requests to the particular resource man-
ager interface and offers notification services.

Each service layer of GARA is represented by a separate égtmn Programming In-
terface (API) that allows users and applications to mamifguteservations on different
layer of abstractions. On the Grid resource management fevexample, essentially the
same calls are used to make an immediate or advance resareai network or com-
puting resource. Once a reservation is made, an opaqué chjkl a reservation handle
is returned that allows the calling program to modify, cdnaed monitor the reservation.
Other functions allow reservations to be monitored by pglior through a callback mech-
anism in which a user’s function is called every time theestdtthe reservation changes
in an interesting way. For the proposed bandwidth brokeigdes callback is handled
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by the reservation actuator which uses the notificatiorrfate to propagate events to the
requester.

High-Level Application Programming Interface (API)
Reservation of multiple resource at once

!

Advance Reservation (GARA) API
Ability to make remote, authenticated, reservations for a single

resource
Local Reservation API

Makes reservations with diverse resource types within a single
trust domain

Resource Manager API

Controls admission and enforces reservation for a particular
resource manager

Figure 6.2: The multi-layered architecture of GARA corsist application programming interfaces. Each
layer is offering a distinct level of abstraction.

Figure 6.2 illustrates the layered structure of these AP Local Reservation and Allo-
cation Manager (LRAM) API provides direct access to res@mmegunctions within a trust
domain, while the remote API provides remote access to LRAMfionality, addressing
issues of authentication and authorization in a Grid emvitent. Both APIs implement
the functionality described in the preceding paragraph.

The uniform treatment of reservations provided by GARA nsak@ossible to define and
reuse co-reservation and co-allocation libraries thabdactrategies for the coordinated
use of multiple resources [28]. Because different resaufeay., computers and storage
systems) can be manipulated via the same function callsgatd libraries can be devel-
oped that encode common functionalities such as fault exgstrategies.

One co-reservation library that was developed implemenena-to-end network API that
provides end-to-end analogs of each of the remote API cHfiis. API follows the source-
domain-based signaling approach and allows the user tte¢m@anitor, cancel, etc., net-
work co-reservations: that is, reservations involving elit\an one network resource. This
API allows users and applications to ignore details of theeulying network topology.
Figure 6.3 illustrates the use of this end-to-end API. Thefwnality of this API relies on
an existing Grid service of the Globus Toolkit, the metacatimyg directory service [47],
which is the repository for the contact addresses of Griduegs and services and is used
by the API to identify all relevant bandwidth brokers.
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Figure 6.3: lllustration of the use of GARAs high-level etwtend Application Programming Interface
(API). Here, a network reservation is treated as a co-rasierv. The API assures that all relevant bandwidth
brokers are contacted for a network reservation. Note thiatmechanism relies on a directory service in
which Grid resources including bandwidth brokers list théniform Resource Locators (URLS).

6.1.2 General Implementation

Each resource manager integrated into GARA provides ad@misontrol and reserva-
tion enforcement for the controlled set of resources. On&ARA'S main goals is to
incorporate existing resource managers whenever possilleder to provide reservation
capabilities without having to create them from scratchweleer, several resource man-
agers were created for GARA, because appropriate resowaoager did not already exist
when GARA was begun. This section describes some of the mgaiéation details on
how resource managers are integrated into GARA.

GARA uses a State Repository consisting of slot tables astitited in Figure 5.3, where
each slot represents a single capacity delegation as & tdlbte. These slot tables can
be used by any resource manager to keep track of reservaiibersefore, this architecture
complies to that proposed in Figure 5.4. In addition to theysion of basic slot table oper-
ations, the library also allows the subscription to sloteéabklated event. Hence, it offers a
basic implementation of the Repository Monitoring funatiisted in Figure 5.11. Requests
to a resource manager are made via an additional interfgee the Local Reservation and
Allocation Manager (LRAM) API. The intention of this APl is map see service requests
to a potentially remote resource manager. It offers commantfons that add, modify, or
cancel service requests; timer-based callbacks geneatkteuts to resource-specific rou-
tines to enable and cancel reservations. Note that eitHgrcertain elements of this API
need to updated to instantiate a new resource interfacéeotRAM API can be fully
replaced by the API calls of the related resource manager.GARA prototype supports
a set of resource managers including the Distributed Scdi-Riene scheduler [24] for
computing reservations, and the Distributed Parallel&gfeSystem [127], for a dedicated
access to network storage.

Access to reservation capabilities is provided by a pddrcdPI (also called the GARA

API) which integrates the resource manager into the Gridsés the Globus toolkit which
resource management framework is based on a componernt tedlgatekeeper. This sim-
ple service accepts incoming SSL-encoded HyperText Teasbtocol (HTTP) requests
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to execute local services, performs authentication vils talthe Generic Security Service
API [53], performs authorization, and if these checks sadcelispatches the incoming
request by invoking—in the case of GARA—a simple program tises the LRAM API.
Whenever the requester registers a callback, the newhkad/program does not termi-
nate. Instead, it is accompanying the reservation durstfétime, if the callback is not
canceled explicitly.

The GARA prototype uses two “Grid” services provided by tHelis toolkit: the Globus
Lightweight Directory Access Protocol (LDAP)-based inf@tion service for publishing
reservation status information and for accessing pathnmdtion, and the public-key based
Grid Security Infrastructure for authentication and auithation services.

6.1.3 Bandwidth Broker Implementation

The particular design issues of GARA with respect to the dimated reservation of mul-
tiple resources including a basic bandwidth broker fumatlity were addressed in [112].
This subsection advances the implementation of GARA's hadfith broker.

GARA's bandwidth broker is implemented as a separate psossch communicates to
external entities by two different implementations of thedfnal Signaling Interface. One
is based on the asynchronous Nexus [54] communicationryipthe other one uses a
secure socket communication. When started, the procesnifiializes the repositories

by reading a set of configuration and state files. As illusttah Figure 6.4, the State
Repository uses slot tables for each individual link of tbatecolled domain. While these
slot-tables are used in the admission control procedueg,dhe not stored persistently in
the State Repository. Instead, they are dynamically miaietein memory. Traffic trunks,

however, are persistently stored in the State Repositangusdomain wide slot table of
unlimited capacity.

Whenever a new request arrives, it is first mapped to a temptedfic trunk. This trunk
is then dynamically mapped to the underlying topology. Hdoenain specific traffic engi-
neering algorithms can easily be incorporated by replattiaghortest-path first algorithm
of the current implementation. Once, a path was selectedadmission control proce-
dure proves whether all related slot tables provide the@pate capacity. If this is the
case, the temporary traffic trunk becomes persistent,tiie.synchronized to a state file.
Whenever a traffic trunk becomes persistent, it is alwayscated with an Reservation
Actuator. The Reservation Actuator is not implemented asparate thread. Instead, it is
incorporated into the main procedure of the bandwidth brokeerforms its monitoring
task by registering an event notification at the Repositoonlbring thread for all relevant
slot tables.

The Internal Signaling Interface of GARA's bandwidth brokeimplemented as a separate
process which automates a telnet [104] session to the dafatiger. Once the telnet session
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Figure 6.4: lllustration of GARAs implementation of a bamdth broker. Requests are signaled through
the standard GARA application programming interface andped to the External Signaling Interface. The
State Repository has the knowledge about the underlyingankttopology and maintains a slot table per
link and uses this state base for its admission control. TéseRation Actuator maintains an additional slot
table per request, i.e. a traffic trunk.

was initiated, it propagates the state update by a sequémomfiguration commands of
the router's command-line interface. A secure out-of banthection to the edge routers is
thus an important deployment aspect. A similar processad tsimplement the proposed
loss-rate sensor. This sensor, when activated for a pkatitaw, uses a separate thread to
periodically execute a command which probes the routeisstat It then translates these
statistics to a common notation and propagates the infeométack to the Reservation
Actuator.

The Reservation Actuator is using a specific notificatiowiserto inform the user about
the event. In this context, it uses a property of the inteiated Gatekeeper-service (Fig-
ure 6.1). Whenever a subject registers a callback for avasen, the GARA implemen-
tation creates a socket for the user which is used to secrgefyve asynchronous events.
In that case, the Gatekeeper-service does not terminatepdnitors the reservation and
communicates to the user whenever the status of the reserditanges. Consequently,
the event notification is implemented as a multi-layeredesys On the Grid level, noti-
fication is done by the Gatekeeper-service, which follovesabmmon Grid notification
practice. On the bandwidth broker level, the External Siggdnterface uses an separate
notification mechanism which is based on the asynchronousidNg4] communication
library.

The routines of the Reservation Actuators are also linkeld asspecial bulk transfer Deci-
sion Procedure. The intention of this Decision Procedute ssipport deadline file-staging
by applying for the minimum reservation required to meetdeadline and by additionally
incorporating unused EF resources. The latter is accohgaliby the interaction between
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all Reservation Actuators and the bulk transfer Decisiaoc@dure. When a bulk trans-
fer reservation arrives, the Reservation Actuator exsréoe current state of the domain
from its State Repository and determines the amount of uhogpacity over the partic-
ular trunk. Note that the proposed architecture does natiredo address the issue of
bulk transfers in transient domains. Here, bulk transfeespdaced in core tunnels, i.e.
they use unused capacity of core tunnels. Consequentysénvice is provisioned by the
bandwidth broker of the source domain.

Whenever the Reservation Actuator has reserved the aleiabount of unused band-
width, it marks it as background reservation, i.e. as a pptabie reservation, and links it
with a bulk transfer decision procedure. Any further chaafjactive reservations signals
this event to the background Reservation Actuator. It treesuhe bulk transfer decision
procedure to perform the following actions:

¢ Reducing the minimum reservation based on the time-ink¢neaadditional back-
ground reservation was active.

¢ Recalculating the new amount of available bandwidth baseti® new state

The proposed loss-rate sensor described in Section 5.¢ismented and used to deter-
mine the bandwidth reservation required to support a pdaiidJDP flow. The motivation
for this use of adaptation is that many application deveal®pave no knowledge or QoS
mechanisms or of the principles by which QoS parametersetegrdined.

When indicated by the requester, the Reservation Actuatstarting a separate thread
which is using the Internal Signaling Interface to periadlic pull the fraction of dropped
packets for this particular flow. Le&® be this amount and the overall amount of pack-
ets of this flow; hence% is the fraction of packets that conformed to the reservation
WheneverP is exceeding a specified threshold, which is in many casélse loss-rate
sensor signals the two valuésand D to the related reservation actuator. The reservation
actuator uses this information to calculate what resesmatiwould have needed to make
such that no packets would have been dropped, as follows:

D—-P
R,=—" R,
D
or
DR,
Rn: 5
D—-P

whereR, is the old reservation anfl,, is the new reservation.
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While it is possible to determine the attempted transmissade of a UDP flow based
on the ration of dropped and exceeded packets, a comparddybivae strategy for TCP
is significantly more difficult. Data that an applicationeatipts to write into a socket
buffer may not be copied immediately because TCP’s slidimgdaw protocol does not
allow to free previously written data. Also, TCP slows itsidimg rate when it believes
it has encountered congestion. (In our case, TCP has nouetered congestion, but
an aggressive QoS policing mechanism.) Nevertheless, $@Rdad extensively in the
applications that interest us, and so it is important to suppCP if we can.

Consider the behavior of TCP when a reservation is madegtsaaller than the rate that
it is sending. At the beginning the transmission rate istiahiby the congestion window
controlled by TCP’s slow-start phase. Because it is agtua#is than the reserved rate,
the token bucket will get filled. Once the congestion windasresponds to the rate the
flow has reserved, subsequent transmissions will be ableceed the reserved rate until
the token bucket has emptied. At this point, the router startrop all packets exceeding
the actual rate limit. Depending on the reserved rate and¢hieeved congestion window
size, multiple packets will be dropped in a single round sTikbecause we can assume for
most scenarios that the first rounds of the slow-start phdkpravide a full token bucket,
therefore the congestion window can increase by more than on

TCP reacts to these packet drops by either the selectivesbrédaansmission followed

by the congestion-control phase. Whenever to many packets dropped, the protocol
stack experiences a timeout. In the latter case, TCP isiegtdre slow-start phase again.
This round, TCP switches over to the congestion-controsphance half of the former

congestion window size is reached. Hence, the window sizeisased linearly until the

token bucket is empty again.

We can expect that these cycles form a specific pattern, iohwdach single round reaches
an application/reservation specific congestion windowvil packets will get dropped. As-
suming that the application provides sufficient data to toket buffer at any time—which
is equivalent to the fact that the attempted transmissi@ereceeds the maximum possible
rate of the network at any time—we can illustrate this patter

Figure 6.5 visualizes the behavior of a Reno TCP flow with yiedaacknowledgments
when timeouts occur. In the first round-trip round, it willlpsubmit one (some imple-
mentations start with 2) segment. With every (delayed) askadgment it will increase
the congestion window size which results in an increase ckgta transmitted during the
next round-trip. Having reached half of the maximum windoges TCP will switch to
congestion control phase. The increase now is much sm&lece the flow exceeds the
configured rate limit, it will still increase its congestiandow size, until the token bucket
is empty.

To formalize this behavior we introduce the following detiions: Let R be the window
size (in segments) corresponding to the reserved rate &nbtimd-trip time of the net-
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[0 Unused Bandwidth (Token Bucket full)
Ed Added to Token Bucket for later use (exactly R)
B Borrowed from Token Bucket

B Drop
2(W —R)=2~/T RITs
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Figure 6.5: The behavior of a TCP flow when it is exceedingdtervation. The illustration swapped the
tokens added to the token bucket with the unused bandwidtrefmlability reasons. In reality, the token
bucket is first filled in a slow-start period.

work [141]:

B ReservedRate

I MSS

* RTT

Furthermore, lef” be the token bucket depth in segments Bnéle the maximum window-
size reached (note: a larger window-size will be reachelddeabéginning of the flow). The
value of W can be calculated from the equation:

W—-1-R

Solving this we get:

1 1
W=R+o+\[T+~R+VT

This equation allows to express the assumptions made dimtdken bucket depth:

R>VT

However, when trying to develop a heuristic for determining attempted rate based on
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these cycles, several limitations occur:

e When TCP times out, the actual timeout value is hard to ptetticdepends on the
configuration of the system and the TCP internal state.

e The ability to recover the lost packets by some retransomsgiechanism strongly
depends on the TCP implementation of the end-systems.

e The router statistics are typically updated very rarelytiiie order of 10 seconds).

e The quality of the heuristic depends on both: the sampliteyual and the round-trip
time.

Because of these difficulties the application based adajgioot an appropriate solution
for TCP flows, even when it is implemented as a binary searcth®required reserva-
tion [112, 56]. A flow-based use traffic shaping is the corratticle to assure that the
reservation conforming transmission of TCP flows in a Guiesh Rate environment. The
loss-rate sensor is therefore exclusively used for Prend@R-based flows.

6.2 Experimental Setup

This section discusses at set of experiments designed miesalifferent Differentiated
Services implementation strategies which are addresBenggecific requirements of Grid
applications.

6.2.1 Testbeds

The experimental configuration, illustrated in Figure 616 &igure 6.7, comprises a testbed
at Argonne National Laboratory (the Globus Advance Resenvdletwork Testbed: GAR-
NET) connected to a number of remote sites, including LasedBerkeley National Lab-
oratory (LBNL), and a testbed at the ForschungszentrumhlRl@mbH. Connectivity be-
tween GARNET and LBNL is provided by the Energy Sciences NekwESnet) DS
testbed.
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Figure 6.6: The GARNET testbed at Argonne National Labayatnd its connection to Lawrence

Berkeley National Laboratory over the Energy Sciences o&®WESnet). End-systems are connected via
Fast Ethernet, routers via ATM PVCs.
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Figure 6.7: The testbed at Forschungszentrum Julich GriibelVariable Bit Rate Non Real-Time PVC link
is the bottleneck.

Cisco Systems routers are used for all experiments. GARBE®D07 series routers are
connected by Optical Carrier 3 (OC3) ATM connections; aswile-area links, they are
connected by PVCs of varying capacity. End-system compaterconnected to routers by
either switched Fast Ethernet or OC3 connections. The @gstems 7204 series routers
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at Julich are either connected by OC3 ATM connections, Is¢ Ethernet, by Packet Over
SONET (POS), or by Gigabit Ethernet connections. End-systemputers are connected
to routers by switched Fast Ethernet connections. Heneenthimum maximum transfer

unit (MTU) size of both testbeds is that of the end-systerb801byte.

6.2.2 Evaluation Tools

The analysis required appropriate measurement methodst, fiwas necessary to use
a tool that was capable of producing a network flow (TCP andoP) with specified
characteristics such as bandwidth or burstiness. Secdnd| for creating a well-defined
amount of competing traffic was needed, to create some cboges the internal network,
as well as a tool measuring the delay.

e TCP stream generatorA TCP traffic generator was evolved which is capable of
generating a flow with a predetermined rate. This genergierates by adapting
the frequency of write() calls to achieve the desired rateteNhat this adapts only
the frequency with which the transmitter fills the socketféyfand not the actual
transmission rate. The host’s TCP stack is still respoaditi transmitting those
packets onto the network media, by using TCP’s flow and cdrmyesontrol mech-
anisms. However, this behavior reflects exactly the chg#enf QoS-aware TCP
communication.

e Delay-sensitive UDP traffic generatofhis traffic generator (created by Brian Adam-
son, Naval Research Laboratory, and Sean Gallavan, Uitivef&Notre Dame) con-
sists of a set of programs that provide the ability to perftPmetwork performance
measurements using UDP/IP unicast and multicast traffie.tddlkit generates real-
time traffic patterns so that the network can be loaded in ietyanf ways. Because
each packet contains a time-stamp, this tool can easily &é& tasanalyze Type-P-
one-way delay [4] and jitter, if clocks are synchronized.

e rude/crude — Delay-sensitive UDP traffic generatdtis traffic generator gener-
ates real-time traffic patterns so that the network can kaeld@n a variety of ways.
Packet sizes and transmission rates for individual inféiondlows can be controlled
and varied using script files. Because each packet contdinseastamp, this tool
can easily be used to analyze the one-way delay [4] and d#ky JTo create a feasi-
ble traffic pattern, the experiments used script files geadrfaom publicly available
video traces [46]. The injected traffic was fragmented bylyapg IP fragmenta-
tion for the transmission of frames that exceeded the MTUckvive consider as
being allowed here, since we configured the DS classes temréom dropping
fragments.
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¢ Best-effort UDP traffic generatoiThis traffic generator (originally created by Andy
Adamson, University of Michigan) divides the flow into intafs of one second, in
which UDP datagrams are transmitted at fixed frequency angiiven per-second
rate is achieved. This dissertation improved its stabittyrovide a configurable
constant bit rate by adding real-time library timers to tlxéstng code. Having
achieved the desired amount of data per second, the tragiesmgops until the next
interval starts. Hence, the tool can be used to introducst lpariods of up to one
second.

6.3 Multi-Aggregate Environment

This section discusses a set of experiments designed watalpossible differentiated
services scenarios when multiple per-hop behaviors arkedpgt concludes with a rec-
ommendation for a service class assignment.

6.3.1 Implementation and Evaluation of the Best-Effort Sevice

Applying the plain best-effort service to two example apglions, an application which

is representing a delay sensitive video-conferencingasc@and a background congestion
traffic, we generate the baseline for our evaluation. Thdigoration applied allocates

the remaining capacity of the ATM Interface, which is notdiby any other class, to the
BE class. In the following experiments no other class thaniB8Esed, resulting in an

assignment of 60 Mbps of the bottleneck ATM link to the BE slas
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Figure 6.8: Data transmission profile of an MPEG-4 encodee¢h@&Ws sequence showing two periods of
congestion. Each competing best-effort flow lasted abosetbnds and. Note that no service differentiation
was applied.



134 CHAPTER 6. DESIGN EVALUATION

The tx-ring-limit parameter on the ATM interface card thpgsifies the queue size, which
is assigned to the applied ATM virtual circuit, was set to Hétigles each of 512 byte
allowing to store up to four MTU on the ATM interface. This ualis by far smaller than
the default value, but it has to be applied to allow for an effitQoS implementation [44].
The BE layer 3 queue was configured to hold at most 256 packkis.queue size, which
is a trade off between delay and loss rate, is considerediag feasible for BE traffic,
which is rather sensitive to packet drops than to queuingydiel a range of a few tens of
milliseconds.

In Figure 6.8 the delay measured when transmitting the negysence in the BE class is
shown. Congestion is generated by applying an UDP streamtwi bursts, each of ten
seconds duration.
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Figure 6.9: Transmission profile of the competing UDP béstreflow which was causing congestion during
its periods of bursts. All TCP flows of this section competéhwiis traffic profile.

As Figure 6.8 shows, the delay is bounded to about 42 mithisds, showing some minor
effects on the measurements due to tail-drop in the routes.dElay corresponds to an ef-
fective data rate on the ATM interface of about 48 Mbps aftétisacting the ATM induced
overhead. While this delay is acceptable for streamingovajgplications, it can be critical
for real-time video applications like video conferencing@mote haptic and tracking.

Next, the performance of TCP flows in the BE class is analyZEue protocol specific

properties of TCP were already discussed in Section 2.3114a51 when downstream
congestion was applied. Here, the presented analysis iedefiy also taking a TCP up-
stream congestion into account. Note that a network reBenves uni-directional. For

TCP, however, there is always a bi-directional communicatlt is therefore important to
analyze the impact of upstream network congestion for alurectional file transfer.

Upstream congestion only affects the acknowledgmentsseoT @P stream, but the exper-
iments demonstrate a major impact of the delay and the lts®fahe acknowledgments
on TCP performance and the related traffic profile, which sobeen addressed analyti-
cally by Hasegawa et al. [65] and in simulations by Wu and iftison [140]. Congestion



6.3. MULTI-AGGREGATE ENVIRONMENT 135

3000

2500

2000

1500

1000

Link Data Rate (Kb/s)

500 r

O L L L L L L L
0 5 10 15 20 25 30 35 40
Time (s)

Figure 6.10: Throughput of a TCP file transfer when upstreangestion was applied. The impact caused
by the bursty competing UDP traffic illustrated in Figure &.8ignificant.

is generated by applying the UDP flow shown in Figure 6.9.
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Figure 6.11: TCP sequence numbers over time of a TCP filefelansder upstream congestion. The slope

of the curve indicates the achieved throughput. The impacgsed by the bursty competing UDP traffic
illustrated in Figure 6.9 can be clearly seen.

Figures 6.10 and 6.11 show the throughput and the sequemakenwover time. About

10 seconds after the start of the TCP transmission upstreagpestion is generated by
the UDP flow that is shown in Figure 6.9, leading to a signifisareduced throughput.

The effects on the throughput are generated by an increabe Round-Trip-Time (RTT)

shown in Figure 6.12.

Besides acknowledgments can get delayed due to congeséipican also get lost. While
the throughput impact of a lost acknowledgment is less Bagmit, it makes the TCP stream
more bursty.

Figure 6.13 shows the effect of an increasing RTT on the semusumber over the time.
At first, the TCP transmission is bounded by the applicatwimich writes at a speed of
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Figure 6.12: Actual round-trip time of packets of a TCP filansfer when upstream congestion was ap-
plied. Acknowledgments become queued because of the lmmstgeting UDP traffic which is illustrated in
Figure 6.9.

14.5 Mb/s to the socket buffer, leading to a quite smoothstraasion without actually
using the maximum available window size. When the upstreamgestion starts, the ap-
plication is no longer the limiting factor. The availablendbw slows the transmission
down, as can be seen from the utilization of sequence nunabéng upper border of the
available window in Figure 6.13.
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Figure 6.13: TCP sequence numbers over the time within thadries of TCP’s sliding window. The slope
of the curve indicates the achieved throughput. The sceilarstrates the behavior of the TCP flow at the
beginning of an upstream congestion period.

Furthermore the decreasing gradient denotes a signifjcattliced data rate. This reduc-

tion of the data raté? can be addressed analytically by Equation 6.1 VidiI" denoting
the round trip time andll” denoting the window size.

R =W/RTT (6.1)
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Figure 6.14: TCP sequence numbers over the time within thadries of TCP’s sliding window. The slope
of the curve indicates the achieved throughput. The sceilarstrates the significant burstiness of the TCP
flow at the end of an upstream congestion period.

Clearly, Equation 6.1 shows that the problem of an incre&S€d because of delayed ac-
knowledgments can be addressed by an increase of the wingewbat since the window

scale option is only negotiated during connection esthtyient, any dynamic right-sizing
is bounded to the specific window scale value of its connactignfortunately, most op-

erating systems do not allow the explicit specification efwindow scale option. Instead
its value is derived from the socket buffer size during catioa establishment. Whenever
servers have to maintain a huge number of parallel TCP cdionsg¢a trade-off between

the desired window size and the dedicated amount of kernelanghas to be made.
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Figure 6.15: TCP sequence numbers over the time within thadries of TCP’s sliding window. The slope
of the curve indicates the achieved throughput. The soes&idws that the applied upstream congestion
causes a TCP timeout.

Additionally, we can observe from Figure 6.14 that lost dagied acknowledgments make
the TCP flow significantly bursty. Especially upstream deiigr increases this effect, as
can be seen at the far right of Figure 6.14, when the congesticesolved. In this case
acknowledgments for a complete window can be received bgehder as an acknowledg-
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ment burst, thus leading to huge downstream data bursts.clustering of data segments
might result in downstream congestion.

Of course, the effect is increased if bigger TCP windows a&eduand can even lead to
downstream packet drops. Hence, the assumption of an uppedior the window size
of a single TCP connection is reasonable.

Another negative effect of acknowledgment bursts is showRigure 6.15. Here a com-
plete burst of acknowledgments is locked out from queuiragsmnd discarded, due to
upstream congestion. Unfortunately TCP in this case hasaibfar the retransmission
timer to expire before it is allowed to perform a retransmois®f one TCP segment. Fur-
thermore TCP has to perform slow start after the timeoutciedy the transmission rate
unnecessarily.

6.3.2 Implementation and Evaluation of an Olympic Service

A WFQ environment is used for the implementation of the Oljoygervice based on three
AF PHB classes. Within these classes GARA is capable of magdpge allocated re-
sources and the relative load in order to allow for a servifferéntiation in terms of
delay. The Olympic service [66] proposed by the IETF is m=liby admission control
and a class based over-provisioning. This subsection sBesua set of experiments with
the transmission of the news sequence in each of the Olynigéses, with the classes
configured according to Table 6.1.

Table 6.1 gives the configured percentage rate of the oudmittleneck ATM link, the
capacity allocated for the different classes distinguighbetween gross and net — with
and without the estimated ATM overhead — and an over-prowisg factor indicating the
relationship between the ingress and the core configuration

Class | Percent] Gross Capacity Approximate Net Capacity Over-provisioning Factor
Bronze| 5% 3 Mb/s 2.4 Mb/s >1

Silver | 10% 6 Mb/s 4.8 MDb/s >2

Gold 15% 9 Mb/s 7.2 Mb/s >3

Table 6.1: Core configuration of the Olympic classes. Extraffic is explicitly dropped for Gold and Silver.

Within each of the Olympic classes a differentiation of thepdprobability for differently
marked excess traffic can be performed by applying WRED. Nlegkess, it is considered
that such an implementation in an over-provisioned clabaimful for the BE class. The
conforming traffic is therefore marked green, while excea8it is dropped in the over-
provisioned classes, whereas excess traffic is marked as tteel Bronze class.

The layer 3 queue size of each of the three Olympic classesovdigured to 128 packets
in the WFQ environment. Consequently, the ingress metenaaréler is based on a token
bucket with a confirmed information rate of 2.4 Mbit/s for @llympic classes thereby
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leading to the over-provisioning factors given in Table.6&Lconfirmed burst size of 32
MTU is used at the ingress. This value is intentionally serdthan the queue size applied,
to avoid packet drops in the Olympic classes within the ndtvemd also to avoid a high
utilization of the queuing space and thus to reduce queuatayd. Besides it has to be
noted that the WFQ queue sizes are configured in packetshwhit be smaller than the
MTU, whereas the confirmed burst size is configured in bytes.eRcess burst size as
proposed for the SRTCM [67] was not used for the followingesxpents.
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Figure 6.16: Traffic profile of an MPEG-4 encoded TV-news ssme when a DS Bronze service is used.
Note that during two time intervals congestion was appliEgath competing best-effort flow lasted about 15
seconds.

Figure 6.16 shows the measured delay for the news sequetioe Bronze class and the
impacts of congestion in the BE class on the Bronze class.p@ced to the transmission
of the sequence within the BE class, which is shown in FiguBe the delay is reduced
significantly. Furthermore packet drops did not occur in Bnenze class. Thereby AF
based services can be applied as GR service without padsstdoconforming traffic.
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Figure 6.17: Traffic profile of an MPEG-4 encoded TV-news st when a DS Silver service is used.

Note that during two time intervals congestion was applieath competing best-effort flow lasted about 15
seconds.
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The delay and delay jitter differentiation, which can beiaeéd in addition by the
Olympic service, is shown in Figure 6.17 and 6.18 for the &iland the Gold class re-
spectively, compared to the Bronze class in Figure 6.16.
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Figure 6.18: Traffic profile of an MPEG-4 encoded TV-news saape when a DS Gold service is used.

Note that during two time intervals congestion was appliath competing best-effort flow lasted about 15
seconds.
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Figure 6.19: Traffic profile of an MPEG-4 encoded TV-news sempe when a DS Premium service is used.
Note that during two time intervals congestion was applieath competing best-effort flow lasted about 15
seconds.

Additionally, we present experiments with TCP in the Broolass and demonstrate how
TCP can be configured in a guaranteed rate environment te\actiie desired throughput.
We show that, if the pertaining class is configured propgracket drops do not occur,
which prevents from halving the congestion window, acauydio the Additive Increase
Multiplicative Decrease technique implemented by TCP. dé&ia rate instead corresponds
to the capacity allocated for the flow. To avoid effects onRi@ by an upstream conges-
tion, the acknowledgments are also transmitted in the Brafass. The effects of different
classes for TCP data and acknowledgment packets have bdessseld by Kohler and
Schafer [81] in simulations. Nevertheless, the impactlatipng the acknowledgments in
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an even better service than the Bronze service is rathetelimsince the Bronze class
already can provide low loss and bounded delay.

The maximum window size is in our experiments controlled élfisg the socket buffer
size. The resulting RTT can be computed according to (6.th)Widenoting the maximum
window size andR denoting the configured capacity in this case. The RTT aslfosthe
available or configured capacity and to the configured mamimindow size.
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Figure 6.20: Actual round-trip time of packets of a BronzePTfile transfer when downstream congestion
was applied. The socket buffer size was 15 MTUs.
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Figure 6.21: Throughput of a Bronze TCP file transfer whenmkiveam congestion was applied. The link

data rate was calculated based on the average throughpQtsgginents. The socket buffer size was 15
MTUs.

For these experiments the Bronze class was configured to 25 the dottleneck link
capacity, corresponding to a net data rate of about 12.8.MHigsire 6.20 shows the RTT
for a configured socket buffer of 15 MTU. Congestion in the B&Ss starts after 10 s and
leads to an increase in the RTT, which corresponds to theingidelay added by queuing
the data of a complete TCP window.

Figure 6.21 shows the corresponding throughput. At thermégg the application limits
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the data rate to about 14.5 Mb/s and after the BE downstreagestion started, the limi-
tation is given by the configured capacity for the Bronzesktsabout 12.8 Mb/s and from
the TCP point of view leads to a limitation of the sending tagehe offered window.

The same effect on the throughput can be observed, if thermemiwindow is increased

by configuring a socket buffer of 32 MTU. Figure 6.22 and Fe&@r23 show the resulting
RTT and throughput for this configuration. Again the RTT adiito the available capacity
and the window size, being about twice as high as in the exygerti with a 15 MTU socket

buffer.
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Figure 6.22: Actual round-trip time of packets of a BronzePTfile transfer when downstream congestion
was applied. The socket buffer size was 32 MTUs.
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Figure 6.23: Throughput of a Bronze TCP file transfer whenmkiveam congestion was applied. The link

data rate was calculated based on the average throughpQtsgginents. The socket buffer size was 32
MTUs.

From the TCP experiment described above, it can be seen th@tats as a traffic shaper
in the absence of other flows in the same class. In generalsstrelffic shaping function-

ality should be located at the ingress side of a DS domain hadld be per-flow based,
whereas the core configuration is strictly class based. rHffectshaping can be performed
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by a leaky bucket. On the other hand side a traffic shapingdvprédvent the TCP flow
from utilizing unused capacity during times when the BE slasnot loaded. Yeom ad-
dresses this problem by a two-window TCP and a mapping on prepedence levels
implemented by WRED [141], but unfortunately this approasfpires a modification of
the TCP protocol and its implementations.

6.3.3 Implementation and Evaluation of a Premium Service

The EF PHB can according to the relevant IETF standard [7 #hipéemented by a variety
of queue scheduling mechanisms, among these are non-preefpority Queuing (PQ),
and class-based Weighted Fair Queuing (WFQ). Since contynpiaiducts of CISCO are
used for our implementation, both mechanisms are a possioiee. Because of the fact
that WFQ cannot easily be used for the proposed premiumcgenfi[97] on the 7200
platform, the Premium Service was implemented based at B@.
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Figure 6.24: Actual round-trip time of packets of an EF TCP fiensfer when downstream congestion was
applied. The socket buffer size was 15 MTUs.

The ingress router was configured to apply a meter and maikieiaveonfirmed informa-
tion rate of 4.8 Mbps and a burst size of 32 MTU. Excess traffidropped. The param-
eters that were applied at the ingress router were reflegtékebcore configuration. The
PQ scheduler was bound to 10% of the bottleneck link capamityesponding to about
4.8 Mbps after subtracting the estimated ATM overhead andt®wf up to 48 KB are
permitted by the core configuration.

Figure 6.19 shows the results of a transmission of the negusesee for the premium ser-
vice. A reduction of the transmission delay and delay jegyecially for big frames, which
lead to packet bursts, becomes obvious for PQ compared to.IWiR@e configuration of
the service the tx-ring-limit parameter, which is used taf@ure the outgoing interface
queuing capacity, is of major importance [44].
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Figure 6.25: Throughput of a TCP file transfer using the EFegate when downstream congestion was

applied. The link data rate was calculated based on thegwéhneoughput of 20 segments. The socket buffer
size was 15 MTUs.

Figure 6.25 illustrates the achieved throughput for the §§regate. As before, the net-
work was heavily congested between 10s and 30s. While the WAS@d AF scenarios
illustrated in Figure 6.21 and 6.23 indicated a traffic shgpwe do not see any impact on
the achieved throughput in this scenario. Figure 6.24tihiss the round-trip time. The
minor impact is caused by the heavily loaded data link layeue.

6.3.4 Proposed Assignment of Service Classes

Table 2.1 lists the various flows of a future teleimmersiopli@ation. We interpret this set
of flows as an example unicast scenario which we want to stipgayur implementation
of DS.

Service Clasg Net Capacity| Max Bottleneck Delay] Type of Flow
Best-Effort 28.8 MDb/s 111.7ms Majority of the Internet Traffic [97]
Bronze 2.4 Mb/s 161.2 ms Text Channel, Database Updates
Silver 4.8 Mb/s 81.1ms Currently Unused
Gold 7.2 Mb/s 54.5ms Control Channel, Rendering, MPI, Vid€o
Premium 4.8 Mb/s 5.1ms Tracking, Haptic, Audio

Table 6.2: Mapping of applications to services. The delayiatary is calculated for a single bottleneck link.

Table 6.2 shows a mapping of these flows to the proposed sesldsses. The maximum
bottleneck delay! given for the different classes except BE is derived fromdiqu 6.2,
whereas),,; denotes the maximum burst size for each flow that traversesdttleneck
link, ¢, is the allocated bottleneck capacity of the respectivesgtasienotes the capacity
of the incoming links(, is the maximum delay added by layer 2 queuing, &ndenotes
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the delay added by preferred priority traffic, if any.

Zn bn,i Zn bn,i
dzz< L - S ) e dy 4 d (6.2)

The presented set of experiments apphedd © b,;, = 32 MTU, Y. ¢; = 98 Mb/s, and
d, =1 ms. The allocated capacity in Table 6.2 corresponds fdr e&tthie Olympic classes
to the Peak Information Rate (PIR) [68], whereas the Coneahithformation Rate (CIR)
is by the over-provisioning factor given in Table 6.1 smallen contradiction the given
capacity of the premium service corresponds to the CIR. Teenjum service can by
the means of PQ utilize the complete bottleneck link cagdoit a configured burst size.
The EF standard [77] requests that the aggregates maxinmiral aate is less than the
minimum departure rate at any transit node to prevent froeuong. In order to implement
such a controlled PQ environment, ingress premium trafapsty is highly advisable [97],
but it has to be noted that traffic shaping for a target PIR adiditional delay, especially
in case of bursty traffic. Applying it reduces the maximumtleoieck queuing delay to
d, = 1 ms, but for a PIR of 48 Mb/s it leads to a maximum ingress sttpgelay of 4.1
ms, whereas for a PIR of 24 Mb/s it leads to 12.1 ms, assumimngcaming fast Ethernets
link with 98 Mb/s and applying Equation 6.2. Besides it hadb¢onoted that scenarios
can be constructed in which an arbitrary queuing delay a& nodes can arise even if the
conditions of [77, 97] are fulfilled [9].

In general, it is recommended to apply the service, whiclches the application require-
ments best, without exceeding them unnecessarily. Hereo waffic requiring an upper
delay boundary of 100 ms is placed in the Gold class, in omerderve the premium class
for more demanding flows. In the absence of traffic shapinggmpm video flow creates
unwanted premium bursts in the network, whereas videodrsiffaping adds a noticeable
delay.

6.4 Single-Aggregate Environment

This section extends the evaluation by analyzing the piatientpact of TCP flows sharing
a single Expedited Forwarding aggregate with delay-seasial-time flows.

6.4.1 Evaluation of Traffic Policing

This subsection gives an overview about a use scenario qidieng function offered by
commodity hardware with respect to TCP flows.
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Short-Term TCP Transfers

As stated above, TCP reacts when dropped packets are detdttbe transmitter rec-
ognizes a lost packet, it falls into either the congestiontm phase or the slow start
phase, depending on the number of contiguous packets Ibés. bEhavior dramatically
affects TCP performance. The first experiment was designdtlistrate this impact, by
demonstrating the behavior of a relatively small TCP tran$t6.7 MB), with different

transmission rates in combination with a token bucket baséiding.
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Figure 6.26: Average throughput of different short-termPT€€reams with token bucket based policing on
the ingress site. The token bucket depth was varied betw@@iKB and 2 MB. The rate limit used for all
tests was constant.

The results displayed in Figure 6.26 were gathered overalkesessions by transmitting a
TCP stream at a prespecified rate and altering the token bemkiguration. The impact of
the token bucket depth is recognizable. Increasing thehdegults in a higher short-term
bandwidth, until the bucket gets empty and packets get ébpNote that the increase of
the bandwidth from 37500 Kb/s to 41500 Kb/s corresponds edrdnsmission time and
the difference in the bucket depth. Having additional takiem 1.8 MB allows a stream to
exceed its limit by 40000 Kb/s for nearly 4 seconds. Ovetladl transmitter is transferring
16.7 MB, which also can be done in less than 4 seconds. Foraa exlculation it should

be mentioned that the transmitter was using the path MTWbdey. For that reason the
segment size used was 1460 bytes.

This experiment demonstrates effectively the behavioi@®P slow-start feature. As soon
as the token bucket is empty, the router starts droppinggtaekd often drops consecutive
packets. The TCP transmitter recognizes that consecudkeps are lost and reacts to this
by shrinking the congestion window to two, which has an ermrsrshort-term impact on
the actual throughput.

From this, one can conclude that exceeding the actual raiedauses TCP to decrease
performance drastically. Transmitting packets fasten the QoS rate limit has a negative
impact on overall performance. Note that TCP might submihale/socket buffer in one
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burst as permitted by the offered receiver window and thgestion window. The actual
token bucket configuration must be able to handle thosedwitttout dropping packets.

Long-Term Transfers

Besides the short-term behavior of TCP streams, it is ingpbito analyze a stream with
a longer duration. For that reason several long-term TCBi@eswere monitored. Fig-
ure 6.27 represents an example for the behavior of a TCPosemsteeding its rate limit.
In this case the normally constant throughput starts egicilj. As soon as the policer
starts dropping packets, the transmitter reacts with TGIBis-start feature. This reduces
the transmission rate drastically. As the router’s tokerkbtibegins filled again, the trans-
mitter is able to exceed its limits again (if enforced by tpplecation) and hence resumes
its oscillating behavior.
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Figure 6.27: Throughput of a TCP stream with an underestichtitken bucket policing on the ingress site.
The attempted transmission rate was 50 Mb/s. The configokemhtbucket depth was 2 MB.

The conclusion is that exceeding the actual rate limit caile®g-term TCP traffic to oscil-
late. This is mainly because of the slow start/congesti@andance feature and the bucket
depth. The greater the bucket depth, the greater the \ariati

6.4.2 Evaluation of Heterogeneous Aggregates

This section presents an implementation of the Expedited&ming (EF) Per-Hop Behav-
ior with the goal to analyze the behavior of a heterogeneaygegate. It uses
Weighted-Fair Queuing (WFQ) to emulate strict priority queg by provisioning 99%

of the bandwidth to the EF aggregate. This is to ensure tlagtieue of the EF aggre-
gate caused by possible bursts allowed by the token buckéh deas minimized, i.e. the
delay is minimized. Note that the bandwidth broker protet@ARA performs a careful

admission control and is thus preventing the starvatioh@biest-effort traffic.
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The particular challenge is caused by applying two senocdsp of a single EF aggregate:
a Premium service for delay-sensitive applications anda&hieed Rate (GR) service for
TCP applications. We now demonstrate the problem and présanhour architectural
design is appropriate for addressing the related issues.

Implementing the Per-Hop Behavior

The following series of experiments consists of three flomedted into GARNET 6.6
by Fast Ethernet connected end-systems, all passing @itk ATM link of 100 Mb/s
capacity (including all overheads):

¢ The first flow entering the testbed was a delay-sensitive RreruDP flow. It ran
longer than the other flows. GARA acted as a bandwidth brokexrssociate the
flow to the premium class of the evaluated implementatiore fEhated UDP traffic
generator was configured to achieve a rate of 40 Mpbs by authstsubmitting
1 KB packets every 0.2 milliseconds. The receiver contislyoreported the delay
calculated from the time-stamps in the packets.

e The second flow in the experiment was a GR TCP flow. EmulatinylBirbased
distributed supercomputing application, we created athar€P stream which was
injecting data in chunks of 256 KB. The average rate of the fl@s 16 Mb/s. Using
GARA, we claimed a slightly higher guaranteed bandwidtlereation, allowing
bursts of up to one full chunks. The guaranteed bandwidth 3t@&am was the first
one terminating.

e The third flow started during the experiment was a best-etl@P flow. Our main
intention was to create a heavy congestion by submittingbgs@ packets at a fre-
guency of 10000 Hz, to achieve a rate of 60 Mb/s. To demomstna impact of a
single premium flow under congestion, the competing UDP fl@s still active after
the TCP flow ends. The best-effort flow thus consumed a sigmifiamount of the
available bandwidth.

Figure 6.28 shows that the selected single-aggregate imgpl&ation is not appropriate
for providing delay-sensitive services when bursty TCP flawge the same aggregate in
parallel. If a burst introduced by the TCP flow exceeds théaa output link capacity,
packets get queued on the IP-layer queue. Because packbesmemium UDP flow are
also queued, the delay variation increases significan8yw&Q was configured to provide
the full bandwidth, i.e. 99%, to the Premium class, the leffstrt UDP flow starting as
third flow does not have any major impact on the result. Theomimpact demonstrated
in Figure 6.28 is caused by a heavily loaded interface quetide ATM interface, as the
best-effort flow is permanently injecting competing tratbahe network.

It is important to note that the network administrator hasdpportunity to configure the
size maximum size of this transmission queue,in the Cisqdementation tx-ring-limit,
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Figure 6.28: Type-P one-way delay for a premium UDP flow undegestion on GARNET. The experiment
demonstrates that a bursty TCP stream sharing the EF aggtema significant impact on the achievable
service.

and can thus directly influence the delay under congestiea &ection 5.3 for formal
details). In this series of experiments, we configured theriace queue to provide room
for up to 18 particles, each 512 bytes.

We can easily re-validate the result illustrated in Figu&8@y some simple calculations.
The Premium service is used by a UDP application which isstratiing data at a rate
of 40 Mb/s. This application shares the aggregate with a TOR Which is injecting
bursts of 256 KB at the link speed of its Fast Ethernet interfae. at a rate of 100 Mb/s.
Hence, the 256 KB of data is entering the EF aggregate withimliseconds. The total
amount of data entering the EF aggregate in this time intesaus 356 KB. Assuming an
ATM overhead of 20%, the EF aggregate is served at a rate oft#8.MVe thus know that
200 KB of EF data is leaving the router. Consequently, at tiuead the interval there exists
an EF queue of 156 KB. Note that new UDP premium packets stilleaconstantly. These
packets lead to an effective rate of 40 Mb/s at which the gsegss reduced. By applying
the maximum queue size of 156 KB we receive a delay boundal$ afilliseconds.

Aggregate-based Traffic Shaping

In order to inject a traffic profile which is conforming to ther8ice Level Agreement with
the peered downstream domain, the egress router of a DS daomght be enforced to
shape out the traffic of a whole aggregate. When this is appdi¢he scenario illustrated
above, the impact caused by the bursts of the TCP streamd tmegamplified by the

queuing introduced by traffic shaping. Hence it is importantlarify the impact of this

mechanism when shaping is done on the whole class.

Figure 6.29 illustrates the impact of traffic shaping whes pierformed for an aggregate.
Traffic shaping can be viewed as an additional constraintivhinits the EF capacity of
the output link by shaping the rate to the given traffic profilence, EF packets get queued
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Figure 6.29: Type-P one-way delay for a premium UDP flow undegestion on GARNET. The experiment
demonstrates that the impact of a bursty TCP stream shdmngF aggregate is strengthened by aggregate
based traffic shaping.

whenever a TCP bursts causes the shaper to become activexjér@ment demonstrates
that shaping is not implemented by a leaky bucket, i.e. aebuff mechanism for packets
which “leaks” packets at a given rate. Instead, the undeglyiaffic shaping does allow
some bursts. Traffic shaping is configured in terms of inlsyvaean rates and bursts.
During every interval, a maximum of burst size can be senngtspeed. However, the
bit rate of the interface will not exceed the mean rate ovgriategral multiple of the
interval. The experiment used the default interval lengthailowing most TCP bursts to
pass without causing the shaping function to be activatealveder, we still see several
delay-spikes introduced by the queuing when traffic shapewame active.

This scenario leads to an EF PHB implementation that is ev@sewvsuited for the given
mixture of flows than without traffic shaping. Note again ttted scenario is realistic as
domains might apply traffic shaping on their egress routealsio revalidates the thesis
proposed in [115] that an EF PHB implementation supporti@gP Tlows without traffic
shaping should provide as much of the Premium bandwidthrucaiegestion as possible.
The admission control has to ensure that the best-effdfictra not starved.

Flow-based Traffic Shaping

As traffic shaping over an aggregate might have a negativaétgn the delay variation of
a Premium flow, the EF implementation proposed by the impigat®n framework pre-
sented in Section 5.7 proposed a flow-based service ditfatem on the output interface
of the egress router. In detail, the prototype bandwidtlikér&ARA applied an additional
router internal packet marking mechanism, called “gossgtavhich facilitates the an ef-
ficient packet classification. The router configuration piggied by GARA extended the
basic DSCP marking by also assigning the “gos-group” forrtHated flow. This addi-
tional classification was then used to update the configurati the output interface of the
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ingress router to shape out the related GR flow.
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Figure 6.30: Type-P one-way delay for a premium UDP flow udegestion on GARNET. The experiment
demonstrates that flow-based traffic shaping significaetiyices the impact of a bursty TCP stream sharing
the EF aggregate.

Note that only the ingress router differentiates betweeasehflow specific scheduling
schemes. All core routers handle the premium aggregatel lmas¢he DS codepoint in
a common way, assuming that the edge routers have elimipas=ible bursts.

Figure 6.30 demonstrates the EF PHB implementation progidipremium service to TCP
streams and delay-sensitive UDP flows. The remaining imigazdused by the interface
gueues, which are under the control of the network admatistr The figure demonstrates
GARA’s capability to support a mixture of flows in a single aggate.

Figure 5.12 summarizes the way GARA configures the outpatrfexte of the ingress
router. Beside the best-effort class, it uses non-preemptiority queuing to serve UDP
flows. Additionally, using the router internal packet makiit applied traffic shaping with
WFQ for the GR flow.

6.5 Applying MPLS

This section applies the Multiprotocol Label Switchinglatecture and summarizes the
results of two important sets of experiments.

6.5.1 The Overhead of the On-demand Allocation of Tunnels

Whenever a transient domain decides to incorporate traffiimeering algorithms for the
handling of core tunnel reservations, the question aribesitathe associated signaling
overhead. To give a measure for this overhead in the speaificomment of the testbed
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Figure 6.31: Logical view of the attempted placement of L&8Rbe testbed in Julich.

in Julich (refer to Figure 6.7), we list an experiment whwéas performed by an accom-
panying diploma thesis [33]. The goal was to measure thetita&es to set up different
explicitly routed Label Switched Paths. The mapping of ti&°k to the topology is illus-
trated in Figure 6.31. Because of the limited amount of nsuite the testbed, some LSPs
were extended to traverse a single router more than onceduyfgpg different interface
addresses in the explicit route object.

To measure the associated signaling overhead the expénirset the router internal log-
ging functionality. Log entries were created with a timegpawhenever an LSP related
event occurred. The resolution of the timestamp was onéseulbnd. Figure 6.32 lists the
minimum, the maximum, and the average result of a set of altri
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Figure 6.32: Overhead associated with the setup of LSP®degitbed in Julich. The decrease in overhead
is caused by an optimization of the signaling proceduresengtier the explicit route object lists interfaces
of a single router more than once, it eliminates the relateg@ in between. Trial 5 and 10 did therefore not
require any signaling at all.

The results of the experiment can be interpreted as follows:

e The Cisco implementation used the knowledge of the topotogsliminate loops.
Loops in the explicit route object were recognized and elated.

e The time variation was caused by the ability to log the eveititiv the operating
system of the router and the resolution of the timestamp.
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e The measured cost for setting up an LSP on the 7204 Ciscoptatfas varying be-
tween 5 and 8 milliseconds per traversed router. This casttended by a potential
message propagation delay caused by the distance betweread peuters.

It is very unlikely that an LSP will traverse over more thandifferent routers in a single
domain. Hence, the signaling overhead associated withlliheation of an LSP appears
to be passable. Especially in the context of advance rets@mydhe time constraint for
the allocation of an LSP is relaxed. With immediate reséovatthe time constraint can
be relaxed either, because the LSP signaling can be doneafigbdo the downstream
propagation of the service request, without waiting forpbsitive response of the peered
downstream bandwidth broker. Also note that the propagateday of a telnet-based im-
plementation of the Internal Signaling Interface is of tihéews of a second.

6.5.2 Link Protection

A major benefit of the use of MPLS is given by its failure praiec capabilities. The fast-
reroute feature allows to preserve the connectivity of LI8P&ilures of a particular link, a
particular node, or a more complex error condition. Esplgdiak protection is designed
to perform a quick restoration of connectivity. It also hhe scalable property that the
configuration of a single backup tunnel is able to protedt &Ps which are traversing the
particular link.
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Figure 6.33: Service interruption caused by the time it $akereestablish IP-convergence for a link failure
situation. The curve illustrates the achieved rate ovee tivile recognize a service interruption at 5 seconds.
Once IP-convergence was reestablished, the flow took wag tls¢ alternate Gigabit Ethernet link instead

of the parallel Packet Over SONET (POS) link. Note that thotige POS link was up again after 10 more
seconds IP-routing remained on the alternate link for aavhil

The experiments presented in this subsection explore thaldzenefit of link protection
compared to a failure situation occurred in an typical IPado which uses the popular
Open Shortest Path First (OSPF) protocol as routing pratddee layout of the two ex-
periments is as follows:
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Figure 6.34: Service interruption caused by the time it $atkereestablish IP-convergence for a link failure
situation. The curve shows the packet delay variation. thtemh to the delay variation at the beginning, the
curve indicates the phases when IP-routing was updated.

A constant bit rate stream was sending packets of the Ethkffid size (1500 bytes) ev-

ery 500 microseconds. Around 5 seconds after the rudeeapioin has started, the optical
cable of the Packet Over SONET (POS) interface was manuafijugged. The crude-

receiver was permanently reporting the receipt of packesslog-file. A script processed
the log-file and reported the achieved rate accumulated IWenilliseconds, the experi-
enced Type-P packet delay, and the accumulated amount gidokets.
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Figure 6.35: Service interruption caused by the time it $atkereestablish IP-convergence for a link failure
situation. The curve shows the accumulated number of ladtgia. At 5 seconds, the link failure occurred.
IP-convergence took around 5 seconds, after which comitgatias reestablished. As the constant bit rate
stream was sending packets with at a frequency of 2000Hauwb’ll amount of lost packets was around
10000. No packets were lost when IP switched back to use thinél

Figures 6.33 and 6.35 illustrate the achieved service wistaradard OSPF configuration
was deployed. The reason for the experienced disruptiorhectivity is not caused

by the layer 2 failure detection. The POS interface allowsddailure detection by the

explicit configuration of feedback mechanisms, which wasedm the presented exper-
iment. When a link state protocol is used to maintain theingutables of each router,
timers come into place which delay the recalculation of th@rtest path. The intention of
these timers is to avoid an extreme flooding of routing upjatgth the goal to prevent
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thrashing, especially when the link is flapping. It is exgachlis timer which causes the

significant disruption of service. Whenever this timer dueed, it is done at the risk of an

extreme overhead of CPU cycles of many routers. A signifidantease of the measured
disruption is therefore not a realistic assumption.
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Figure 6.36: Service interruption in an MPLS domain whelk |amotection is active. The curve shows the
throughput over time. At 5 seconds, the link failure occdriglPLS link protection was able to recover the
failure situation quickly. Because the rate was averaged b9 ms, the curve did not even drop significantly.
Instead, the value indicates that only a single packet wasTde graph shows a minor packet variance when
the old link came back.

Figures 6.36 and 6.37 illustrate the achieved service wingplotection was used. The
edge router applied the efficient DSCP-based LSP assignnievd different LSPs tra-

versed the POS interface. A backup tunnel was configured éahes parallel Gigabit

Ethernet interface whenever the POS connection is distlufdiee experienced disruption
was negligible. Because the rate was averaged over 10 msythe did not even drop
drastically. Instead, the value indicates that only a sipgicket was lost.
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Figure 6.37: Service interruption in an MPLS domain whek [imotection is active. The curve illustrates
the experienced delay over time. In addition to the delajatian at the beginning, the curve indicates the
phases when link protection was updated.

Note that this experiment required the selected packetl ®néorced MPLS to perform
packet fragmentation on the backup tunnel. The MTU size efrédiated LSP was 1514
bytes. The POS interface exceeded this values, while thal@igthernet interface used
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the MTU size of 1500 bytes. Because link protection is dongushing an additional label
to the label stack, the actual packet size was 1508 bytesesldagmentation was required
for the MPLS case. Figure 6.37 indicates no additional detagpared to Figure 6.34.

The use of the protection capabilities of MPLS is an appedprmechanism for a robust
provisioning of network guarantees. When integrated ihtodecision process of LSPs
candidates for external routing algorithms, a gracefuliserdegradation is achievable.

6.6 Evaluation of Advanced Services

This section discusses a set of experiments that demangimclaimed capabilities of the
proposed design.

6.6.1 Support of Bulk Transfers

An application-level adaptation procedure of high rel@eamplements deadline file stag-
ing by the use of the propose bulk transfer decision pro@dtihis procedure reacts on
changes in reservation due to preemption by higher prifoitgground flows (or termina-
tion of those flows) within the Guaranteed Rate (GR) senlidest signals the event to the
subscribed application and secondly updates the bulkferarsated reservation. When-
ever the application receives one of these notificationtsyé&radapts its transmission rate
with the goal of achieving throughput close to that bandiwaltocated to the bulk transfer
flow.

The first experiment evaluates the ability to support mldtffipws simultaneously and to
support application monitoring of, and adaptation to, ¢jeanin reservation status. The
experiment was conducted on the local GARNET testbed: spadi6.6. GARNET was
configured to create a 45 Mb/s guaranteed rate channel in Mb@network. It is based
on five distinct flows: a bulk data transfer, operating as aKigeound” flow; a compet-
ing 80 Mb/s best-effort UDP flow (a traffic generator submijtiL,000 byte packets every
100 usecs); and three independent, short-lived foreground flei¥simmediate reserva-
tions. In this and subsequent experiments we used a simiadrdasfer program, ttcp, as
our “application.” The GR flow and competing flows are souraad sinked by different
computers.

Figure 6.38 shows the bandwidth delivered to the foregrpbadkground, and best-effort
flows during the experiment. The procedure succeeded iuetiglg “excess” bandwidth
to the bulk transfer application without comprising theefmround flows. The good bulk
transfer performance achieved is made possible by thenesmanager’s callbacks to the
bulk transfer application, which allow that applicatiorcttange its sending rate in response
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Figure 6.38: Throughput achieved for a mixture of Guarashteate (GR) and best-effort services on GAR-
NET. The rate is reported by the receiver on a per-second bhse demonstrated that a bulk-transfer
(background) application is able to exploit unused GR tafithout affecting foreground reservations.

to changes in its allocated bandwidth, hence avoiding pgatrikgs and invocation of TCP
slow-start. The following is a more detailed explanationhef graph:

1. The graph begins with the background TCP traffic, whichahbalk-transfer reser-
vation. This flow is initially allocated 40.5 Mb/s GR bandwhid that is, 90 percent
of the 45 Mb/s GR traffic.

2. The competitive UDP traffic is started shortly after thékbwansfer but does not
affect it due to the fact that the GR service was applied tobéekground traffic.
flow.

3. At 25 secs, another application makes an immediate 36 Mbésvation and initiates
a 32 Mb/s foreground flow. A callback notifies the bulk tramsfpplication, which
reduces its sending rate to adapt to the reduced reservdiibe and other similar
transitions take a little time due to the time required totoarthe router.)

4. At 48 secs, the foreground application finishes its trassion and then cancels its
reservation. Another callback allows the bulk transfercpss to increase its sending
rate to adapt to the newly available GR traffic.

5. Subsequently, two other foreground flows are createdh, suibilar effects: a 9 Mb/s
reservation (8 Mb/s flow) from 75 to 105 secs and an 18 Mb/gvasen (16 Mb/s
flow) from 130 to 160 secs.

6. At time 185, the background flow completes and cancelggsrvation. The com-
peting traffic rate increases to its target of 80 Mb/s, abtiuatceeding this briefly
because of the filled router queues.

Notice that each time the bulk transfer reservation is reduthe bulk-transfer rate drops
momentarily then recovers. This artifact is an indication & fundamental problem of
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application based adaptation of TCP flows in this scenanyacdtrolling the socket buffer
write frequency, the injected traffic profile is dominatedthg lack of data available for
transmission, and not by the receipt of acknowledgmentscalfeherefore assume that the
available window flow allow the immediate transmission a tritten data. Hence, each
single write typically results in a burst. The problem asiseeach adaptation step. Because
of the fact that the notification event is unidirectionak thpplication does not have the
ability to synchronize the transmission rate adaptionezly with the updated policing
configuration. Though the bandwidth broker is first inforgihe application about the
new transmission rate before it instantiates the new raien; there is no possibility to
synchronize the operations more appropriately.
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Figure 6.39: An example of bulk-transfer in using the ESnielievarea testbed. The curves plot the through-
put reported by the receiver on a per-second base.

Figure 6.39 shows results obtained in a wide area testbegbatArgonne National Lab-
oratory and Lawrence Berkeley National Laboratory. At akoue 5, the (background)
bulk transfer application began and was assigned all of tReb@&dwidth. At approxi-

mately times 40 and 100, a foreground reservation beganhenoltk transfer reservation
was reduced. When the foreground reservations ended, thgtoaind reservation was in-
creased. Notice that at time 15, competitive UDP traffic bdy# does not interfere with
either the foreground or background reservations.

These results show that the application is successful iptadathe bulk transfer flow in
response to information concerning preemption by foregdoilows. Apart from a few
artifacts, the bulk transfer flow maintains data transfex edte close to the amount of GR
allocated to that flow. The artifacts are again an indicatmwrthe problem of application
based rate adaption in this scenario. We therefore concthdewe either need an appli-
cation driven update of the background reservation, orgrpoeferably, a data rate pacing
mechanism controlled by the bandwidth broker.

The model of bulk transfers used to date is intended to iserd@e economic use of the GR
service. A highly relevant improvement of this scenaricoigtld a minimum reservation
for the background traffic. By thus guaranteeing a partrcalaount of foreground traffic
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to the background class, deadline staging operations caly & implemented. Again,
the economic use indicates that the required reservatioretd the deadline might change
over time. Whenever a status update of the available banlhgdeceived by the resource
manager, it can easily calculate the new required amourdmdWwidth.

The proposed architecture extended this model of bulk teaby also applying for unused
best-effort bandwidth. The required reservation of GR cdpdo meet a deadline can in
particular be decreased during the runtime of a bulk datestes, if parallel sockets are
used for the transmission. Thereby one of the sockets has tmmfigured to generate
GR traffic at the confirmed rate to ensure that the deadlineets whereas no reservation
of network capacity is made for the remaining sockets, besé¢hare mapped to a less
than best-effort service in order to allow for fairness agn@ompeting and responsive
best-effort flows. Within the QBone Internet2 project the B&venger Service [123]
is proposed to provide such a worse than best-effort sefaickigh-bandwidth and also
unresponsive flows. By applying the Scavenger Service thettansfer application not
only collects unused GR bandwidth but also unused besttef&pacity at the price that
the Scavenger Service can be starved by best-effort trafflbenever the bulk transfer
application succeeds in transmitting an appreciable ataiuadditional data by applying
the Scavenger Service, forward signaling of a reduced req@R rate to the reservation
manager can be applied to decrease the reserved GR capatitijeaefore reduce costs
and allow for a smaller blocking rate of the reservation nggnadue to a higher available
capacity.

The prototype implementation of such a parallel bulk dedadfer application is based on
a simple data fragmentation and the use of two parallel $sekigh the proposed mapping
of one socket to the GR service and one to the Scavenger sefiviorder to overcome

the effects of TCP congestion control in the Scavenger clagsmplementation option of

using multiple striped sockets for this class exists asishisfered by “gridftp” [2].

Figure 6.40 and 6.41 show results obtained from a similgbéesin Julich which was
identical except for the model of router. It demonstratesdapabilities of this combined
use of a GR and a Scavenger service. A target deadline for an2g@byte (MB) file
transfer of 200 seconds is applied. The required GR rate $arerthis deadline with a
safety margin of 10 seconds is derived to 12 Mb/s, for whichéial reservation is made.
The sender in addition to this GR service applies the Scaresggvice in parallel, to utilize
unused GR and best-effort capacity, if any is available hHEawe the sender successfully
transmits a configurable additional amount of data (25 MBpplying the Scavenger
service, it recomputes the reservation of GR capacity thaquired to meet the deadline,
and performs a reservation update.

In Figure 6.40 a scenario without additional traffic acroesAAM bottleneck link of
roughly 42 Mb/s net capacity is addressed. Besides the gieg@ rate of 12 Mb/s used by
the GR stream, the Scavenger stream can use the remainiagtgapith a rate of about
30 Mb/s. After 7 seconds, the sender performs the first GRierate adaptation, due
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Figure 6.40: Throughput achieved with a combination of a ®Rise and a Scavenger service. The curves
plot the rate reported by the receiver on a per-second béseeXperiment demonstrates that a bulk-transfer

application with a fixed deadline is able to use a GR servickiaraddition exploits unused GR and best-
effort capacity.

to the additional 25 MB of data transfered by means of the Suger service, and lowers
the GR capacity reservation to about 10.5 Mb/s. Since the Abtlleneck link in this
experiment is not used by any other flow, the rate at which tavé&hger service can be
used increases proportionately. This process occurstegpigaluring the file transfer and
allows a reservation manager to redistribute GR capaaityaddition the use of parallel
sockets reduces the file transfer time to 58 seconds.
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Figure 6.41: Throughput achieved with a combination of a ®@Rise and a Scavenger service under con-
gestion. The curves plot the rate reported by the receiverar-second base.

Figure 6.41 shows the same scenario under congestion. Aited0 and 70 seconds,
congestion occurs, each time for 10 seconds. During thesedsdéhe congestion leads to
the intended starvation of the worse than best-effort sageeservice and thus achieves
the desired fairness among scavenger and best-effort fllegertheless the deadline of
the file transfer is never endangered, since the GR flow st#ives the currently required
guaranteed rate. Due to the reduced amount of data traedrbiftapplying the Scavenger
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service, GR rate adaptations can in this scenario be masgdrézgiently, and an overall
file transfer time of 88 seconds is measured, which still i aelow the GR flow target
deadline of 190 seconds.

Thereby the use of parallel streams in a file transfer sceraaril the mapping of these
streams on a Guaranteed Rate and a Scavenger service ac¢hieeemain goals:

e The file transfer deadline is guaranteed.

e Excess GR and best-effort capacity can be used if availablesduce the overall
transmission time, and to be able to free GR resources eafleenever access to
higher-level services is associated with additional gdbis additional use of best-
effort capacity reduces the cost overhead.

e Fairness towards the best-effort class is achieved by aqgpthe worse than best-
effort Scavenger service, thus allowing the coexistencesgonsive best-effort traf-
fic with high-bandwidth and also non-responsive Scavengeisfl

We receive a very economic use scenario which is still fulfjlithe desired capability.

A slightly different implementation of the parallel datarnisfer can alternatively be based
on the DS Assured Forwarding, which is used to implement a &Rice. Within one
AF class a differentiation in terms of drop precedence caappdied to differently marked
packets based on an implementation of WRED. At the ingreds nba DS domain a meter
typically applies a token bucket mechanism such as the Twe Raee Color Marker [68]
proposed for the use with AF. This marker performs a markingackets to be treated in
the core with a low drop probability if the traffic confirms t@ammitted information rate
and with a high drop probability, if it exceeds this rate.

6.6.2 Evaluation of TCP Pacing for a Guaranteed Rate Service

So far, we required the application to be instrumented tpataa given rate. In this
section we evaluate the use of traffic shaping as a mechaaipace TCP throughput.

As stated in Section 5.6.2, the actual throughput achieyéddd® applications depends on
two main factors:

e The size of the advertised window determines the transamsaie of the transmitter
(disregarding the congestion window).

e The application has to provide data to the socket bufferttite CP stack can actu-
ally fall into the so called steady-state.

There has been some discussion as to whether shaping of afiie, re., TCP pacing,
might increase fairness and throughput [82, 1]. Howevemenaf these studies was con-
cerned with TCP flows using a GR service. Pacing TCP traffimirravironment offering
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Figure 6.42: Throughput for a GR TCP flow exceeding the redg@m. The curves plot the rate reported by
the receiver on a per-second base. The SACK-option wasldtabhe average throughput achieved was
9440 Kb/s without shaping and 14320 Kb/s when shaping wasated .

a GR service facilitates the simple use of network resesmateven without the knowledge
of the actual rate the application is writing data to the sbtkiffer.

So far, the use scenario for a GR service (including the lnalksfer) was based on an
instrumented application which was capable of adaptingatket buffer write frequency
to the available rate. In a scenario where TCP pacing is clbedrby the resource manager
of GARA, the use of an oversized socket buffer leverages $GEIf clocking feature to
control the speed of transmission. In coordinating a regenw with the shaping rate,
packet drops can be avoided and a well-defined throughpuieastablished.

The following experiment is designed to demonstrate thapsty a TCP flow enables it
to work smoothly with a GR service without too much effort. démonstrates two GR
TCP flows between Chicago (ANL) and California (LBNL) whialy to exceed the rate

they have reserved. This is a fairly likely scenario, sircis ioften hard for program-

mers to estimate the bandwidth their applications use. ,Algohave already shown else-
where [115, 57] that applications that do not exceed théérda not have a problem.

Specifically, the application used a socket buffer size oB1Each flow ran at different
times but are shown on the same graph. The application triedite to the socket buffer at
64 Mb/s while it only made a reservation for 16 Mb/s. One offtbess is shaped to match
the reservation bandwidth, i.e. it avoids packet drops.uiigs.42 shows the achieved
throughput for each of the flows. There are two things to maiticthis figure. First, the
shaped flow has a steady bandwidth at the reservation it nSsb®nd, the unshaped flow
has an unstable instantaneous bandwidth. Although it i®babus from the graph, the
average bandwidth of the flow is 9440 Kb/s, which is signifitaless than the reservation.

One might hope that using selective acknowledgments wdundrete the need for shap-
ing. This is because SACK can recover from multiple packs$és roughly in one round
trip. However, as can be seen from Figure 6.43, this is not#ise. In this Figure, we re-
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Figure 6.43: Throughput for a GR TCP flow exceeding the reg@m. The curves plot the rate reported
by the receiver on a per-second base. This time, the SACKuoptas enabled. The average achieved
throughput was 11992 Kb/s without shaping and 14448 Kb/gwshaping was activated.

peated the same experiment as in Figure 6.42, but with seexknowledgments enabled.
In this case, the instantaneous bandwidth varies muchbesshe average bandwidth is
still significantly less than the reservation, i.e. 119924ompared to 14448 Kb/s. Even
though SACK can recover from packet losses more easilyilliirgerprets the dropped
packets as congestion and reacts on this.
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Figure 6.44: Throughput for a GR TCP flow paced by a varying fi@sed traffic shaping configuration.
The curve plots the rate reported by the receiver on a pa&mrskbase. Note that the underlying hardware
implements traffic shaping in term of intervals. It therefailows bursts of one percent of the assigned rate.

The results demonstrate that bulk transfer operation cazob#olled by TCP pacing in
a GR service. Without detailed knowledge about the rate pdication is sending at,
the bandwidth broker can provide a constant, smooth traretie. Of course, a convenient
shaping buffer has to be available in the edge router. Thigekier, is a realistic assumption
as commodity networking devices offer buffer space in tltieoof megabytes [115].

The results also present the benefit of using SACK. While xipeement without using the
SACK-option was oscillating due to packet loss, SACK co@duce its amplitude. How-
ever, the achieved throughput with SACK was significantlipethe paced experiment.



164 CHAPTER 6. DESIGN EVALUATION

So far, the presented TCP pacing experiments did not adepttthffic shaping configu-

ration during the lifetime of the application. Figure 6.4%bws an experiment performed
at the testbed in Julich which demonstrates the abilitytwadhically pace a TCP flow by
modifying the per-flow based traffic shaping configuratioreré] the application used an
oversized socket buffer of 128 kilobytes. Note that evemngfiothe application did not

perform any adaptation, the bandwidth broker was able tadllleasignificant rate updates
by updating the traffic shaping configuration on the ingressar.

6.6.3 TCP Pacing for Distributed Supercomputer Applicatiins

As stated in Section 2.3.1, the traffic profile of a distrilbuseipercomputing application
is often quite bursty. We already introduced an exampleateimn Figure 2.3. In the

illustrated application, messages were transmitted ryugVery 60 milliseconds. The
typical message size was 128KB with a periodical burst oKERB8Df course, this pattern
is just an example, as the actual traffic profile depends oappkcation. Also note that all

traces reported in this section were gathered on the sooste The illustrated throughput
is thus gathered between host and its output network iteréard. The actual traffic
injected to the network is additionally limited by the lotiak speed.

In this section we address the occurrence of significantbursa policed GR service.
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Figure 6.45: TCP sequence numbers over the time within thaderies of TCP’s sliding window. The
slope indicates the throughput. The bottom line indicateshtehavior of the flow in the aggregate, once

traffic shaping was applied. In this scenario, a per-flow 8asaffic shaping configuration of 34 Mbps was
applied.

This inherent burstiness of distributed supercomputeliegipns is a problem for several
reasons. From a resource management point of view, buestsarof the request param-
eters which are considered for admission control decisidrsy bandwidth broker will
typically limit the amount of bursts injected to the relattvice aggregate. Of course,
a token bucket configuration could be found to police theciigjé traffic profile appropri-
ately. The depth of the bucket would be related to the maxiimessage size and the rate
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would reflect the average transmission rate. However, thecgeaggregate may not be
designed to support bursts of the requested size, a stuaticch typically occurs when
the EF aggregate is the only available better-than BE ser@ggregate. Problems also
arise from an end-user point of view. Whenever a GR servicsesl by a distributed su-
percomputing application, it is unclear what reservatiboud actually be applied. This
is especially important when the access to better-than BEces is associated with addi-
tional costs. Access to a GR service is controlled by theiBpation of two parameters, an
average rate and a token bucket depth. In the describedrsxegha average transmission
rate is not very informative. Due to the fully opened TCP vawgdeach single message
will be transmitted link speed, while the average rate migghtjuite reasonable.
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Figure 6.46: TCP sequence numbers and acknowledgmenthevéne. The slope indicates the throughput.
The steep curve lists the outgoing data packets gatherbd attwork interface card of the source host. The
flat curve represents the acknowledgments.

To address this issue, the evolved framework proposed thefdlow-based traffic shaping
on the output interface of the source domain’s ingress rolrteeontrast to our configura-
tion for bulk transfers, the underlying idea is not to coh&ad limit the average bandwidth
of a flow. Instead, the intention is to support a determiaiahid reasonable fast transport
of messages. Hence, traffic shaping is used to reduce thinessfor the traffic entering
the aggregate. By adding the ability to actively configuie gfarameter by means of bursts
sizes, the expectation of a guaranteed end-to-end messkyecdn be build.

Figure 6.45 illustrates the behavior of application 2.3 wiraffic shaping is applied. De-
pending on the actual configuration we recognize a diffeegnval profile of the TCP
acknowledgments (indicated by the bottom line). This afrprofile is an indication for
the new data injection profile. We recognize a slope whicless increasing on average
when traffic shaping was applied.

Figure 6.46 illustrates the handling of a single burst in a-nongested environment with-
out any traffic shaping. After some delay, the applicatiopegiences a constant arrival
of acknowledgments. The slope of this arrival rate is calmethe capabilities of the in-

terconnecting network. While the burst was transmittednit $peed, the core network,
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Figure 6.47: TCP sequence numbers and acknowledgmentthevéne. The slope indicates the throughput.
The steep curve lists the outgoing data packets gatherbd attwork interface card of the source host. The
flat curve represents the acknowledgments. Traffic shapasyoenfigured to allow a rate of 32Mb/s.

i.e. the ATM bottleneck link, was not able to handle this she®/e can in fact double-
check the configured ATM link capacity by calculating the rmkledgment arrival rate.
The acknowledgment of out 128KB bursts in around 18 millgets, which relates to the
available net capacity of 57 Mb/s.

Figure 6.47 lists the same scenario when traffic shaping wpkeda. The shaping con-
figuration was allowing a sustained rate of 32Mb/s. This veds controlled in terms of
10 milliseconds intervals (which is a configurable parametehe plot illustrates that the
burst is split into multiple minor bursts. The reason fosthehavior is the implementation
of traffic shaping in the Cisco 7200 routers. There, traffigphg is configured in terms
of intervals, mean rates and bursts. During every inteavahaximum of burst size can
be sent at any speed. However, the bit rate of the interfateetiexceed the mean rate
over any integral multiple of the interval. We thus segméstiessage into bursts of 320
kilobit, or, 40 KB, and guarantee that we handle each segmighin the time interval of
10 milliseconds.

Figure 6.48 illustrates the above described scenario witadiictshaping was configured
to allow an average rate of 64Mb/s. Due to the division intenvals, this configuration
allows the transfer of 640Kb/s in 10 milliseconds while ttenfiguration illustrated in

Figure 6.47 limited the bursts to 640 kilobit.

The ability of the application to control traffic shaping ifaates the trade off between
message delay and associated service costs. By configtafiig $haping on-demand, the
injected load to the GR service can be adapted to the needn&Veethe GR service is
also capable of providing delay boundaries, or is implee@by the EF PHB, application
developers can use this information to balance their coatiou efficiently. A careful
admission control which limits the injected traffic is alvgagy prerequisite for this.
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Figure 6.48: TCP sequence numbers and acknowledgmenthevéne. The slope indicates the throughput.
Note that the data output represent the time the source haosé wo the network interface card. Traffic
shaping was configured to allow a rate of 64Mb/s.

6.7 Conclusion

This chapter evaluated the proposed bandwidth brokertaathre. Using a prototype im-
plementation, it presented a thorough evaluation of theces in different Differentiated
Services (DS) environments. All experiments confirmed taobilities intended with the
design, even in an environment which consists of a singleebt#tan best-effort aggre-
gate. The robustness of the provisioned services was isipeds improved by the link

protection feature of MPLS.

The experiments also demonstrated that the active use ebiémed traffic shaping capabil-
ities actually allows an efficient control of the injecteddband is additionally a convenient
vehicle to pace TCP-based applications. An efficient use@@aranteed Rate service is
thus possible, even without instrumentation of the appboa

The proposed bulk transfer decision procedure with deadiupport was successfully ap-
plying for unused bandwidth in both service classes: ther&@uaed Rate class and the
best-effort—or more friendly, the less-than best-effoctass. However, the experiments
indicated problems with the rate adaptation within the &agibn. This leads to the alter-
native approach which is based on rate adaptation withisghece itself, by incorporating
the ability to pace TCP traffic. In addition to its typical usecreate a flow that conforms
to the reservation, flow-based traffic shaping was also dstreted in the context of dis-
tributed supercomputing applications where it facilisse effective trade off between the
guaranteed message delay and the associated costs.
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Chapter 7

Conclusion

This dissertation evolved a flexible bandwidth broker aettiure that addresses the
unique requirements of emerging Grid applications. Thememtrust relationships and
usage policies that can apply in Grid environments wereesbby an approach, in which
network reservations are interpreted as a single reservatep which is controlled by
the bandwidth broker of the source domain. In the presentekitacture, individual
bandwidth brokers communicate via bilaterally autheméidahannels between peered do-
mains. Starting with the source domain’s bandwidth brokerdervice request is prop-
agated to the peered downstream entity until it reachesdhdviaidth broker of the end-
domain. The lack of a transitive trust relation between seuand end-domain is addressed
by a delegation model where each bandwidth broker on theipaitble to identify all up-
stream partners by accessing the credentials of the fudgdébn chain. This procedure
allows each bandwidth broker to independently enforcel lpoicies. The accomplish-
ment of this design is the incorporation of assignable ciipab of the Grid resource
“network” into an advance reservation framework of the Grid

All service guarantees were successfully demonstratedvinaments which were using
standard IP-based QoS building blocks. In this contextptieeented architecture extends
the functionality of the ingress router of the source dontgiradditional packet differen-
tiation within a single aggregate. The benefit of this extamss significant. If necessary,
it facilitates the support of elastic flows in an expeditedMarding aggregate. By care-
fully correlating the policing function with the configuran of the shaper, the role of a
bandwidth broker is redefined. It is not just a middlewar&iserwhich provides access to
service guarantees in the network, it is also a vehicle térobtine behavior of distributed
applications. The use of flow based traffic shaping allow®ffextive control of the traffic
injected to a Guaranteed Rate tunnel and is a mechanism ¢oTgale flows. Combined
with the traffic policing configuration it allows end-useosaptimize the requested service
parameters with respect to the associated costs and thedlssrvice gain without having
to instrument their application.

169
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The proposed integration of the Multiprotocol Label Switgharchitecture offers addi-

tional traffic engineering capabilities which allow the w$external constraint-based rout-
ing algorithms to improve the services. First, potentiditleaeck links can be avoided
by mapping the route of new requests to less heavily used.lidls a consequence, the
bandwidth broker can serve more service requests. Furdrerriraffic engineering is an

additional mechanism for service differentiation. It #fere supports the provision of
multiple services on top of a single aggregate. Finallys is$sential for the specification
of strong service parameters in a single domain when aggregaeduling is performed.

Applying network calculus, a formal method for the worsseanalysis of the achievable
network service, we derived a set of formulas which can bd tsealculate the achievable
delay-boundary for a path candidate of an external routiggrahm.

Finally, the concept of providing two elementary bettaarttbest-effort services was ex-
tended by the support of adaptive techniques. The suppakeadline file transfers was
incorporated based on a Guaranteed Rate service, offér@nginimum capacity required
to meet the deadline, and by acquiring additional unusedwiath of the Guaranteed Rate
(GR) service. An effective support of rate adaption wasmagaind by the ability to exter-
nally pace TCP flows. Potential scalability problems of thagive use of the GR service
were addressed by applying the concept to aggregated atiseis. Creating a core tunnel
between the egress router of the source domain and the sngreter of the destination
domain leaves the control about aggregate updates to thisidth brokers of the end-
domains and therefore avoids rate adaption initiated g sfadates in transient domains.
It also correlates to the approach to incorporate traffigrezeging mechanisms in transient
domains, i.e. the allocation of a core tunnel is typicallgasated with the allocation of
an Multiprotocol Label Switching tunnel. While the adaptivse of GR bandwidth assures
to meet the deadline, the extension serves file transferfi@saachical data flow and im-
proves the economic use of the GR resource. By splitting eéleyant files into chunks
of data and applying for both, the GR service and the Scavesgyeice, a less-than best-
effort service which is intended to consume unused besttefbpacity, the load to the GR
service could significantly be reduced. Highly-tuned filensfer programs improve the
gain of the additional use of the Scavenger resource.

Deploying the proposed architecture is an important steptwrporate the network into the
Grid resource management. Efficient domain dependentreamisbased external routing
algorithms must be evolved with the goal, to incorporatesé¢hato the control procedures
of the bandwidth broker. Once end-to-end deployment iseaelti, an important building

block for an efficient use of the Grid is accomplished.



List of Acronyms

AF
AIMD
API
ATM
BE
CAS
CIR
COPS
CPU
DF

DN
DS
DSCP
EF
E-LSP
ESnet
EXP
FIFO
GARA
GARNET
GOP
GR
GPS
GRAM
HTC
HTTP
ICMP
IETF

Assured Forwarding
Additive Increase, Multiplicative Decrease
Application Programming Interface
Asynchronous Transfer Mode

Best Effort

Community Authorization Server
Committed Information Rate

Common Open Policy Service

Central Processing Unit

Do not Fragement bit

Distinguished Name

Differentiated Services

Differentiated Services Coding Point
Expedited Forwarding

EXP-inferred Label Switched Path

Energy Sciences network
Experimental-Field

First In First Out

General-purpose Architecture for Reservation ande@dtion
Globus Advance Reservation Network Testbed
Group of Pictures

Guaranteed Rate

Generalized Processor Sharing

Globus Resource Allocation Manager
High-Throughput Computing

HyperText Transfer Protocol

Internet Control Message Protocol
Internet Engineering Task Force
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IGP Interior Gateway Protocol

IP Internet Protocol

IS Integrated Services

ITU International Telecommunication Union
KB KiloByte

Kb/s Kilobit per second

LDAP  Lightweight Directory Access Protocol
LDP Label Distribution Protocol

L-LSP  Label-inferred Label Switched Path
LRAM Local Reservation and Allocation Manager
LSP Label Switched Path

MB MegaByte

Mb/s Megabit per second

MPEG4 Moving Picture Experts Group 4

MPI Message Passing Interface
MPLS  MultiProtocol Label Switching
MRI Magnetic Resonance Imaging

MTU Maximum Transmission Unit
NWS Network Weather Service

oC Optical Carrier

OSPF Open Shortest Path First

PDB Per-Domain Behavior

PDP Policy Decision Point

PEP Policy Enforcement Point

PHB Per-Hop Behavior

PIR Peak Information Rate

PQ non-preemptive Priority Queuing
PSRG Packet Scale Rate Guarantee
PVC Permanent Virtual Circuit

QoS Quiality of Service

RAA Resource Allocation Answer
RAR Resource Allocation Request
RED Random Early Detection

RSL Resource Specification Language

RSVP Resource ReSerVation Protocol



RTT
SACK
SIBBS
SLA
SLS
SRTCM
SSL
TCP
TE

TLS
TLV
TTL
UDP
URL
VR
WFQ
WRED
WWW

Round-Trip Time

Selective ACKnowledgment
Simple Inter-domain Bandwidth Broker Signaling
Service Level Agreement

Service Level Specification

Single Rate Three Color Maker
Secure Socket Layer
Transmission Control Protocol
Traffic Engineering

Transport Layer Security
Type-Length-Value

Time-To-Live

User Datagram Protocol

Universal Resource Locator
Virtual Reality

Weighted Fair Queuing

Weighted Random Early Detection
World Wide Web
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