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Abstract

Human Reliability Analysis (FHRA) is an important part of Probabilistic Safety Analysis (PSA).
The first part of this report consists of an overview of types of human behaviour and human
error including the effect of significant performance shaping factors on human reliability,
ticularly with regar sments for nuclear power plants 2 lot of HRA methods
have been developed. The most important of these methods are presented and discussed in the
report, together w1th techniques for incorporating HRA into PSA and with models of operator
cognitive behaviour.

Based on existing HRA methods the concept of a software system is described. For the .
development of this system the utilization of modern programming tools is proposed; the
essential goal is the effective application of HRA methods. A possible integration of computer-
aided HRA within PSA is discussed.

The features of Expert System Technology and examples of applications (PSA, HRA) are
presented in four appendices.

*Technical University, Gdansk
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Kurzfassung

Die Untersuchung menschlicher Zuverlissigkeit (Human Reliability Analysis, HRA) ist ein
bedeutsamer Teil probabilistischer Sicherheiisanalysen (PSA). Der erste Teil dieses Berichtes
besteht aus einem Uberblick zu den Arten menschlichen Verhaltens und menschlicher Fehler
einschlieBlich der signifikanten EinfluBgroBen auf menschliche Zuverldssigkeit.

Tnshesondere fiir Sicherheitshewertungen von Kernkraftwerken wurde eine Reihe von HRA-
Methoden entwickelt, Die wichtigsten von ihnen werden vorgestelit und diskutiert, zusammen
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ognitiven Verhaltens von Betriebsmannschaften.

Auf der Basis vorhandener HRA-Methoden wird das Konzept eines Computer-Programm-
systems beschrieben. Zur Entwicklung dieses Systems wird die Verwendung moderner
Programmiermethoden vorgeschlagen; das Hauptziel ist die wirkungsvolle Anwendung von
HRA-Methoden. Eine mogliche Einbezichung computerunterstiitzier HRA in PSA wird
diskutiert.

Die grundsitzliche Besonderheit von Experiensystemen und Anwendungsbeispicle (PSA,
HRA) werden in vier Anhéngen vorgestelit.
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1 Introduction

Probabilistic Safety Analysis (PSA) has been recognized as a useful tool supporting decision
making during the design, licensing and operation of complex hazardous technological
systems. PSA studies have already been performed for more than 15 years. However, lately
. critical remarks have been raised within the PSA research and engineering cormumnity
concerning methodologies currently practically applied. These are associated with treating the
human factor and logical/probabilistic modelling of safety systerns, the scope of modelling
dependent failures, eliciting and aggregating of expert opinions, quantifying the frequency of
rare events and events not supported by statistical data at all, etc. One of the most irportant
and difficult issues is reliability modelling of the so called human factor.

Resulis of PSA benchmark exercises, e.g. that surnmarized in /Po88a, Po88b/, have shown that
the assessed frequency of some accident conditions for given power plants, obtained by several
tesearch groups, can display a discrepancy as high as several orders of magnitude. There is,
therefore, an understandable trend at some research institutions to improve methodology and
to propose a way to standardize human reliability analysis (HRA) and PSA studies. PSA isof a
prime importance from the point of view of usefulness of quantitative results for reliability
management and safety related decision making for hazardous systems. In order to accomplish
these objectives growing interest in a wide computerization of PSA studies and, in particular,
applying the Expert Systems Technology (EST) can be observed.

Computer-based technologies are now being intensively developed to improve the
effectivencss of managerial decision making, especially in complex tasks. Three technologies

can be distinguished: Decision Support Systems (DSS), Executive Information Systems (EIS)
and Expert Systems (ES). They are collectively known as computerized management support
systems. Bxpert systems, which appeared commercially in the early 1980s, may be considered

as one of the most important future breakthroughs in computerized decision making [Tu90/.

Experi Systems (ESs) that emerged from Artificial Intelligence (AD) methods and object-
oriented programming are designed to possess a feature to simulate expert reasoning on the
knowledge base developed under the supervision from the experts from the given domain.
They are especially useful to solve complex problems for which formal metheds are rather
limited and heuristics is significantly involved. Experts performing PSA studies face similar
complex problems, often difficult to describe using formal mathematical methods. EST enables
these studies to be facilitated and documented. Repeatable results will be obtained for given
data/knowledge bases and defined reasoning strategy. The contribution of experts will be
_documented and it will thus be possible to scrutinize and audit data and resuits.

Tt has been already recognized that the intreduction of advanced computer technology is a
prerequisite for satisfactorily managing and improving the reliability and safety of various
modern technological systems. There has been growing interest lately in applying expeit
systems in many domains. ESs are being used in a wide variety of applications including
diagnosis, planning, forecasting, design, interpretation, control, status monitoring, instruction,
ctc. The industrial sector has identified expert sysiems as a means of: increasing plant safety;
- distributing the knowledge of expeits to less qualified workers; increasing industrial reliability,
throughput and economy; and preserving the expertise of retired workess.
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This report is devoted to methods and related software for human reliability evaluation. The
objective is to propose the development of computerized tools for supporting Human
Reliability Analysis (HRA) performed within PSA studies of various complex technological
systems, nuclear power plants in particular. These tools should be developed in such a way as
to facilitate and standardize relevant studies. It was decided to also discuss some
methodological issues of HRA/PSA in this report, e.g. the issue of uncertainty representation

and treatment. The report consists of an outline of the future research and design work to
develop and implement the computerized HRA/PSA tools.

Designing as well as verification and validation of expert systems requires a considerable
effort, so that a step by step procedure of their development i8 proposed. The conseguent
expert systems should be developed in such a way as 10 cnable their future integration into a
complex and advanced expert system for semi-automatic PSA for various hazardous
technological systems,

This report consists of five sections, references and four appendixes. In section 2 some
methedological issues of HRA are considered and several HRA methods are described and
evaluated. In seciion 3 the concept of the software system supporting human reliability
evaluation is outlined based upon human cognitive behaviour theories. In section 4 a way of
software system integration for computer-aided HRA with the software for computer--
supporied PSA is proposed and the problem of treating uncertainty is discussed.
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2 Technigues for human reliability analysis

2.1 Introductory remarks

The influence of the so called human factor on the reliability and safety of complex industrial
systems, Nuclear Power Plants (NPPs) in particular, is widely recognized. Due to severe
accidents that have occuired in several industrial and transportation systems, e.g. TMIL
Chernobyl, the Bhopal chemical plant and several refineries, the Challenger shuitle, public
opinion and the scientific community are more and more convinced that the contribution of the
human factor to the risk is significant. o '

After these accidents more research work has been undertaken focused on key issues of the
man-machine interface to minimize the possibility of human errors. Human errors can be
committed during the design, construction and operation of the plant. This report is devoted to
the analyses of human errors committed during plant operation, although results of the relevant
studies can be useful for its design. Because the human factor interacts with the system, the
 analyses should be useful for comparing the contribution of both man and machine to the
system performance, thus it is necessary to find comparable measures. The probabilisiic
measures proved to be convenient for a description of the system performance as regards its
reliability and safety. The role of Human Reliability Analysis (HRA) is more significant for
complex dynamic process systems. - ' : ' '
Several more important techniques are available for performing HRA. First human reliability
models were developed based upon behavioural theories. In such models man was treated like
a machine. Recently research interest has been focused on cognitive psychology but only a few
new models have been proposed. They are not fully mature and require validation. Several
research programmes have been carried out on simulators to confirm the HRA models. The
effects of this research are in some cases controversial. There has recently been a call for the
development of a “third generation" of human reliability medels /DoS0/. Significant research
efforts have been undertaken in some research instifutions to apply Artificial Intelligence (A
methods combined with cognitive psychology theories.

This report addresses some imporiant issues of HRA and practical aspects of the integration of
HRA within Probabilistic Safety Analysis (PSA). Several conventional HRA techniques have
been found to be appropriate for the evaluation of Human Error Probability (HEP). The

suited to investigate the influence of Performance Shaping Factors (PSFs) to interpolate
estimates from other methods. Because the HRA and PSA studies are complex it is proposed

to develop special software to support experts in quantitative evaluations and reliability-related
decision making. - s

ccount for several types of the error mechanisms. Some methods are
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3.2, Classification of human actions and errors
3.2.1. Human behaviour {ypes

The distinction between three categories of human behaviour has been proposed by Rasmussen
/Ra83,Ra87/. His conceptual framework (Fig. 2.1) assumes three cognitive levels of human
behaviour: -

frequently practised tasks that can be performed as more or less
subconscious routines governed by stored paiterns of behaviour

s

skill-based

performance of less familiar tasks in which a person foliows

I |rule-based remembered or written rules

: performance of novel actions where famillar patieims and rules
NI |knowledge-based |cannot be applied directly, and actions follow the information
processing with inclusion of planning and decision making

Tab. 2.1: Rasmussen's behaviour type classification

Skill-based tasks require little or no decision making and hence the task goes from initial
stimuli from sensory inputs, i.e. "activation', to the realization of sensori-motor patterns, ie.
"execution” (see also Fig. 3.1). Rule-based tasks require some decision making to proceed
from the initial stimuli and recognition to the “integration” phase where information is then
processed an appropriate procedure or rule selected. Finally the selected procedure or rule is
executed /LAS2b/. .
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Fig. 2.1: Diustration of Rasmussen's conceptual framework of three cognitive levels of human
behavicur /Ra83/




Knowledge-based behaviour involves cognitive activities such as identification, planning and a
comparatively high degree of decision making. The relevant process of human behaviour
includes the interpretation and evaluation of information, planning of actions and the execution
of 2 plan. The plan can consist parily of soine appropriate procedures or rules. Knowledge-
based behaviour is often necessitated by uncertainty or novelty in the circumstances at hand.

It is known from HRA practice that the distinction between skill-based actions and rule-based
actions i often more or less arbitrary. The similar difficulty is often to be faced with the
distinction between rule-based and knowledge-based behaviour. This is confirmed by new
psychological theories /Re87/.

. 2.2.2, Error types

“The behaviour types described above seem to involve different error mechanisms, which may
mean radically different reliability characteristics /IAS2b/. Human errors are often classified to
be of_ two kinds /Re87, Do88/:

: is (1) an error in implementing a plan, decision or intention (the plan is
I |slip correct, its execution is not), or (2) an unintended action; a type of slip is 2
lapse, an error in recall, e.g. of a step in a task.

is an error in establishing a course of actions, e.g. an error in diagnosis,

IT | mistake planning or decision making.

Tab. 2.2: The slip/mistake diochotomy /Re87, Do88/

Slips/lapses can occur during the execution of skill-based actions. Slip is e.g. inadvertent
selection of a wrong item when attempting to execute a planned action. Lapses are OIniSsions
of executions of a planned sequence of actions. h

Mistakes can be committed when the rule- and knowledge-based actions are to be planned.
They are associated with more serious error mechanisms as they lead to incorrect
undersianding of a situation and conceiving an inappropriate plan of resulting actions or
sequences of actions. Mistakes can also occur due t0 inappropriate selection of familiar
procedures or rules based only on part of the information potentiaily available , In order to
reduce the amount of decision making required /IA92b/. ' S
Slips usnally occur in a less time-constrained environment, it is, therefore, reasonable to believe
that their associated error probabilities are less time-dependent, more structural, and arise as
faults in an intended protocol or procedure. On the other hand, mistakes occur more oftenina
time-constrained environment and are more time-dependent (it takes "process” time to think up
an appropriate response in a novel situation). Mistakes are less structural, and often have lLitile
to do with protocol or procedure /Do88/.
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Tn reality, an overall task consists of "slip-likely" and "mistake-likely" subtasks. The perfor-
mance of every subtask will take time. Therefore, time-dependency should be quantified in an
overall approach /Re92a/. '

For PSA purposes it is important to be aware of the different potential for error recovery for
these types of error mechanisms. Slips and lapses can generally be recovered fairly quickly
providing there are appropriate feedback mechanisms and plant behaviour is reversible. On the
other hand, mistakes are usually less easily recovered in the short term. "Mindset" problems
can occur and operators can persist in attempting to implement an ingppropriate plan even
when faced with 2 lot of contradictory information. Recovery routes in such situations have to
be very positive and powerful to be reliable /TASZb/.

2.2.3. Incorrect human cuipuis

An early classification scheme for human errors, used in THERP /Sw83/, is related to the
observable part of undesirable human behaviour, ie. incorrect outputs. Human errors are
categorized as either commissions or omissions. This classification assurmed that the reliability
of tasks could be assessed by decomposing them into subtasks much in the same way that
routine task performance can be institutionalized by writing step-by-step procedures. H a step
was left out, an error of omission was said to have occurred, and if a siep was otherwise
performed incorrectly, an error of commission occurred /Do88/.

Error of commission (ECOM) is incorrect performance of a system-required task or action, or
the performance of some extraneous task or action that is not required by the system and
which has the potential for contributing to some system-defined failure. Error of omission
(EOM) is a failure to perform a task or action /Sw88/.

This scheme of error partition has no direct relevance to the mechanisms of their causes. For
example, a person could just as easily commiit an €17or as {0 cmit a step because of, say, a lapse
in attention. As a result, there would be no reason to expect a difference in any reiiabiiity
arameter based only on this distinction /Do88/. - -

e

2.2.4. Phase of actions

In PSA two main phases are considered: the time prior to the initiator and the time after the
imitiator of an abnormal event. The role of personnel including operators changes over these
time pericds: from normal maintenance and operation activities, which are directed by familiar
procedures, to incident investigation and management, and then, infrequently, to emergency
response. These latter activitics are driven by the event at ‘hand and .its perceived severity
/Do88/. I : ' o

Thus human interactions (actions/errors) can have a variety of means of affecting safety. It is
important to be able to relate them to the PSA structure to understand their potential
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effect on risk or safety. Human actions/errors can be divided into three categories so as to
relate to the phases of an accident /Do88, IA92b/:

A Actions/errors in planned activities, i.., so-called pre-initiator events that cause
equipment/systerns to be unavailable when required post-initiator.

Errors in planned activities that lead directly, either by themselves or in combination

B | with equipment failures, to initiating events/faulis (e.g. unplanned reactor shutdown),

i.e. human-induced initiators.

c Actions/errors in event-driven (off-normal) activities, i.¢., post-initiator events; these
can be either performing safety actions or errors that aggravate the fault sequence.

[ P T N o nn L
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Interactions of category C can be separated into three different types for incorporation into the
PSA:

c1 Procedural safety actions. These actions involve success or failure in following
procedures or rules known to operators in response to an accident sequence.

Aggravating actions/errors. These interactions are a special set of commission errors

€2 |that occur post-fault and significantly aggravate the accident progression. They are

the most difficult to identify and model.

Improvising recovery/repair actions, These consist of recovery actions, which are
usually only included in accident sequences that dominate risk profiles. They may

Ak AR e s Teraueany Suep il LAIOS

C3 |. : . .
include the recovery of previously unavailable equipment or the use of non-standard
procedures to ameliorate the accident conditions.

Tab. 2.4: Classification of actions/errors in event-driven activities /TA92a, IA9Zb/

restore protection system vetoes or permissions. Events of category C can oceur either in the
control room or locally at the plant /TAS2b/.

The first two categories (A and B) are behaviourally identical, differing only in whether the
results of the failure immediately upset plant phenomena or not /Do88/. Actions of types Cl,
C2 and C3 are 2ll involved in operator response to an accident once it has been initiated. Often,
some diagnosis is required and time is a limiting factor. The general approach for dealing with
type C1 and C3 interactions is the same /IAS2b/.

- 2.2.5. Performance Shaping Factors (PSFs)

Any factor that influences the reliability of human performance is designated as a PSF. Many
factors have been distinguished which can potentially influence the behaviour of human beings
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as a part of the man-machine systemn. They were divided into three classes: (1) the external
PSFs: those outside the individual; (2) the internal PSFs: those that can be activated within the
" individual himself; and (3) stressors: psychological and physiological /Sw83, IA91c/.

In HRA only a few PSFs are usually considered, depending on the models applied. Cne of the
most important PSFs difficult to include in HRA models is stress. Other important PSFs are:
quality of control room design, quality of training and other quality assurance aspects including
administrative procedures, operational procedures and operator redundancy /Sw83,Iv92/.

Tt should be emphasized that modelling the effect of PSFs on human performance can be only
approximate. In the present state of HRA it is not an easy task to assign weighting factors to
each individual PSF that would be applicable to specific tasks and situations analysed. The
problem is that in reslity most PFSs interact, and the interactions are usually complex. The
SLIM technique described in item 2.3 provides an analytical frame for combining the PSEs to
determine the overall impact on a relative basis between different tasks. Another alternative is
to consider only a fixed number of PSFs for any kind of task in a defined pattern of interaction,

as proposed e.g. in the HCR model.
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2.3 HRA techniques

2.3.1 General remarks
Tt would be desirable to develop the human reliability data base consisting of "hard" data
through the evaluation of raw performance data from the industry and experiments cartied out
on laboratory stands or simulators. Such trials are known and some compiled data exist. The
way from raw data to useful information is, however, laborious and biased with human
judgement /Do88/.

¢ is known that in relisbility engineering, raw data takes the form of failure records,
opportunity counts, and attribute lists. Users of raw data typically select among the data
according to some set of attributes and evaluate the failure statistics for that "population'. The
result is compiled data. Further judgement is involved to fit the data to distributions and
determine statistical parameters. The result can then be called interpreted data /DoS8/.

Such an approach is being applied for sets of hardware components for which the occuirence
of failure events is comparatively frequent. In cases where the occurrence of a failure is a rare
event the estimates of the frequency of cccurrence can be made by using other techniques, €.g.
estimates with regard to similar components with more frequent occurrence or aggregation of
data for similar devices to increase the population of similar components. Such approaches also
depends heavily on expert judgement /Do88/.

A similar approach in HRA is usually inappropriate, especiaily when events to be estimated are
rare and aggregation of data for "similar” events is considered. It is a known observation that
human f2ilure events differ so much in the circumstances and mechanisms leading to failure
that each one seems urique, and therefore confining events into a statistical population can
produce tolerance problems which are often unacceptable.

Despite these problems, HRA data has been collected since 1960s. Earliest interest in the
man/machine interface was mostly confined to the military and the first data sets reflected this
perspective. As the nuclear power industry sought to introduce quantitative estimates of
hurnan performance into their safety analyses in the 1970s, expert judgement was used to
extrapolate the existing body of military experience to commercial nuclear plant operation and
vesulted in the publication of a THERP handbock /Sw83/ which codifies this exirapolation
/Do88/.
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performance. In such 2 behaviouristic view, only the consequences of human errors aré
accounted for withont the reasons for and nnderlying mechanisms of these errors. Further
investigation concerning human performance in the commercial nuclear power plants,
especially after the TMI incident in March 1979, cansed a change in the perception of the data
needs. The model underlying this changed perception considered the human more as 2 system
analyser and decision maker. Simulator training sessions began to illuminate more clearly the
role the operator played as an active participant in accident sequence evolution and resolution.
These sessions also indicated the potential for gathering high-level decision making data from
 the simulator. = o |
‘There were attemps to include some achievements of the psychological theory of cognition in
new human reliability analyses /Ra83, Re87/. This implies the necessity of treating human
reliability data bases differently and the development of new types of human reliability models
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in which phenomenological considerations and cognitive theories are brought into play. Some
research programmes have been aimed at verifying human ¢o gnitive reliability models based on
data from simulators.

The collection of data sets has been greatly increased over the last several years so that now
patterns in the data are just being realized /Do88/. An example of such a human reliability
related data base is NUCLARR /Ge89/ and the technique developed to extract data of interest
and to estimate probabilities of human error intentions applied in the INTENT method /Ge92/.
Several research programmes aimed at the collection of human reliability data and verifying
hurnan reliability models have been carried out in the USA and other countries /Do88/.

Thus, various data sources, human reliability models and HRA technigues are now available.

The problem is how to apply them in the HRA process for a power plant of given design with
specific man-machine interface to cover a wide specirum of possible human interactions at
different cognitive levels with underlying error mechanisms and to find out more important
human-induced contributors to the risk. It is of paramount importance for decision making in
the design and operation of the plant to enable the iniroduction of appropriate changes in
design of the man-machine interface, modified training and improved administrative or
operational procedures.

It is generally preferred to use HRA models covering various. specific cases with limiied
contributions of expert judgement. However cases are encountered where exiensive expert
judgement is required. Several human reliability quantification techniques, more frequently
used in HRA/PSA practice, are described below grouped as: time-dependent methods,

decomposition methods, expert estimation methods and other methods. They were selected
and assessed as candidates to develop relevant software supporting HRA.

2.3.2 Time-dependent methods
2.3.2.1 Time Reliability Correlation (TRC)

A time reliability correlation is one of several psychometric techniques /Do88/. The basic
premise of a TRC approach lies in the nature of an offirormal event and the reguirement it
places upon the operators who must respond to the event. The occurrence of an cffnormal
event forces the operators to diagnose the situation at hand, interpret its implications on the
all in the real time of the event phenomena.
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This event-driven regime of behaviour sets in motion cognitive, perceptual and executive
processes that take time to implement. Variability in specific event characteristics, and
individual ‘personal characteristics places a fundamental unceriainty on the prediction of a
response. It is this scurce of uncertainty that is observed in simulators as distributed response

times and must be quantified with some time-dependent distribution /Do88/.

The fundamental idea of this approach has been adapted to several HRA techniques: the
THERP Nominal Diagnosis Model, the Accident Initiator Progression Analysis (AIPA), the
Operator Action Tree (OAT) methed, the Humen Cogritive Reliability (HCR) model, and has
_ been a subject of research in several programmes /Do88/.

Except for the HCR technique, applications of the TRC method are often based on speculation
rather than data. The interpretation of data from simulator exercises by LaSalle and ORNL




29

suggest that the lognormal family of distributions can be also considered in modelling TRCs. A
TRC method based on multivariate lognormal distribution has been used in several PRAs to
quantify time-dependent human failures. Its formal representation is a random vasiable T that
accounts for the time needed to successfully respond to the situation, i.e., without an
_unrecoverable mistake /Do88/:

T =13 X1y

where: 1T, is 2 lognormal random variable with median of m and error factor f, to account for
the uncertainty of the process; and Ty is a lognormal random variable with median of 1 and
error factor, fy; to account for the uncertainty in the model.

The complementary cumulative distribution function (CCDF) of this random variable presents
the TRC. The formulation as above can be used to obtain a CCDF representing the prebability
that a response has not been successiul by 2 given time, t i.e. CCDF = pr (T>t). An algorithm
to compute percentiles of probabilities based on underlying distribution has been incorporated
into the ORCA code. Some functions of this code are described in Section 2.3.6.

The data from the simulator exercises seem to indicate that one TRC is not sufficient to
accommodate all event and actions types /Do88/. It was proposed to generate a lognormal
family of TRCs by a method to "adjust" the TRC parameters based on differing conditions. In
adjusting 2 TRC the slip probability can be used as a threshold value that stops the overall

event probability from decreasing below some acceptable lower lirnit.

The TRC approach is used for quantifying mistakes. Different curves of TRC for the major
failure categories: response, response with hesitancy, recovery and recovery with hesitancy are
proposed in /Do88/ and presented in Fig. 2.2.
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Fig. 2.2: The basic time reliability correlation /Do88/
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Remarks:

The TRC concept still needs basic research. More data is needed to provide realistic estimates
of the uncertainties associated with TRCs and to investigate the influence of PSFs on
probabilistic estimates, as the time-dependence assumption may simplify the representation of
operator action to the point at which other PSFs are overlooked. The TRC used in the
Operator Action Tree (Section 2.3.2.3) loses most of what may be essential information for
some purposes, e.g. it does not make use of much of the information obtained in a full-scale
tagk analysis.

Important issues for further investigation should include the effects of decision making within a
crew on TRCs, especially in situations with tradeoffs between competing resources. A method
of introducing other influences into 2 TRC system is needed. One possible approach is the use
of a success likelihood index (SLI) to interpolate between CCDF confidence bounds, say the
5% lower bound and the 95% upper bound. '

2.3.2.2 Human Cegnitive Reliability (HCR) model

The Hurnan Cognitive Reliability (HCR) model /Ha85b/ has been developed for the evaluation
of the human non-response probability under time-constrained emergency situations. The
quantification of this probability is based on key input parameters, which identify: the type of
cognitive behaviour of the operator, the median response time, and some selected PSFs. The
median response time (i, ;) represents an estimation related to an operafor/crew success
probability of 0.5, i.e. pr(T<ty5) =0.5. It is usually evaluated from simulator experiments, task
analysis or expert judgement. The performance of the operator is schematized according to the
three cognitive processes, identified as skill-, rule-, or knowledge-based behaviour /Ra83/.

The effect of operationally induced stress, experience of operators and quality of operator-
machine interface on crew performance is generally expressed by means of a set of PSFs which
induce a modifcation of the median time to perform the related task. The results of the analysis
of data for the tasks to be performed have led to the conclusion that the shapes of normalized
curves of non-response probability are as illustrated in Fig. 2.3. The shape of the curves was

L¥ L2 ¥ &

derived from previously available simulator data /Wr82/ and small scale tests [Eu88/. These
shapes are reported as approximating a three-parameter Weibull function of the form
(t 1 195) = Coi |
I/ fys)—
P(t) = exp| - ' =
(#) = exp -
Co.i

where: P(z) is the crew non-response probability for a given system time window ¢, i.e. the time
allowed by the system for crews to complete actions before a change in the plant state; £, 18
the estimated median time taken by the crew to complete an action(s) or task(s); g Copr B

- are the coefficients associated with the predominantly i-th type of mental processing, e.g. skil,
rule or knowiedge which can be calibrated by simulation data.
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“Fig. 2.3: Normalized crew non-response curves for skill-, rule-, and knowledge-based
behaviour /Hu88/

The probability of non-response, defined by this equation, becomes an element in the
assessment of the overall non-success probability evaluated as input to PSA. The non-response

probability is mmrporated into a logic representation e.g. human reliability analysis event tree

(HRAET) or operator action rees (OAT). Other aspects of humnan reliability (e.g. selection of
a non-viable option) must be assessed by another method to determine the total human €ITor

probability.

HRC is a very handy and easily applicable formulation and it does not need any specific

mathematical elaboration before evaluating non-success probability. It attempts to cover
knowledge-based as well as skill- and rule-based behaviour. The HCR model can be applied in
a number of ways. It is possible to apply the hand calculation or a computer program. A logic
tree can be provided to assist the analyst in classifying the type of cognitive processing for
required tasks /Hu88/.

HCR, being a method based on expert judgement, suffers from the same disadvantages of
similar approaches that require exiensive and laborious activity by experts. In addition, some

secent research on the mechanisms of human performance do not so easily discern between
rule- and knowledge-based behaviour, particularly in the light of the mew emergency
‘procedures with their symptom-oriented diagnostic “rules" /DoS0/. -
In practice it is extremely difficult to ascertain whether an action is executed as an immediate
response to a particular pattern of indications (skill-based), or it requires the utilizing of an
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implicit or explicit rule (rule-based). If an event is assigned to the wrong category, this can
have serious consequences, particularly at longer time intervals, i.e. the expected non-response
probability can differ by even two orders of magnitude for two categories (Fig. 2.3). Studies of
mental processes during actual incidents show that operating teams are constantly changing
their levels and modes of processing as an event develops /Re87, Wo87/. Their cognitive
behaviour depends upon the level of training and professional experience.

The HCR method assumes that the same form of relationship exists between normalized time
and non-response probability for both simulators and real incidents. This is fundamentally
untestable because it would not be possible to observe response times for a representative
sample of such incidents. The HCR correlation has been shown to be extremely sensitive o
estimates of the time available. Thus, the median response time must be estimated accurately.
However, it can only be done in practice for a representative, defined accident for assumed
initial state and scenario. On other hand, the medel is relatively insensitive to changes in the

Swis

PSFs considered (only a few PSFs can be taken into account).
The development of this model has been funded by the Electric Power Research Institute,
which with the NRC and Sandia National Laboratory has jointly used the LaSalle simulator to
try to "verify and confirm" the model. No detailed resules are known from the EPRI effort, but
the Sandia analyses did not indicate any need to use a Weibull distribution farnily nor any
justification for the three types of behaviour to produce characteristic curves /Do88/.

A serious deficiency of the HRA technique is that it does not provide a complete HEP, and it

addresses only a limited aspect of operator performance In emergency responses, ie. the
probability that he will not process information related to diagnosis and required action within
the time available. A total hurnan error probability can bs obtained using e.g. the expanded
operator action tree (OAT) representation /Hu88/ or an extended THERP method including

TRC of post-diagnosis actions /Re92a/.

2.3.2.3 Operator Action Tree (OAT)

The Operator Action Tree (OAT), proposed by Wieathall /Wr82/, is a method for the repre-
sentation of the sequence of actions to accomplish a function or task. This approach denotes

the fact that purposeful human activity is first stimulated by some event. It can be an urgent
message such 2s an alarm in the control room or a more passive stimulus such as recognition

representation of human interaction begins with the definition of the stimulus, which may be an

initiating ‘event for an accident sequence, a manocuvre for normal operation, planned
maintenance, or the diagnosis of a plant state which requires plant shutdown.

OAT focuses on decision making and comprises alternative actions on the basis of ambiguities
or operator interpretations associated with observations, diagnosis and selections of required
responses. It allows the analyst to identify and graphically represent various types of decision
strategies that might affect the accident sequence. The method thus allows for analysing mis-
interpretation at various stages in the execution of a task. :

OAT contains 2 time failure, or non-response probability relationship, used to quantify

NSEL

operator errors. Various TRC curves are proposed for the quantification of some branches of
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OAT, e.g. curves are considered in the SHARP framework /Ha84/ which show the essential
character of skill-, rule- or knowledge-based operator behaviour.

In this way it is possible to model various decision paths that the operator may take and the
assessor can determine whether they are key decisions or not. The other important aspect is
concerned with the evaluation of the limited time which the operator has to carry out the task.
OAT contain, therefore, probabilities evaluated using suitable techniques, e.g. TRC technique
(OAT-TRC) and other to account for non-response €vents of interest.

The expanded version of OAT (EOAT) also includes the analysis of the detection stage and
thus the possibility of performing 2 successful or a faulty detection, as well as no detection at
all, An example of EOAT is presented in Fig. 2.4,

A B
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EVENT PROCESSING BY CREW
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Cognitive Processing
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P(AD jZE)
¥
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No Detection/
Slow Cogmitive
Processing
F
PlAn
Nop-1esponse

: :.Fig. 2.4: Expanded Operator Action Tree (EOAT) representation /Hu88/ o
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Remarks:

OAT allows the analyst to identify and display various types of decision strategies that may
affect the accident sequence conceptually. It is possible to model various decision paths that
the operator may take and the assessor can determine whether they are key decisions or not.
The other important aspect is concerned with the evaluation of the limited time in which the
operator has o carry out the action. The CAT representation may be appropriate for including
the recovery actions. Thus, OAT can be useful to analyse some reliability aspects of operator
activity, especially in time constraints,

2.3.3 Decomposition methods
2.3.3.1 Technique for Human Error Rate Prediction {(THERP)

The Technique for Human Error Rate Prediction (THERP) was developed for the US Nuclear
Regulatory Comemnission /Sw83/ and is the most widely used technique to date. It is basically a
hybrid approach because it models human efrors using probability trees and models of
dependence, but also considers Performance Shaping Factors (PSFs) affecting the operator
actions. The technique is dependent on a data base of human error probabilities summarized in
Chapter 20 of the THERP handbook /Sw83/. These data were derived from a mixture of
objective field data and judgements by the authors of the technique. The data base makes it
unique amongst HRA techniques. This, together with its engineering approach, and the fact
that it was the first major methodology to be accepted and used in the field, almost certainly
accounts for its popularity.

The analyses are carried out in four phases: (1) familiarizaiion; (2) qualitative assessment; (3)
quantitative assessment (assigning nominal HEPs, estimating the relative effects of PSFEs,
assessing dependence, determining success and failure probabilities, determining the effects of
recovery factors) and (4) incorporation (performing a sensitivity analysis, supplying
information to system analysts).

Once the system failure of interest, i.e, failure of the hardware that may induce and influence
human errors, has been identified, a detailed task analysis and human error analysis is
performed. The implicit classification of human ervors, included in the data base of THERP,
containg errors that are all reducible to two error types: (a) Error of Omission (ECM), by
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entails selection error, sequence error, Hime e1ror , of qualitative error /Sw83/,
The failure probabiiities are evaluated by combining the data contained in the data bank of the
Handbook (Chapter 20) and data derived from recorded incidents, trials from simulators and
subjective judgements. However, the major source of information is contained in the data bank
itself, because it consists of data tables of human error probabilities and associated factors as
well as performance models explaining how to modify the data for changes in performance
shaping factors and guidelines on how to convert independent failure probabilities into
conditional failure probabilities. An expert system for the application of THERY technique to
support PSA is described in item 3.5.2.

In order to describe and analyse these human operations and errors, THERF uses the Human
Reliability Analysis Event Tree (HRAET) as its basic tool (Fig. 2.5). A graphical description of
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the procedural step in a task is set out in a logical framework by HRAET. At each node of the
tree there is a binary decision point, representing the failure or the success of the current
action. Since these trees are compatible with conventional system event trees, they can be
evaluated in the formal mathematical sense, and consequently, if the success or failure
probability of each particular task step in a procedure is imown, the overall reliability of the
procedure can be calculated (Fig. 2.5). This decompositional approach is very similar to the
engineering risk assessiment of hardware components.

a A
7 Bla 7 \\<
SERIES S F F F
PARALLFL § s S F

TASK "A" = THE FIRST TASK
TASK "B" = THE SECOND TASK
& = PROBABILFI'Y OF SUCCESSFUL PERFORMANCE OF TASK "A"
A = FROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK "A"
bla = PROBARILITY OF SUCCESSFUL PERFORMANCE OF TASK "B", GIVEN 2
Blz = PROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK "B", GIVEN a
BiA = PROBABILITY OF SUCCESSFUL PERFORMANCE OF TASK "B", GIVEN A
BlA = PROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK '"B", GIVEN A
FOR THE SERIES SYSTEM:
Pr(S)=a{bla)
Pr(F)=1-atblay=2(Bla) + A (blA) + A (BIA)
FOR THE PARALIEL SYSTEM:
-A{BiAY=a(bla)+z Bk

Pr{F)=ABIA) __
‘Fig. 2.5: Human Reliability Analysis Event Tree {(HRAET) for series and parallel systems .

In the analyses it is important to account for the dependency of various tasks in accordance
with the guideline outlined. Five levels of dependence are possible, from "zero dependence" to
"complete dependence”. Opportunities for recovery of human error should also be identified.
The consideration of error recovery is important as it may significantly reduce the overall
human error probability for a task. The probabilistic evaluation is synthesized using
- conventional probabilistic mathematics for the combination of HEP values obtained for each
~task step. The overall task error probability is then incorporated in the system reliability

~ assessment.
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Remarks:

THERP provides a structured, logical and well represented record of factors and errors
considered in humnan reliability assessment, which makes it very useful for a reference basis and
as a data source as well as for the sensitivity analysis. Moreover, the compatibility of the
methodology with fault/event tree methods aliows THERP to be integrated into PSA. The
level of detail of the THERP analysis can be tailored according to the depth of the overall
assessment being performed, e.g. small effort initial assessments would only require a crude
THERP analysis. THERP can be used either with the handbook data or any other relevant
data, e.g. simulator data, known plant-specific data or data obtained from other HRA methods,

On the other hand, this technique does not allow the evaluation of errors concerning post-
diagnosis or high level decision making. Moreover, THERP turns out to be a quite rigid tool,
i.e. it is not particularly sensitive to many possible PSFs nor does it attempt 10 ideniify fully the
underlying psychological aspects of a particular error. The human reliability data and
probabilistic diswributions proposed in the handbook are not systematically validated.

A detailed THERP analysis requires a considerable effort to obtain HEP values. It seems,
however, that deep decomposition of human actions into very detailed tasks/errors is not
systematically validated, either. Pesr review problems have been encountered during the peer
review studies, particularly related to a lack of uniformity in the modelling of the scenarios and
the use of the data base. This led in some cases to large discrepancies in estimates evaluated by
different analysts for the same task.

2.3.3.2 Accident Sequence Evaluation Procedure, Human Reliability Analysis Procedure

(ASEP-FHE
The Accident Sequence Evaluation Procedure, Human Reliability Analysis Procedure (ASEP-
HRAP) /Sw87/ is a shortened version of the THERP handbook /Sw83/. The intention of this
procedure was to enable systems analysts to make estimates of human error probabilities with
rminimal support from experts in human reliability analysis, to make estimates of huran error
probabilities and other human performance characteristics which are sufficienily accurate for

probabilistic risk assessments /Sw88/.

T LI ATY ==

The basic approach taken in the development of the ASEP-HRAP was {0 select certain generic
HEPs for certain seis of tasks and to employ easy-to-undesstand procedures for using these
HEPs and for estimating the effects of dependence and recovery factors. The goal was a rule-
based procedure that could be employed with considerably less judgement than is the case with
the more complete HRA procedure. To achieve this goal, and to avoid undue optimism in
estimating the effects of human error, several conservatisms were employed /Sw&7/. '
The ASEP-HRAP consists of a Pre-Accident Screening HRA, a Pre-Accident Nominal HRA, a
Post-Accident Screening HRA and a Post-Accident Nominal HRA. The screening analysis uses
conservative, i.e. pessimistic estimates of HEPs, response time, dependence levels, and other
- human performance characteristics. . - | - 2 .




Remarks:

This method can be used by systems analysts with some guidance from specialists in HRA,
especially in the difficult area of diagnosis errors, to ensure that undue optimism is avoided.
The ASEP-HRAP should be regarded as a first-cut or approximate HRA, which will generally
provide conservative estimates of the human contribution to pre-accident and post-accident
unavailabilities or failures. The THERP/Handbook approach, when applied by a fulltime team
of systems analysts and 2 human reliability analyst, will then permit a more detailed and
accurate systems assessment of the impact of potential human errors. It can be useful to apply
the more detailed HRA procedure to those human/system inferactions that are assessed as
more significant to the system analysed, based on the HEPs obtained using the ASEP-HRAP.

'9.3.3.3 Human Error Assessment and Reduction Technique (HEART)

‘The Human Error Assessment and Reduction Technique (HEART) has been developed by
Williams /Wi85, Wig8/. Essentially it considers particular ergonomic and environmental factors
(called EPCs - error-producing conditions) which can negatively affect performance. The
extent to which each factor independently affects performance is quantified, and the human
error probability is calculated as 2 function of the product of those factors identified for a
particular task.

The HEART table of generic tasks consists of nine tasks denoted from A to M. For each task
the nominal human unreliability is proposed with 5th and 95th percentile bounds. For the task
analysed the generic task is selected with given probability value. Then the error-preducing
conditions are evaluated. For each factor considered the effect is quantitatively assessed using
a simple formula taking into account 2 HEART eifect and a proportion of effect. The assessed
nominal likelihood of failure is calculated as a product of ihe nominal human unreliability and
the assessed effect for each factor considered. If the result obtained exceeds 1.00, the
probability of failure has to be assumed to be 1.00.

The special table of-error producing conditions and associated multipliers consists of 38
positions which are divided into two groups: 1-17 with large effects on relisbility (the HEART
predicied effect between 17 and 3) and 13-38 with low effects on reliability (the HEART

predicted effect between 2.5 and 1.02).

Remuarks:

The technigue is quick and simple to use. It is also useful in the design process enabling an
engineer/designer to link ergonomics directly to risk assesstnent and/or design, in a quantitative
and hence auditable manner. It also enables the engineer/designer to make cost-benefit
evaluations, which is a highly useful facility.

However, at present stage of the development, HEART can only be used to assess tasks in
isolation, i.e. no model exists of dependency between performing (or failing to perform) a
“Succession of tasks. This could present problems, e.g. in an event tree analysis of operator
" ervor. As the results are significantly influenced by judgement and data it would be beneficial if
_the source data could be reviewed by ergonomist peers. The important issue COncerns the
independence of the effects of factors influencing human unreliability. This means that there is
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no additional effect on performance other than that assigned to a factor by its muliiplier, no
matter what combination of - factors are present. Thus, the technique requires further

development.

2.3.3.4 INFENT

INTENT is a new method for estimating human error probabilities for decision-based errors
/Ge92/. This method is aimed at identifying and probabilistically quantifying errors of intention.
Errors of intention (EQOL), an important subset of errors of commission, are related to human
cognitive functions. However, an ormission could be caused by an EQCI, too. Errors of miention
may be manifested immediately or can lie dormant until triggered by some insidious
combination of hardware and human actions. The cognitive nature of errors of intention and
the fact that they result from a wide range of faciors, such as poor traifing Or poor satety
culture at a facility, make it difficult to model and quantify them.
The identification of the errors of intention relied on applying SNEAK and HSYS to two
sources of information, the Nuclear Computerized Library for Assessing Reactor Reliability
(NUCLARR) and the Licensee Event Reports (LERs) /Ge92/. The search was conducted to
determine the extent to which existing data for errors of intention might already be available in
the open literature. In the approach /Ge92/ a list of 20 decision-based etrors was generated and
an expert judgement technique is outlined for assessing the likelihcod of these errors cceurring
under various conditions. These conditions were defined by different levels of PSFs.

Four source categories for errors of intention were identified: (1) action consegquence, (2)

attitude leading to circumvention, (3) crew response set, and (4) resource dependences. For

each error of intention the upper bound of HEP and the lower bound of HEP were proposed.
T T ... P | to T 1]

The lower bound refers to situations where PSFs have been estimated to be optimal. The
situation-specific HEP lies between these bounds.

Quantification of the errors of intention, identified in the NUCLARF LER data sources,
were performed applying the SLIM technique based upon group consensus of both relative
PSF imporiance and PSF adequacy for given scenario. Eleven PSFs were taken into account:
human-machine interface; skill» rule- and knowledge-based behaviour; stress; experience;
safety culture; training; motivation; workloa supe.rvisicn communication; and procedures. A

{\’q'inn'inhnﬂ ﬁ‘!nﬂnnr{ 18 ﬁw‘g
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‘Remarks:

The method seems to provide data which can serve to remedy a major deficiency present in
"PRAs conducted to date, i.e. to account for rare, high consequence failures due to errors of
intention committed during various plant evolutions. The generated list of errors may not be
‘exhaustive, but, it does provide a foundation on whi__ch to build a more complete data base as
field data becomes available. '

“The authors of this new method snggest that future research should attempt to: (1) extend the
variety of errors of intention identified to date, (2) determine whether the suggested weights of
- PSFs will hold true for these 'new’ errors of intention, (3) apply the INTENT method in an
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HRA program, and (4) atiempt to tie the data and categories to some high level cognitive
theory (e.g. GEMS /Re87/).

2.3.4 Expert estimation metheds.
5.3.4.1 Suceess Likelihood Index Method (SLEM)

The Success Likelihood Index Method (SLIM) originates from the field of decision analysis,
and it is basically a method for quantifying the preference in a set of options /Em83, Em84/. Its
applicability to the assessment of human reliability derives from the consideration that human
performance is affected by many factors and thus it can only be quantified by calculating the
additive effects of these factors on humen response. Such PSFs as the time available to
perform a task, quality of procedure, level of raining etc. can be considered. A systematic
approach is used to identify these PSEs for a specific set of tasks. The relatve importance
(Weig_hts) of the PSFs are derived by structured expert judgements.

The method comprises two modules: SLIM-MAUD (Mulii-Attribute Utility Decomposition),
for quantifying the effects of various factors on human reliability, using expert judgements for
deriving the relative likelihcod of success for a set of tasks; and SLIM-SARAH (Systernatic
Approach to the Reliability Assessment of Humans), for transforming these relative likelihood
into absolute probabilities, using log-linear calibration relationships.

The ‘SLIM procedure comprises 10 steps: (1) Definition of situations and subsets; (2}
Elicitation of PSFs; (3) Rating of the tasks on the PSFs; (4) Ideal point elicitation and scaling
calculations; (5) Independence checks; (6) Weighting procedure; (7) Calculation of the Success
Likelihood Index; (8) Conversion of the SLIs to probabilities; (%) Uncertainty bound analysis;
(10) The use of SLIM-SARAR for cost-effectiveness analyses. The first eight steps are
performed in the SLIM-MAUD module and the remaining steps are carried over by SLIM-
SARAH.

The first phase of applying SLIM-MAUD involves defining the situations to be evaluated by
providing the judges with as much information as possible regarding the characteristics of the
tasks, the individuals who will perform them, and factors that will influence the likelihood of
success. The tasks are divided into subsets for which the task success probabilities are
influenced by common sets of PSFs. Each subset is then assessed in a separate SLIM-MAUD
sESsion.

Afier that the judges are asked, e.g. during the interactive session at the computer, to identify
and to rate the PSFs relative to the tasks, on the basis of a linear scale from 1 to 9. The judges
have also to define the ideal point on the particular scale being used, and this allows MAUD to
scale all the other ratings. The rescaled ratings for each task on the various PSF scales are
subseguently muliiptied by their respective relative importance weights and this products are
summed to give the overall SLI for each task. |
The weighting procedure is concerned with evaluating how much emphasis is to be given to
cach of the PSF in terms of its effect on the likelihood of success. The SLIs for each task are
- calculated using the following formula: - .~ - :

SLI; = ZWERU

i
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where SLI; represents the success likelihood index for task j; W, is the normnalized importance
weight in the i-th PSF (the weights for all the PSF's sum to 1); and R;; is the scaled rating of
task j on the i-th PSF (the rating is scaled in terms of its distance from the ideal point).

The SLIs generated in a SLIM-MAUD session are relative measures of the likelihcod of
success of each of the tasks considered in the session. In order to transform these to human
error probabilities it is necessary to calibrate the SLI scale for each set of tasks considered. The
relationship assumed in the SLIM method is:

log HEP=a SLI+ b
where a and b are constants. Determination of the constanis in this eguation requires that at

least two tasks for which the HEPs are known are included in the SLIM session, and that the
SLIs for these tasks are assessed. This produces two equations from which the constants a and
b can be calculated. Several possible sources for calibration data exist, e.g. data from from
training simulator sessions or absoluie probability judgements /Hu88/. The justifications
this formula are parily related to the Paired Comparison (PC) technique, which also makes use
of experts' judgements of likelihood of success, as well as more theoretical work supporting

the validity of the logarithmic relationship.

for

Remarks:

The method for the calculation of SLI is based on 2 good theoretical background in decision
theory and the easily managed interactivity with the computer makes the technique highly
scrutable and auditable. Once the detailed daia base has been established, the evaluation can be
made easily and rapidly. The SARAH module allows relatively powertful cost-benefit design
questions to be answered quantitatively, so that the impact of a design change on the human
reliability for a task can be guickly calculated. SLIM-MAUD does not Tequire exiensive
decomposition of a task to an elemental level (as THERP does), but is capable of quantifying
human reliability at a higher or more holistic level of task description.

ghe
The major drawback of the SLIM method is that it makes extensive use of expert judgement
requiring a small group of (e.g. 4) experts. The technigue requires rather the use of a
microcomputer to support the calculations. As with the paired compansons technique, the

logarithmic calibration equation would benefit from more extensiv mpirical and experimental

=
&
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support. For assessment of unceriainties the Ab hgolute Proba 1111}1 ngggg‘\heﬂt (:Q LB method is

pfoposed /Hug8/.

2.3.4.2 Secie-Technical Appreach to Assessing Human Reliability (STAHR)

The Socic-Technical Approach to Assessing Human Reliability (STAHR) technique /Ph89 is
strongly influenced by the SLIM-MAUD approach. The STAHR consists of a "echnical
component”, an influence diagram, and a "social component”. The technical component
involves developing a description of the "target event" (task) as well as the general setting and
conditicns leading up to the event. The modelling technique of the influence diagram,
borrowed from decision theory, is potentially easier to use than event trees or fault trees.
Modelling only dependences between evenis, the influence diagram organizes. them a8 a syste

of conditional probabilities. An example of the influence diagram is shown in Fig. 2.5.
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Fig. 2.6: The STAHR influence diagram /Ph89/

The remainder of the method relies on the knowledge and judgement of several subject-matier
experts. Experts from several domains should be represented depending on the analyses and
assessments of interest and organizing procedure, e.g. group consultant and facilitator,
technical moderator, reactor operators trainer, thermohydraulic engineer and precedures
specialist, probabilistic risk analyst, reliability and systems analyst, human reliability analyst and
reactor operator.
Using the influence diagram ig 2 matier of f applying the following ten steps (but not necessarily
in this o;der) (1) Describe all relevant conditioning events; (2) Define the target event; (3)
Choose a middledevel event and assess the weight of evidence for each of the bottom
influences leading into this middie event; {4} Assess the weight of evidence for this middle-
level influence conditional on the bottom-level influences; (5) Repeat steps 3 and 4 for the
remaining middle and bottom influences; (6) Assess probabilities of the target event conditional
on the middle-level influences; (7) Calculate the unconditional probability of the target event
and the unconditional weight of evidence of the middle influences; (8) Compare these results to
the holistic judgements of the assessors. Revise the assessments as necessary to reduce the
discrepancy between holistic judgements and model results; (9) Iterate through the above steps
as necessary until the assessors have finished refining their judgements; (10) Do sensitivity
analyses on any remaining group disagreements. Report either point esnmates if disagrecrnents

are of no consequence, or ranges if disagreements are substantial.

The group of experts participates in assessing the "weights of evidence” for various levels of
influences on adjacent levels and on the target event The target event is then assessed,
conditional on the middle-level influences. The unconditional target event probability and the
unconditional weight of evidence of the middle influences are then calculated with a computer.
. These results are compared with holistic judgements made by assessors. Any discrepancies are
discussed -and revised. The process outlined above is then repeated 25 DEcessary. until the

assessors have finished refining their judgements. o
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Remarks: _
The STAHR technique depends on the coalescing of many experts' diverse opinions into &
consensus judgement. Although this process at times can be difficult and frustrating, the
anthors contend that "diversity of viewpoint" is a key criterion in composing the groups. They
estimate that at least one day is needed to frain participants in the STAHR approach, and
building confidence and familiarity takes another day. Then, new target events take no more
than two hours for the complete set of the assessments, and variations on already-completed
target events take less than one hour to complete /Ph89/.

There are some controversial trials comparing the STAHR approach with THERP. Although
STAHR requires several participants, who usually go back to first pnncmlcs, THERP is
considered to give only approximate resuits. There is aiso ihe opinion that successful
application of THERP alsc requires several experts to be involved /Ph8Y/.

The STAHR approach has poteniial for assessing human reliability in complex systems. By
concentrating on influences rather than individual events, it avoids the botiom-up detail of
event trees and fault trees with their attendant bushiness in attempting to cover all event-
sequences that could possibly happen, and the high costs of applying those approaches for
complex systems. i “ | o "

Unlike handbook-based approaches, STAHR cannot be applied simply by following some
established steps in a procedure. Rather, considerable flexibility is built into STAHR, and
participants are forced to think about fundamental aspects of the cperation of the system
including human aspects. Because of this, probabilities for target events cannot be developed
quickly and at a low cost. -

The STAHR approach is still at the early development siage, so it is not possible to judge its
utility fairly. However, as with any expert judgement method, the inconvenience of using a
large, diverse group of subject-rnatter experts will effen Phrrnnate the con&derzmon of usmg
this. aechmque for huiran rehabﬂlfy evaluauon :

e staars (Y tantieaiey
2.3.4.3 Pair Comparisen (PC) technique

The Pazr Companson (PC) technique /Se83/ is a structured experi judgement method fo*
quantifying human error prebabmws It does not require any quantitative assessment. The
experts are rather asked to compare a set of pair of tasks for which HEPs are required. For
sach pair, the expert must decide which has the highest likelihood of error. The technique
elicits these comparative judgements from a number of experis and develops a scaling of the

tasks in terms of their relative likelibood of error. Two or more tasks, with known HEPs, are

then used to caubrate i’_;zs sca_mg, based ona 1ogafithmic trans:o-maﬁon to denve HEP
estimates. - RS S - g : _

The complete PC procedure for estimation HEPs is developed in 16 steps. The pfecedure and
prebabihsmc evaiuauon is quite complex. The method requires 2 considerable number of
experts to be involved. It is recommended that-the number- of experts ‘should preferably be

more than ten. Although it is possible to use a smalier number of experts, the ca;cmahom_

become more difficult, and the derived scale will be less robust /Hu88/.
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The Paired Comparison technique is considered by some researchers as an approach which
does not require the experis to be involved to have a great deal of expertise in probability or
mathematical and statistical concepts. Such an opinion can be questioned when the PC
methodology is examined from the point of view its application for human reliability evaluation
in the case of multidimensional events involving complex human activities with some
dependences in comparisons made.

Remarks:

The PC technique enables estimates of probabilities to be obtained using statistical methods
applied to comparative estimates with regard to calibration points. In this method a minimum
of two empirically estimated HEP values are required, thus the technigue can be useful even in
cases of scarce empirical data. The probabilistic estimate exiracied from the comparative
" judgements seems to be less biased than that obtained from direct numerical assessments,
especially if individual judges are poorly qualified. With a small number of tasks, and a set of
readily available experts, the technique can be applied fairly quickly if carried out on a
COmMputer.

Moreover, even without calibration, the technique is useful for scaling the relative importance
of different human errors and this rank ordering can be helpful in quantifying probabilities
using other methods. Experts do not have to camry out the comparison as a group, and this
eliminates the psychological problems and drawbacks identified in the case of APJ, although
they may still need to be trained as a group.

However, the PC method relies on three main assumptions, which can be violated in the human
religbility evaluation, namely: the siall complexity of the event considered, the homogeneity of
the events or tasks to be performed, and the independence of each comparison made. The PC
technique was originally developed to consider relatively simple perceptual phenomena, usually
considered as "uni-dimensional® events. When the experts are asked to compare two complex
operator error scenarios, such as during NPP emergencies, a simple comparison may prove
dificalt due to the multidimensional nature of two situations. Similarly, when the tasks to be
performed are not homogeneous, ie. when they are not all maintenance tasks or emergency
actions, then the comparison process is very difficult with a poientiat for subsiantial errors. The

independence criterion aims to identify tasks to be compared which do not create biases for the
experts, because these tasks can be somehow rel ted to previously examined cases and that
would distort the results of comparisons. A _

Thus, the PC method may not be appropriate for evaluation of more complex human failure
events and related HEPs, especially in situations when the influence of several PSFs should be

considered. =

2.3.4.4 Absolute Probability Judgement (APJ)

The Absolute Probability Judgement (APJ) /Se83/, also known as Direct Numerical
. Estimation, is the most direct approach to the quantification of human error probabilities
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(HEPs). It relies on the utilization of experts to estimate HEPs on the basis of their knowledge
and experience. The rationale for.using expert judgements in human reliability assessment is
that there are littie or no relevant human error probability data, while there exist experts who
have the experience and appropriate knowledge that can be translated into quantitative
estimnates of probability of cccurrence of an event.

There are two forms of APJ, namely: Group APJ and Single Expert Method. The use of group
methods involves more research, since it is seldom the case that a single expert has enough
relevant information and expertise to accurately estimate human reliability. In the group
methods, the single opinions based on knowledge of each expert are aggregated either
mathematically or by bringing the judges together to amive at some formm of consensus
agreement, Engineering judgement, on the other hand, refers to a single expert estimating a
humen error probability possibly with some reference to a data base. This latter approach is
frequently used both in human reliability assessment and in hardware reliability assessment,
though it is arguably a less reliable approach /Hu88/.

There are two primary requirements of any expert: (i) She/he must have substantive expertise,
ie. the expert must know the problem sufficiendy well; (i) He/she must have normative
expertise, i.e. the expert (alone or with the aid of a facilitator) rust be able to accurately
translate this expertise info probabilities.

If an expert does not possess substantive knowledge, assessments will be based oniy on
random guessing. With substantive knowledge but no normative experiise, the expert will be
unable to accurately transiate his/her beliefs and knowledge about human actions into
probabilities.

If 'a single individual expert approach is being utilized, there is an obvious reliance on one
person's expertise, which may be biased, or not comprehensive enough to generate an accuraie
estimate. Tt is therefore recommended that a group of experts should be used where
practicable. There are four major group methods specified in order of their overall preference
{Hu88/: (i) Consensus Group Method; (i) Nominal Group Technique; (iit) dehl Method;
and (iv) Agg Legated Individ & Methcd

o

The overail APJ
Prepare task statements; (3) Prepare response bnoklefs, (4) Develop instructions for subjects;
(5) Obtain judgements; (6) Calcuiate inter-judge co*islsaency, (7) gregatu h;dwluual
estimates; and (8) Estimate uncertainty bounds. ' :

Some researchers suggest that six experts would be sufficient for direct estimation, although
mote would be preferable. In practice however, financial and other constraints often lead to the
use of a smaller group of only three or four expei'ts Obtammg evaluat:ens from \,xpvrts varies

for the methods mentioned above:
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. {In the Consensus Group Method each member contributes to the discussion, but the
! group must arrive af an estimate upon which all members of the group agree;

~|In the Nominal Group Téchnique, which is similar to Delphi Method described
i |below, except that some limited discussion is allowed between experts for
clarification purposes only,

In the Delphi Method experis make individual assessment but then they can review

and reassess their individual estimnates on the basis of the other estimates which are
shown to everyone; the revised estimates are then siatistically combined as described

for the method below;

In the Aggregated Individual Method experts don't have to meet, but make estimates
iv |individually and then these estimates are combined statistically by taking the
geometric mean of the individual estimates.

Tab. 2.5: Methods for obtaining evaluations from experts /Hu88/

When non-consensus methods are used, a statistical procedure for calculating the inter-judge
(step 6) is applied, based on a technique of the analysis of variance (ANOVA). If the
agreement between judges is adequate, the aggregation of the individual estimates is done (step
7) by taking the geometric mean of the single estimates. Finally the uncertainty bound is
estirated (siep &) using the statistical concepis of standard error and confidence range.

All forms of APJ, whether group or individual, are prone to particular biases which can occur
and detract from the accuracy of the expert assessments. Cne of the major ways to reduce the
probiem of biases in expert judgement during an expert group session is to employ the use of a
"facilitator”, who will generally manage an expert panel session without providing any
guantitative estimates.

There are several known biases, the most important among them are: the overconfidence bias,
the availability bias and the anchoring bias /Hu88/. Some other aspects of biases in quantitative
judgements and ways to avoid them are proposed /Pe82/. Judging probability is a special case
of quantitative judgement which requires a special practical approach to avoid biases /Ka72/. A
A ty has been propo Spr'} LENZET

heuristic for judgin
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Remarks:

T’he.AP_}’ ‘technique has been shown to provide accurate estimates in several domains including
human reliability assessment /Hu88/. Some studies give support for the validity of this method.
The method is relatively quick to use if the data acquiring process is well organized and the
experis possess a high level of experiise. This process and discussions between experts, i
documented, can often be useful for further qualitative analysis of results obtained.

This technigue is prone, however, to cerfain biases and toc personality/group psychological
problems and conflicts, which can, if not effectively countered (e.g. by the use of a facilitator),
significantly affect the validity of the technique. Since the techmique is often linked to
'guessing', it is characterized at a somewhat low level in terms of apparent or 'face’ validity.
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2.3.4.5 Confusion Matrix (CM) technigue

The Confusion Mairix Technique /Po81/ is used to estirnate the probability of initiating event
misdiagnosis. Actions taken during an event sequence o supplement automatic sysiem
response are of major concem. Actions that fail outside the response envelope, such as errors
made in test and maintenance activities, are not modelled explicitly in a confusion matrix. The
initiating events that are used for this technique must involve accidents that are similar in

Sn} gat ol

aprdla.uCC 18] u;% Gparauua

The creation of a confusion matrix begins by listing initiating events vertically and horizontally.
An example of the confusion mafrix is presented in Fig. 2.7. The horizontal column represents
the actual plant condition and the vertical list represents what the crew might perceive as an
event. Thus each matrix element corresponds to a potential misdiagnosis. -

Several matrices can be constructed in this manner, for instance, two mairices for two different
times in the accident sequence. For example, one might be for 15 min after the first indication,
and the second for an hour after. Next, a frequency analysis is carried out for each "actual
initiating event" and an estimated total probablhty for misdiagnosis for each event for both
times is calculated. : :

The confusion matrix approach provides a rationale for representing operator actions which
stem from the response to the not correctly diagnosed initiating event/accident. This
delineation is a key input for SHARP, Step 5 where the impact of human interactions on the
course of the plant accident sequence can be examined to model alternative accident
sequences. -

Expert opinion is used to rank esch initiator in the order in which they would most likely be
confused with the actual event by considering the similarity of symptoms and how frequenty
they might occur. Once the ranking is completed, preferably by a group of experts,
probabilities are assigned for each misdiagnosis. The probabilities are then modified to teflect
some PSFs, e.g. the quality of the control room: design and of operator training.

Probabilities of a confusion matrix can be evaluated with the contribution of experts using one
of the mumplc experts techniques, e.g. SLIM, ST ArER or AH with the relevant prﬁcea

These evaluations can be supporied by daia
based on simulator data.

1t would be desirabie to support assessments with more objective data, e.g. similarity measures
evaluated on the basis of curves in time of important plant parameters (symptorns). obtained
from the plant simulation for initiating events selecied and representative accident scenarios..
This stems from the fact that probabilities of msd.mgnosm €ITCrs wﬂl be hlguc;‘ in cases of

similar plant responses for different initiating events. . ..
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Fig. 2.7: Example of confusion matrix (CM) for misdiagnosis of an event /IA91c/

Remarks:

The Confusion Matrix Technique allows only the probability of initiating event misdiagnosis to
estimated. The application of CM is associated with a considerable effort requiring in addition
multiple expert methods for the estimation of probabilities of the confusion matrix. It causes
the same inconveniences and is characierized by drawbacks of the multiple-expert techniques

mentioned zbove.

n T
i
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A difficult problem is to construct confusion matrices for different times in the accident
sequence, associating symptoms with the wrong initiators. This is due to the complexity and
psychological nature of the diagnosis process to be performed in time by operators who could
attempt to identify the accident situation and to make decisions based not only on its

Syraploiis.

2.3.8 Expert estimation methods seldom applied in PSA studies and other conventional

HRA metheds
3,3.5.1 MAintenance Personnel Performance Simulation (MAPPS) model

The MAintenance Personnel Performance Simulation (MAPPS) model was developed by
Siegel /Si84/. MAPPS is a tool for quantitative analyses of the mainienance tasks. The analyst
can vary systematically, individuaily and in any combination, 2 variety of conditions, such as
task variables, levels of operator ability, environmental and sitzational conditions, as well as
human factor variables. The objective is to yield subtasks, shift, iteration and summary data,
which show the effect of the introduced variations on the simulated task performance. The
resulis can be used for defining trade-offs and regulatory decisions.

In order to perform the simulation, the analysts must first perform the task analyses to
determine the tasks required and identify the associated subtasks for the individual(s) involved.
For each subtask, input data based on ratings (e.g. various PSFs) or actual measurements (e.g.
performance times) are entered along with selecied parameter values (PSFs). A computer then

tam tnncqibilits

simuiates the performance of each subiask using the model algorithms. There is the possibilit
of using a Monte Carlo simulation approach to introduce chance elements. The output of the

evaluation includes probability of success, time to completion, areas of operator overioad, idle
evel of stress. Using an iterative method, the analyst can forecast the results of a

fivrm  and 1 37
Thilib,,y SMELWL L Vil Wi O WIS WOy CAff LUtk Cowd ¥ o EEAnrGbAtwry waew Seeafil Y2l ROl 2RAL R

potential design improvement prior to implementation /Sa87/.

MAPPS is thus 2 model devoted to many users, from power plant architects and engineers to
plant maintenance management experts, as well as the regulatory body.

The MAPPS technique represents an attempt to model human performance for mainienance

P 1 L ) el T30 T e 147 i} 33 & AT T
tasks using a set of PSFs that mteract with each other, and ncorporates 1
e -

as the effects of rest and checks enforced by quality-contrel polices, The model is computer-
based, which allows the analyst to simulate the same task repeatedly and assess how the inputs

affect outputs. Numerous inputs, many of which involve subjective ratings, are required from

the analyst. Defauit values are provided for unknown PSFs.
The opacity of the simulation algorithms weakens the face validity and can lead to a lack of

confidence on the quantitative values of probability obtained. The basic problem associated

with using this model for human reliability evaluation is its validation.




2-29

2.3.5.2 TESEQ

The TESEO (Tecnica Empirica Stima Errori Operatori) model, developed by Bello and
Colombi /Be80/, allows human reliability to be predicted as a function of five factors assumed
to.be the major determinants of operator performance, namely: (1) The type of activity to be
carried out (K, ); (2) The time available to carry out this activity (K,), also called the temporary
stress factor; (3) The characteristics of the operator (K,); (4) The emotional state of the
operator (K,), cafled the activity's anxiety factor; and (5) The environmental ergonomics
characteristics (), called the activity's ergonomic factor.

The HEP for a given task is then calculated as:
HEPzgl'Kz’K:;'Ké_'KS
The values of each facior can be determined from tables. Whenever the result of the

minltinlicrnatinn ig orantar {'3‘\-)7‘1 1 S as

r~ a
.uxu.lu.yuvuuu 1 Lo El\f{-&l’\-’l thigsEl 1y

Remarks:

The technique is quick and easy to use. If also facilitates sensitivity analyses, i.¢. it can be easily
used to determine the effect of human factor improvements on human reliability. However,
there is a lack of theoretical foundation associated with this technique. The model assumes that
the five factors are always adequate for assessment of the buman performance and no
theoretical justification is given for the multiplicative relationship between these factors and
HEP.

2.3.58.3 Other conventional HRA methods
Other conventional HRA methods exist, e.g. ATPA /F175/, SHERPA /Em86/ and VISHN

/Po88a/. These methods are seldom used in PSA and therefore will not be considered in detail
in this report. Other appreoaches and tools in human reliability analysis are discussed in
reference /Ha88/, which includes the CSE (Cognitive Sub-Element) model. The CSE model
has been utilized as a part of the operator reliability experiments, together with investigation of
the HCR model.

Some approaches are proposed based on known HRA techiiiques but with the development of
a specific aspect supporting quantitative and qualitative evaluation. For example Wakefield
proposes a generalized operator action free (OAT) representation and a modified HCR model
to account for dependences between actions as well as & new approach io esiimate
probabilities of confusion matrix (CM) /Wa88a/. He describes a computer program HUMAN
for performing the calculations corresponding to the modified HCR model.

2.3.6 An example of software supporting dRA

The iterative nature of a PRA means that the human failure event data base may have to be
updated several times. The documentation and daia management tasks of an HRA (Human
- Reliability Analysis) make up about 20-40% of the analysis, depending on the familiarity of the
analyst with the plant being studied. Operator Reliability Calculation and Assessment (ORCA)
‘has been developed to alleviate the routine tasks of Human Reliability Analysis (HRA) /Do88/.
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ORCA's basic purpose is to document ail human failure events in a PRA. The program was
designed to have enough "intelligence” to ask the user for specific information and to work its
way throngh an abbreviated taxonomy. Fig. 2.8 shows the basic logic path that ORCA follows.
The user is first directed by menus to name the data base to work on and to name an event to
add to, delete from, or edit in that data base. If the add or edit options are chosen, ORCA asks
the user to describe the human failure event as a slip or a mistake. Depending on this choice,
ORCA asks for information sufficient to calculate a screening value for the even, which is
done automatically. If the user wants to input more information, or perform a detailed
calculation, or otherwise produce a final occurrence probability, ORCA queries for the
appropriate information and the final, mean probability and its 5th and 95th percentiles are
antomatically produced.

Once initial results are obtained and reviewed, any changes in parameters or key descriptors
can be input by using the event editing mode. The results are automatically propagated through
the ORCA data base and the HRA file is updated. Several report formats are available that
have been found useful on past PRAs. ORCA also produces a summary listing of all events,
one per line. ORCA is designed to be used on an IBM AT family of personal compuicss.
ORCA was developed using Ashton-Tate's dBase III but is compiled so as to run without

requiring dBase.
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Fig. 2.8: ORCA logic structure /Do88/
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2.4 Frameworks for incorporating HRA into PSA
2.4.1 Systematic Human Action Reliability Procedure (SHARP)

Systematic Human Action Reliability Procedure (SHARP), developed by Hannaman and
Spurgin /Ha84/, is a framework for systematically incorporating human-hardware interactions
into PSAs. In the SHARP approach the responsibility for incorporating human interactions is
shared between the system analysts and the human-reliability analysts. The objective of the
framework is to help in defining the types of interactions that are important to risk analysis and
to enable the analysts to incorporate them into the system analysis task.

Tn SHARP five types of human interactions with the system are distinguished.

Before an initiating event, plant personnel can affect availability and safety either by
inadvertently disabling equipment, during testing or maintenance, or they can improve

Type the availability of systems by restoring failed equipment through testing and mainte-
nance.

Type 2 | By comunitting some error, plant personnel can initiate an accident.

Tvpe 3 By following procedures during the course of an accident, plant personnel can operate
P standby equipment that will terminate the accident.

Tupe 4 Plant personnel, attempting to follow procedures, can make a mistake that aggravates
P the situation or fails to terminate the accident.

Type 5 | By improvising, plant personnel can restore and operaie iniiially unavailable egquipment

to teprninate an accident.

Tab. 2.6: Type of human interaction according to SHARP

This categorization was found to

useful for understanding how human interactions were

be
treated in other PRA studies, apart from the five mentioned above.

STEP I . STEP 2 = YES i STEP3
DEFINITION SCREENING —“<‘> W BREAKDOWN

NO

STEP 7
DOCUMENTATION

STEP S - STEP 4
IMPACT ASSESSMENT REFRESENTATION

STEP 6
QUANTIFICATION

Fig. 2.9: Links between SHARP steps /Ha84/
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The SHARP framework matured in the form of seven steps. Each SHARP step has defined
objectives, inputs and outputs, activities and rules. The links between each step and the key
decision points are shown in Fig. 2.9. The goals for each step are as follows:

To ensure that all different types of human interactions are adequately con-
sidered in the study.
. To identify the human interactions that are significant to operation and
2. Screening £y P
safety of the plant.

To develop 2 detailed description of important interactions by defining the
3. Breakdow key influence factors necessary to complete the modelling. The human-

) n interactions modelling consists of a representation (e.g., qualitative model),
impact assessment, and quaniilication.

1. Definition

To select and apply techniques for modelling important human interactions

4. Representation in logic structures. Such methods help to identify additional significant
human actions that might impact the system logic trees.

To explore the impact of significant human actions identified in the

5. Impact Assessment preceding step on the system logic trees.

To apply appropriate data or other quaniification methods to assign
6. Quantification probabilitics for the various interactions examined, deterinine sensitivities,
and establish uncertainty ranges.

Te include all necessary information for the assessment to be traceable,

7. Documentation understandable, and reproducible.

Tab, 2.7: SHARP steps

There are the following basic activities in these consecutive steps:

Step 1

The basic logic trees developed by the systems analysis itom the functional description of the
plant are enhanced in order to better and possibly fully describe human interacticns, Le. to
ensure that all different types of human interactions are adequately considered in the study. To
facilitate relevant analyses a classification scheme suitable for describing the types of human
interactions modelled in PSA study (before, at and after initiating events), should be developed.
Various sources of information (including emergency procedures, maintenance and test
operations) should be considered.

Step 2

The logic trees, enriched with human interactions, are screened to select only the most
important human interactions for further analysis. For that purpose a screening technique to
rank -and select key interactions for detailed analysis should be developed. The typical
techniques are based on: (1) judgement (e.g. location in the tree logic), (2) coarse screening
(e.g., by evaluation of the human impact in hardware cut-seis) or (3) fine screening (e.g.,
quaniifying both generic hargware failures and huiman interaciions based on behaviout type). 5
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Step 3
Each key interaction is subdivided into tasks and subtasks associated with specific equipment

or procedures, in order to define influence factors necessary for a complete modelling. The
tasks/subtasks require enhanced descriptions by including the appropriate influence parameters
(e.g., the behaviour type, methed of detection, time allowed, alarms available, feedback for
actions, coordination required, stress level, and other performance shaping factors) to establish
the basis for selecting a model or representation of the hurman interaction.

Step 4
The key human interactions are explicitly modelled to include the possible options and a

‘representation is selected (e.g., THREP, OAT, etc.) taking into account availability of data
and/or expert opinion to support selected representation (if data not available, altemative
representations can be considered). For selected representation a specific description is
_required (e.g., alternate choices or mistakes). In this way, it is possible to identify additional
- significant human actions that have an impact on the system logic trees.
Step 5
The system logic trees are re-modelled in order to explore the impact of significant human
interactions (on imitiating event, common-cause failures, reliability of systems, event trees
logic, and sequence quantification). Then the candidates for re-screening and grouping are
chosen. To analyse the impact of derived human interactions the screening techniques of Steps
1 and 2 can be applied. The human interactions are then grouped for quantification (according
to defined criteria of grouping).
Step 6
The humean actions identified in Steps 4 and 5 are quantified for incorporation into the PSA
study accident-sequence quantification, including the evaluation of the unceriainties associated
with the data. The most appropriate data base should be selected, which might include: time-
reliability curves, published data or data obtained from experiments, human reliability models
and opinions of experts.
Step 7
The results are documented in order to include all the necessary information for the assessment

- I oI " 1! ™ S Y o ine
tc be further used and applied. Documentation for each event tree should contain: data, as-

Wl L

impact on the core-melt frequency.

SHARP is considered to be a useful framework for incorporating various human relability
events into the equipment-oriented logic of PSA /Ca88, IA91c/. As was mentioned, probabili-
ties of these events are evaluated using various human reliability quantification technigues or
are taken from data bases if available.

24.2 Procedure for Conducting Human Reliability Analysis in Probabilistic Safety
" Assessment (IAEA's Precedure) o C
The Agency endorses the increased use of PSA and has established guidelines to facilitate the

o

use of PSA in member countries /IA922/. To support these PSA Guidelines a number of
technical documents are being written to provide more complete and detailed technical
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guidance in specific areas. A report /IA92b/ represents a technical document giving Procedure
for Conducting Human Reliability Analysis (HRA) in Probabilistic Safety Assessment. The

objectives of this report, according to intentions of its authors, are:

- to represent a practical and nearly standardized approach and terminology for HRA in PSA;
- to describe a framework in which different types of human actions are related to specific

parts of a PSA;

- to describe acceptable methods and data sources for analysing hurnan actions; and
- to show how the HRA is integrated into the rest of the PSA.

Human Interactions (Actions/Errors) and influences can have a variety of means of affecting

safety or risk. It is important to be able to relate them to the PSA siructure to vnderstand their”

potential effect on risk or safety. Three categories can be defined that enable HRA studies to

be compatible with PSA structure:

- Category A (Pre-initiators) - actions and errors that cause equipment/systems to be unavail-
able when required posi-fauli;

- Category B (Initiators) - actions and errors that either by themselves or in combination with
equipment failures lead directly to initiating events/faults;

- Category C (Post-initiators) - actions and errors occurring posi-fault. These can either be
performing safety actions or actions/errors that aggravate the fault sequence. These
interactions can be separated into three different types listed in Table 2.4.

The main components of an HRA study are as follows /IAS2b/:

Task definition / A prf‘:cise deﬁrﬁﬁan_of the overall task {O? ITOT) being addressed. '_I'E"ﬁs will
I : provide the boundaries for the study and will maich the interface requirements
understanding .
of any assessments being performed.
This is the detailed process of understanding how individual elements fit to-
gether in order to successfully accomplish the overall task. Essentially it is an
information coliection and task iogic siructure process. There are a wide
H | Task analysis variety of formal task analysis methods available but irrespective of any
: specific method chosen the HRA analyst (for PSA) must ensure he/she has
gathered and structured sufficient information to have a clear appieciation of
the individual sieps needed to achieve the.overall task.
Error The error identification process comes directly from the task analysis. The
III |identification HRA analyst must identify potential errors at each individual step of the
overall task. In particular the potential for mistakes should be noted.
"| Brsor recovery | The potential and mechanisms for recovering from the identified errors should
IV |potential and | be determined or judged. This will often require additional information that
" | mechanisms was collected during the initial task analysis.
Idendfy "Performance Shaping Factors” (PFSs), e.g. experience, level of training,
V [additional stress level. All factors judged to be important for successiul completion of the
consiraints overall task should be identified.
Quaniification of the success/failure of the overall task is based on using the
| VI | Quantification | information obtained in steps I to V to quaniify the individual tasks or errors
and their possible recovery routes.

‘Tab. 2.8: Main Components of an HRA study /IA92b/
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Steps I to V can be termed the qualitative assessment phase and step VI is the quantiiative
phase.

The process of incorporating HRA into PSA can be separated into seven basic tasks. Each task
consists of inputs, activities and outputs. For each category of events (A, B and C) the tasks
required have the same form. The tasks and their goals are as follows:

To ensure that all candidate human interactions of the different cate-

. Definition gories are adequately considered in the study.
To identify the human interactions that are significant to the operation
2. Screening and safety of the plant and to avoid wasting analysis resources on the

others.

To develop a detailed description of important human interactions by
3. Qualitative Analysis | defining the key influence factors necessary to complete the
modelling,

To select and apply techniques for depicting important human inter-
actions in logic structures.

4, Representation

To describe how the significant humnan actions are integrated into the

3. Model Integration plant and the system models of the PSA.

To apply appropriate data or other quantification methods to assign
. Quantification probabilities for the various interactions examined, determine sensitiv-

ities and establish uncertainty ranges.

[

To include all necessary information for the assessment to be trace-

7. Documentation able, understandable and repreducible.

" Tab. 2.9: Incorporating HRA into PSA

" The extent and character of the HRA will inevitably depend quite strongly on the ultimaie
" objectives of the PSA, The effective integration of the HRA elements into the PSA requires
- knowledge of both HRA and PSA. Ideally a human reliability analyst with an ur understanding of
basic PSA methods and Nuclear Power Plant {NPP) operations wouxd be useci to co-ordinate

“the HRA uﬂ.ugfatiu’i Where this i not o ossibie then a sysiem

_ should be ‘assigned to co-ordinate and =e.».d; the HRA studies wﬁh ad,dlwn& suuforf as
. .;_ﬁﬁCBSS&t y from other systems analysts. Close contact with the station staff is essential to ensure
- that both the PSA model and HRA evaluations within it reflect actual station operations and
“practices. If the PSA is being performed at the design stage then the HRA leader should
_consult knowledgeable staff from other operating stations to ensure that assumptions about

operating practices, procedures and training are reasonable.
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2.5 Approaches based on integrated simulation or Al methods
2.5.1 Cognitive Environment Simulation (CES)

The Cognitive Environment Simulation (CES) concept /Wo86, Wo87/ has been worked out
within a thres-phase research programme sponsored by the U.S. Nuclear Regulatory
- Commission. The aim of research work was to develop and validate methods for medelling the
cognitive behaviour of the nuclear power plant (NPP) personnel during emergency operations.
In the second phase of this work a medel related to operators' intentions to act in NPP
emergency sifuations was developed using an artificial intelligence (AI) technique. This model
is a basis for performing Cognitive Environment Simulation (CES). The system is an analytic
computer simulation tool /Wo87/. '

The systezn is theoretically based on several scientific disciph'nes such as cogﬁ_itive sciences or

EAE P |

J.lml.d D\vlb.ll\fbb aud ululudwo a ch.ﬂwbj Uf ﬁD}.dB auuh as \IUEIJJ.LJVG lJD_ybilU.lUs_y aud mmlbid.!.
intelligence. Models developed were called cognitive models. A methodology has been also
worked out for evaluation of the human contribution to risk in probabilistic risk assessment
(PRA) studies, named Cognitive REliability Assessment TEchnique (CREATE).,

As described m reports /Wo87, Wo88/ CES allows exploration of plausible human responses
in different emergency situations. It can be used to identify what are difficult problem-solving
situations, given the available problem-solving resources (e.g., specific procedural guidance,
operator knowledge, man-machine interfaces). It provides the capability to establish how
people are likely to respond. One can invesﬁgate e.g. what situations and factors lead to
intention failures, the form of intention failure, the conseguences of an intention failwe
including: errors of omission, errors of commission or common mode failures. CES might also
identify situations where operators are likely to detect and recover filed systems or to correct
an erroneous human action. These potential recovery actions can then be incorporated into the
event/fault tree analysis.

Within CES some variables are called Performance Adjustment Factors (PAFs), which are
similar to traditional Performance Shaping Factors (e.g., experience level, siress, organizational
climate). PAFs provide the possibility for a human analyst to establish parallels between the
cognii:iva environ_ment simulated in CES and NPP situations to be investigated (Fig. 2.10).
CES should alsc provide a tool for investigating the effects of changes in NPP person-machine
systems mcluding instrumentanon, computer-based displays, operator decision aids, procedure
changes, training, mulii-person or multi-facility {e.g., technical support_ ge_nire} probiem soivi_ng
siyles, mo s EEREA S
CREATE (Fig. 2.11) was developed to specify how CES can be- used to “enhance the
measurement of the human contribution to risk in PRA studies. In CREATE, CES is run on
muliiple variants of accident sequences of interest. The variants are selected to represent
parametric combinations of a plausible range of values along the dimensions thai confribute to
cognitive task complexity. The goal is to identify sets of the minimum necessary and sufficient
conditions ‘(characteristics of the situation and/or the operator) that combine to produce
intention failures with significant risk consequences. Once the range of plausible intention
errors and the conditions under which they arise are identified, a quantification procedure can
be initiated to assess the likelihood of these intention ervors.
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. Fig. 2.10: Different kinds of processing in CES /Wo87/

The methodology involves two main stages:

P EIRT . N T SIS T e - LY i i i
(1) A modelling stage where CES is used to find situations that can lead to infention Iailures

and therefore to erroneous actions; and
(2) A systems analysis input stage where the results of the cognitive modelling are integrated
into the overall systems analysis. _ L

The main steps in the modelling stage are as follows:

- decide what NPP situations to investigate with CES and how these situations map into the
simulation environment, _ o > :

- set up CES to be able to run NPP situations, :

- run CES over a plausible range of demand and resource settings, given the analysis of this
plant, : _

- to identify the conditions which produce intention failures and the actions that follow from an
intention failure. .. et Rt
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The main steps in the systems analysis input stage are:
- modify the event/fault trees to reflect the effects of intention errors identified in the modelling

stage,
- employ a guantification procedure to assess the likelihood of these intention errors,
- combine the intention error with-execution error estimates.
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1: Cognitive Reliability Assessment Technique (CREATE) /Wo87/

The results of the CREATE modeiling stage will affect overall systems reliability analysis in
two ways: (1) it will lead to modifications of the event/fault trees and (2) it will provide
quantitative estirates of human reliability as input to overall systems reliability frequency esti-
mates. In the absence of empirical data, expert judgement is, however, required. It is proposed
to use techniques available for eliciting frequency judgements from groups of experts (e.g.,
technique used in Reactor Risk Document /Nu87/ or in the SLIM-MAUD procedure /Em84/).

Overall human reliability estimates can be obtained by combining the probability of human
intention errors with the probability of human execution errors. It is proposed to calculate the
joint probability of a failure as the sum of these probabilities (assuming that intention errors and
execution errors are independent). Execution error probabilities might be generated using the
standard HRA estimation technigues (e.g., Swain & Guitman or the SLIM-MAUD procedure).
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CES is a specific instance of an artificial intelligence problem solving system EAGOL. The
EAGOL architecture embodies unique capabilities for reasoning in dynamic situations that
include the possibility of multiple faults. EAGOL is a software system and proprietary product
of Seer Systems which builds on the concepiual framework of the CADUCEUS AI problem-
solving system developed for medical problem-solving applications.

CES currently runs on Symbolics-3600 class computers and is planned to run on Sun-3 class
computer as well. It is built on top of the EAGOL Al software shell which uses CommonLisp
and the Flavors object oriented programming environment. The basic sofiware engine and
knowledge base is transporiable to several machines that can support the Commonlisp/Flavors
software environment such as Symbolics, Sun, or Vax computers.

Remarks:

The authors of CES are aware of the complexity of the proposed simulations. They assurne
that coguitively challenging conditions represent classes of NPP situations. While CES may run
on only one or a few incidents that are instances of the class, it is necessary tc aggregate the
probabilities of all the ways this cognitively challenging situation could arise in estimating the
likelihood of this contributor to intention failures.

They propose, in cases of the absence of empirical data, to use the mulii-expert judgement
techniques, e.g. SLIM-MAUD procedure. It was not described how to take advantage of very
complex simulations and use CREATE methodology to support such judgements. It seems that
the entire methodology is not easily applicable to support the engineering HRA/PSA studies.

The authors outlined the next steps in the system development which are needed to take
advantage of the capabilities of the CES cognitive model and the CREATE methodology:
- empirically validate the correspondence between CES and human behaviour,

- evolve the model's capabilities and its accessibility to the potential user community,
- further develop and refine the CREATE methodology through by exercises with cases of

relevance to PRA. o

2.5.2 An integrated modelling of operator cognitive behaviour

An integrated approach for modeliing human and machine h bxn propose at JRC-Ispra
/Am87, Be88, Ca88/. The simulation of man-machine inter i the Sy
Response Analyser (SRA). This tool enables the analysis of mciear plant subsystems in
abnormal or emergency conditions focusing on the role played by the operator. The DYLAM
(DYnamic Logical Analytical Methodology) technique is used to drive the entire simulation.
The second version of the this technique, DYLARN-2, has been developed to cope with the
more general cases of multiple occurrences (states of comporents) during the simulation
PIOCEss.
Having geﬁerateci 2 ‘'mother’ sequence (that is 2 combination of initial states), DYLAM—Z is
able to generate further 'descendent’ sequences which can be provoked by possible random-in-
time changes of states of system comvonents The generation law of the forest of descendants
is described by failure and repair rates for independent events ar nd/or by conditional probability

o

matrices for dependencies among 'states’ and physical variables {(e.g. pressure, temperature,
etc.).
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The analyst can choose different modes of generating sequences:

- a systematic mode, in which mother and descendent sequences are generated sequentially up
to a desired resolution level according to the heuristic rules built into the code;

- an interactive way, in which the analyst prefixes the initial conditions, that is he selects an
initial mother sequence and then lets DYLAM generaie its possible descendants;

- a pseudo-Monte Carlo procedure in which many failure occurrences are forced, as they could
hardly be simulated otherwise because of their low probability of occurrence.

DYLAM has been designed not only as probability estimator, but also for exploring the space

of the 'possible’ events; in this case the probability attributes are utilized only to guide the event

sequence procecdure generation. The system permits the analyst to model dependencies which

may be identified both in component and human moedels.

Due to the complexity of the control of a nuclear power station, plant modelling has been
concentrated on processes within the primary circuit and main autcinatic conirsl mechanisms
in order to allow sufficient extension of the human model. In principle the intention was to
focus on the study of accidents and thus on those parameters which are of main interest for the
operator in such circumstances. For this reason the safety parameter display panel (EPRI
Project, 1982) concept is taken as a reference and the simulation of the plant is centred on the
evaluation of these parameters.

During research work a new model for very rapidly simulaiing the plant response became
attractive for the development, based on the response surface technique. For the effective
evaluation of the transient behaviour of the most significant parameters the model of the plant
is to be approximated by polynomial expressions. Data for a varieiy of configurations and
accident scenarios for a PWR are to be prepared for testing (among these: station blackout,
small loss of coolant, steam generator tube rupture, secondary circuit line break, etc.).

The framework within which compiementary aspects of human behaviour are being modelied
includes three types of cognitive processes (Fig. 2.12):

modification etc.

(ii) Low-level decision making (LLDM), whereby the actial relationship amongst intention-
execution plant response is implemented.

(ii)Errors, which account for slips or mistakes made at any level of the human activity,
‘depending on a variety of factors, including environmental conditions, internal beliefs,
fwatinns strass

The human model under development is framed within a structure that has the models of the

- machine and of the operator as interactive éounterparts /Am87/, while DYLAM acts as a
driver and controlier of the entire system. Within this frame, the assessment of a situation

(diagnosis) and the formulation of a sirategy (plamning) are considered as a High Level

Decision Making (HLDM) process, becapse they imply long-term planming as well as the

analysis of the plant as a whole and possibly reasoning about the evolution of physical

phenomena. Formulated at this level the strategy of actions and inierventions is implemented in

the simulation process using the Low Level Decision Making (LLDM) model.

aF
i,
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- Fig. 2.12: General framework of the human behaviour model /AmE87/

Two basic assurnptions were made:

(1) The operator behaviour develops within a goal-oriented hierarchical structure.
(2) Fuzzy-logic is the formalism to handle imprecise and uncertain understanding of the reality.

Errors can be made at any time of the sequence under study or at any level of the human
behaviour model. Thus an error mechanism is continuously active and can affect diagnosis,
planning or plan execution. For this reasons the error process is not treated as a human activity
as such but it constitutes the object of a separate model, which runs in parallel to the rest of the
simulation. Recovery of a given situation is also modelled in the hurnan activities flow chart:
recovery can be triggered by the detection of some anomalies or recognition of slips oOf
mistakes. The process of recovery expands over low level as well as high level decision making
and it refers not only to human errors but also to additional system failures occurring during
the incident. '

The fundamental steps of the HLDM model contain the processes of diagnosis and planning.

& Liw

Diagnosis is rarely a poini-type process, it entails a continuous interaction with planning and

ALIL=L Y

atadd vy

verification. A preliminary model of diagnosis formuiation has been created which isbased on a

5 Badl S

tree like structure. As scomn as a minimum number of data has been gathered, the model i

capable of working its way up the tree to the formulation of a first diagnosis. This activation o
a set of hypothetical schemata relies essentially on some fundamental cognitive primitives such
as: similarity-matching and frequency-gambling. Then the structure is re-examined in a deduc-
five ‘Wway (top-down), more in a planning perspective, with the goal of verifying the first
diagnosis, which was based on a limited and possibly incomplete set of data. _ o
The ‘successive planning process leads to the identification and selection of actions or
procedures. Starting with a main intention or ‘top goal', the result of this process is the
construction of a hierarchical network, where the different sub-goals and sub-tasks to be
- performed by the operator are schematically arranged in a 'tre¢’ type structure and are linked to
each other by different gates such as 'AND' and 'OR’ (Fig. 2.13). A 'goal' is an element of the
network at any level. An 'act’ is the last elementary goal of the network, i.e. the action that the
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operator will perform (close a valve, stop a pump, etc.). A 'task’ is the set of acts the operator
has to perform in order to attain a certain goal at any level.

Top Gosd

"OR" Gate

} Elemsntery Goal

i i
= - 1

Task

Fig. 2.13: Goal, task and act concept /Am87/

In the approach propesed the tree structure is, in most cases, built by a network of
precompiled 'a priori' goals and sub-goals. They represent what is contained m procedure
manuals or what consiituies the operator's familiar and pre-experienced procedural Segquences.
However, when the first diagnostic process does not lead to a set of pre-compiled goals, the
construction of the sirategic tree results from the definition of each goal in terms of its
preconditions and effects. In this case, in order to develop an automatic construction of the
tree, reference has been made to Al studies, where the planning process has been classically
supported either by two domain-independent knowledge bases: 2 model of the world and a set
of goais o modify this world, or different levels of pre-compiled plans /Am87/.

s from traditional AT models due to some new

COZ‘iSlG.@?aﬂO“iS

(A) An integrated view is considered, where diagnosis interacts continuously with planning
. either in activating new frames containing new intentions to satisfy, or in ceaselessly up-
dating the world model, entailing the development of new strategies, even for the same
goal. Moreover, interacting with execution causes the installation, in the tree, of OR gaies,
which allow the operator fo select among alternatives to attain a goal, if the first chosen
route has failed.
(B) An uncertain and imprecise definition of the goals is -allowed, entailing the sirategy
- development to rely on fuzzy instead of classical logic.
(C) The construction of the tree as a product of tne planmng process is achieved by recurzent
exploraﬁon of three knowledge bases (KB):
(1) A KB containing the description of all goals that the operator may attain, inn terms of
.. ‘atiributes that identify the boundary of a goal such as pre-conditions, expeciancy, side-
- effects (these three attributes can be defined in crisp or fuzzy terms), upper and lower




2-44

goals, etc., and parameters governing the unfolding of the goal execution (priority,

certainty, satisfaction).
(2) A KB containing the structural operator representation of the plant in terms of systems,

sub-systems and components.
(3) A KB containing the operator representation of the process, based on a qualitative and

symbolic approach as, for instance naive physics or fuzzy models /Am87/.

The HLDM process terminates, i.e. the goal tree structure is completed, when a level
composed of all elementary goals has been reached. Then the LLDM model carries over the
actual execution of the developed strategy. The LLDM model interacts with the simulation of
the plant and its interfaces, Navigation through the tree is regulated by the values assumed by
the parameters of the goals which are:

(1) the degree of priority (GDP), which expresses the measure of hierarchical seguence

between goals;

(2) the degree of membership (GDM), which defines the measure of the dependency between a
goal and its directly superior goals;

(3) the degree of satisfaction (GDS), which represents the correlation between the result of a
goal being performed and the operator's expectatiorn;

(4) the degree of certainty (GDC), which represents the measure of the atiainment of a goal as

a function of GDS and GDM.

The hardware architecture on which the System Response Analyser (SRA) is being developed
is based on 2 SYMBOLICS, LISP machine, and a network of SUN stations. The hurman medel
is represented in LISP on SYMBOLICS computer, because this language was considered to be
suitable for simulating the processes of decision making and execution according to prestruc-
tured plans. Implementation of the software package KEE {Knowledge Engineering Environ-
ment) has been planned which would allow the easy formulation of structures representing the
operator knowledge bases. The implementation of the machine model was planned to take

WL AL SR TY S, Tlmsde L 8A% A2RSReRllRAllRO

place on a2 SUN work station. The DYLAM simuiation programme has already been imple-
mented on this work station /Am87/.

The approach described above was not primarily developed for the quantification of human
reliability. The overall scope of the project was intended to support anatyses of man-machine

i ident conditions in order to: (1) Improve the sysiem design; (2} Improve
operator training; and (3) Improve the support given o the operator in case of decisions. The
ontcome of these simulations, as the authors propose, would be processed by an expert sysiem
that would be able to recognize novel information, to chain this information o already existing
data bases and eveniually to organize its rules to be supplied to-the operator in a decision

support system (DSS).
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2.5.3 COgnitive SImulation MOdel (COSIMO) '

The model named COSIMO (COgnitive SImulation MOdel) has been developed for modelling
" a human operator controlling a complex environment /Ca89/. In the model the execution of
Mower" level activities, such as recognizing, diagnosing, planning eic. {as opposed (o "higher"
cognitive activities such as intentionality, paraliel reasoning, adaptive behaviour etc.), is guided

by."meta"-cognitive processes. Both these types of activities are related to psychological
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theories and are present in the simulation: the selection and ordering of processes depends on
the evolution of the man-machine interaction itself and a number of data relative to the meta-
processes, describing the state of the operator at the time and during the sequence of events.
Tn this framework several models of activities at the "lower" level are identified. They are
namely: |
- cognitive filter, which selects data on the basis of their salience;
- diagnosis, which chooses an explanation;
- confirmation, which verifies hypotheses or expectations;

- planning, which defines a sequence of actions o be executed.
At the psychological level, these activities are carried over exploiting the basic mechanisms of
Similarity Matching (SM) and Frequency Gambling (FG). The mathematical forms that allow a
semantic interface to be created between the system simulation and the operator cognitive
model is based on fuzzy logic, which is a theory well suited for representing the approximate
operator's knowledge and the imprecise understanding of reality.
The metaknowledge mechanisms account for the key peculiarities of complex systems like a
human being, such as dynamicity and non-linearity of the interaction process, self-referentiality
of the human being, effect and trust of the presence of other human beings and the interface
mechanisms for contributing to decision making. These mechanisms allow resetting, reschedul-
ing or maintaining the current cognitive activity. However, the development of the models of
meta-cognition is at its preliminary stages and, for the time being, only some simple rules have
been implemented for testing purposes.
The architecture comprises two fundamental components: a virtually limitless Knowledge Base
(KXB), containing both declarative and procedural knowledge structures, represenied as frames,
and a limited, serial but computationally powerful Working Memory (WM). The conceptual
architecture of the COSIMO model is illustrated in Fig. 2.14.

The content of KB is siructured in frames or schemata which represent operator knowledge
about the plant in the form of geometrical structures (connections, locations, states of compo-
nents), process representations (variables behaviour, causal relations, functional landmarks and
thresholds), and control sequences (actions, tasks, procedures and respective effects). Two
main types of frames are d‘shng"‘s ed: i’“ow‘cdsﬂ ﬁa:pss (desmhﬂ oniv the processes and thﬁ-‘-

WM represents a working area for the cognitive processes, the management and the temporary
storage of data. The inechanisms for bringing products of stored knowledge units into the Wi
are: SM between calling conditions and attributes of KB schemata; and FG for selecting a final
candidate among a number of partially matched candidates, on the bases of frequency and
receitcy of encounter.

The Blackboard (BB) framework is proposed as a structure to represent operator reasoning
and decision making. The Blackboard structure consists of different levels of abstraction which
correspond to the various kinds of structured objects that may be dealt with by the model. The
Blackboard also consists of the Agents (Knowledge sources) and the controller, governing the
agents' actions, Two different BBs can coexisi and interact with each other: a Domain-BB
(DBB) and a Control-BB (CBB). In particular, the CBB generates tasks which are added fo
the tasks of the DBB.
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Fig. 2.14: Conceptual architecture of the COSIMO model 1Ca89/

This framework enables the system to tackle dynamic situations, where changes of lines of
reasoning and changes of conirol strategies are needed to cope with the mfrin
monotony of the problem. It allows the representation of the adaptive behaviour of the
operator. Fig. 2.15 represents the basic BB cycle which applies each time the Coniroller selects
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In the model four correlated cognitive activities are simulated: data acquisition, diagnosis,
confirmation and planning execution. This activities are defined by means of their related levels
and agents at the DBB level. The interactions of these activities, i.e. their interruption,
chaining, shifting, is governed by the CCB. '

Remarks:

The imporiant peculiarity of the model is its ability to simulate the evolution of a human-
machine interaction which is adaptive both to the internal state of the operator and to the
history of the human-machine system. The flexibility of the simulation is assured by the
blackboard architecture. In the model the synergism of Al and psychology approaches was
exploited.

The model developed relies, however, on strong theoretical assumptions, and therefore makes
more demands on validation. The validation should be understood as a guide in the process of
building the model: data collection, even in the real world or laboratory, can continuously
provide requirements for the advances of modelling. The validation phase represents, thus, the
future necessary step in the development of the model. An alternative would be to start from
data collected in real situations and to formalize a model on this basis.
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2.6 Remarks on available HRA techniques
5.6.1 Evaluation of quantitative HRA metheds used in PSA

2,6.1.1 Humon Cognitive Reliability (HCR) model

The HCE method has been developed for the estimation of the non-response probability of an
operating crew. The approach can be used for time-constrained emergency situations, that is
for diagnosis and decision making tasks.

The numerical accuracy and consistency of the time correlations used in the HCR model for
skill-, rule- and knowledge-based behaviour are not sufficiently quantified, especially
probabilities lower than 102 are difficult to validate. However, HCR is one of the few methods
which is not based on expert judgement only, but also on simulator data.

The HCR method is easy to use, and analysts do not need excessive training. The acceptability

& iiw o4 A TELS

f the method is good. HCR provides an easy utilization of simulator experiments for PSA
puIposes. | -

2.6.1.2 Technigue for Human Error Rate Prediction (THERP)
THERP is the most widely used technique to date and allows the assessment of pre-accident
and post-accident operator actions. The THERP Handbook offers a data base of human error
probabilities and several models to consider performance shaping factors like stress or personal
redundancy. The Handbook also offers a model for calculating uncertainty bounds. Most ‘hard'
data contained in the Handbook' are typcal of skill- and rule-based behaviour. Therefore
THERP is considered to be particularly effective in quantifying slips and ruie-based mistakes
(see Table 3.2). The diagnostic models presented in the Handbook to assess knowledge-based
actions are generated only by expert judgement.
Analysts need some training for correct application of the THERP method. The acceptability of
THERP is very high; the THERP methodology was used in almost every PRA published in
recent times,
The ASEP method is a short version of the THERP Handbook. ASEP offers a step by step
procedure to assess operator tasks. In comparison to THERP the application of ASEP
produces more conservative resuits.
3.6.1.3 Buman Brrer Assessment and Reduction Technique (HEART)

HEART calculates human error probabilities (HEP) as a function of performance shaping
factors (PSF) identified for a particular task.
More than 30 PSF's can be considered for quantifying HEPs. It is possible to estimate all kind
of operator action. HEART presents uncertainty bounds for every HEP.
Certainly HEART offers a lot of parameters to assess operator actions, but the underlying data
base is as yet unpublished.

The method is relatively easy to use, and no great effort is nesded. This relatively new

technique has been applied several times for PSA purposes.
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2.,6.1.4 INTENT

INTENT was developed particularly for the assessment of decision making errors caused by
incorrect intentions for taking actions. To this end 20 basic error probabilities are presented
which can be modified using 11 performance shaping factors.

The application of INTENT is not easy due to the insufficient definition of basic error
probabilities and performance shaping factors. However, INTENT is basically qualified for the
quantification of decision making errors. In the frame of PSA, INTENT should be combined
with other HRA models.

2.6.1.5 Success Likelihcod Index Methed (SLING)

The basic premise of SLIM is that human error probabilities depend on combined effects of
PSF's. Therefore several influence factors can be taken into account. SLIM can be used to
assess test and maintenance operator tasks and provides sensitivity analyses to identify weak
pointis in ergonomic plant design and procedures. The method comprises two modules: SLIM-
MAUD and SLIM-SARAH (see 2.3.4.1).

Uncertainty bounds cannot be obtained with SLIM and have to be derived by using other
methods. The application of SLIM requires well-known probabilities of reference tasks which
are used as calibration factors, but in some cases these factors are difficult to obtain, and
analysis have to rely on estimations. Especially if they use the MAUD sofiware, analysts will
need a good deal of training to apply the method effectively.

SLIM has been used in several PSA/PRAs and also in the course of the ISPRA Human Factor
Benchmark Exercise. This indicates a high acceptability.

1.5 Socig-Technica! Approach to Ascessing Human Reliabiliity (STAHR)
The STAHR method has a special capability for sensitivity analysis and is basically applicable
fo a wide range of situations (pre-accident and posi-accident tasks, as well as skill-, rule-, and
knowledge-based operator behaviour),
Using the STAHR method it is possible to consider dependencies between different PSFs, but
no consistent theory exists for this purpose, and in ﬁﬂw sense the STATIR model is speculative,
probabilities requires theoretical jusiification and

b
F1

mathematical evaluation.

The STAHR method depends strongly on subjective opinions. The application of STAHR
requires much time and personnel efforts. The acceptability is not very high, the method has
only been applied in a few safety analyses.

ES
and the calculation of human error

2.6.1.7 Paired Comparison (PC) technique

The Paired Comparison method can be used to assess all types of operator actions. The validity
depends mainly on the knowledge of the experts who are asked to compare a set of pairs of
tasks and to decide which of them has the higher likelihood of error. Two or more tasks with
_well-known error probabilities are used to calibrate this scaling. But sometimes it is difficuit to
find suitable calibration data, and so the PC method is relatively subjective. Apart from this the
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PC technique is easy to use, and normally experts do not require extensive training. PC isa
well established method and has been applied in some PSA/PRA studies.

2.6.1.8 Absolute Probabilitly Jugdgement (APJ)

APIis one of the most extensively developed methods in assessing human error probabilities.
Tts advantages are primarily the ease of use (training as in using computerized models is not
needed), the wide range of situations {pre-accident as well as post-accident tasks, skill-, rule-,
and knowledge-based behaviour) which can be considered, and applicability onto misdiagnosis
which makes a sifuation worse.

Using APJ as an HRA model is time-intensive and requires experts who are familiar with the
area of interest and probability calculus. In order to compensate subjectivity more than one

£ the known group methods) and in case of need an

expert should be involved (e.g. using one o
appropriate facilitator should be chosen.

As a sensitivity analysis is not possible, APJ cannot be used effectively in error reduction.
Nevertheless the acceptabifity of APJ has to be classified as moderate. This statement is
butiressed by the numbers of assessiments done by APJ worldwide.

5.6.1.9 Confusion Matrix {CR) techrigue

The Confusion Matrix method concenirates on the aspect of misdiagnosing an accident
situation. Thus only knowledge-based behaviour can be assessed. Additionally the method
provides proposals for improvements in ergonomic plant design. No formal procedure for
considering influence factors is included. As with other expert judgement methods the CM
technique is based only on the knowledge and experience of the analysts. The general idea of
CM is sound, but the utilization of expert judgements is based only on assumptions. Applica-
tion of the CM technigue is rather complicated, especially if analysts want to derive quantita-
tive error probabilities. Therefore sometimes the method is used for qualitative purposes only.

2.6.1.10 Summary

rerin i

The summary of evaluations is presented in Table 2.10. The criteria used in the Table should be
understood as follows: ' o

- Usefulness / compieteness
- assessment of different types of operator behaviour
-.assessment of different types of operator tasks R
- qualitative and quantitative results
- insights for recommendations

- Validity / Accuracy
- kind of data

- Ease of Use

- . special training of analysts

. necessary equipment and time

" necessary data requirements

- Acceptabilty - - s

- frequency of application
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Usefulness Validity - Ease of Accepta-

Completeness Accuracy use bility
HCR + (+) + +
THERP + +) ) ++
HEART + -) (+) +
INTENT - - - {(+)
SLIM ++ - - +
STAHR ++ - - -
2C + - - +
APJ (+) (+) + +
CcM - - - ()

Tab. 2.10: Quaniitative HRA methods and crteria used for evaluation
++ high; + moderate; - low

HRA techniques currently used in practice have proved very useful for various decision
purposes during the design and operation of complex technological systems, although some of
them represent the behaviouristic view of human operator behaviour. However, many mis-
leading applications have also been encountered /Do90/. HRA and relevant reliability estimates
depend heavily in most cases on expert opimons. The evaluation is often not properly
documented as regards reasoning and atiributes influencing human behaviour and therefore
cannot be easily scrutinized. Thus following issues should be taken into account:

TETe A

- limitations of using the currently available HRA techmigues in praciice;

- selecting scheme for application of HRA techniques and performing analyses by experts to
cover various cases with regard to experimenial and feld data if available;

- selecting and training of experts; quality assurance aspects using single expert analysis or
multi-expert evaluations (including the aggregation of opimions and information from
different sources);

- documenting HRA uncertainty assessment of guantitative resulis;

- compatibility of HRA with PSA; incorporation of only more important human failure events
into the equipment-oriented logic structures {e.g. fault and/or event trees).

Some difficulties might be overcome if the HRA studies were to some extent compw:enzeci

mese 1ssues are discussed in detail in Sectmns 3 and 4.

The process of modelling of the plant is not exhaustively described. The simulations seem to be
very complex and performed at a high level of abstraction. It is necessary to distinguished
classes of NPP situations but the authors do not propose any concept. While CES may run on
one or only a few incidents that are instances of the class, it would be necessary, in estimating
the likelihood of a given contributor to intention failures, to aggregate the probabilities of all
the ways these cognitively challenging situations could arise. In cases of the absence of
empirical data the authors propose using multi-expert judgement techniques, e.g. SLIM-
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MAUD procedure. No description was given of how to take advantage of such complex
~ simulation or use CREATE methodology to support such judgements. It seems that the entire
methodology is not easily applicable to support the engineering HRA/PSA studies.

Integrated modelling of operator cognitive behaviour
The modelling approach was not primarily developed for quantification of human reliability.

The overall scope of the project was intended to support the analyses of man-machine
interactions in accident conditions in order to: (1) Improve the system design; (2) Improve the
operator training; and; (3) Improve the support given to the operator in cases of decisions.

The outcome of these simmlations, as the authors propose, might be processed by an expert
system that would enable one: to recognize novel information, to chain this information to
already existing data bases and eventually to organize the rules to be supplied to the operator

ina _decisional support system (DSS).

COSIMO

The important peculiarity of the model is its ability to simulate the evolution of a human-
machine interaction which is adaptive both to the internal siate of the operator and to the
history of the human-machine sysiem. The complexity and flexibility of the simulation is
assured by an Al software of the blackboard architecture. In the model the synergism of A and
psychology approaches was exploited. The model developed relies, however, on strong
theoretical assumptions, and therefore makes more demands on validation. The validation
phase thus represents the future necessary step for developing the model. An alternative would
be to start from data collected in real situations and to formalize a model on this basis.

The methods described in Section 2.5 ars not directly useful for quantification of HEPs. They
were developed in principle for different purposes, €., to evaluate the quality of the man-
machine interface and the influence of PSFs on humean performance in the dynaric
environment (stress, quality of operator training, quality of procedures, etc.). These methods
seem to be useful for training purposes and designing the operator support system, e€.g.
through finding the potential for intention failures.

As was mentioned, there has lately been a call for developing a "third generation" of human
reliability models /Do90/. Some researchers indicate that Al technology offers rich computer
environments to better understand errors through the effort of modeiling human behaviour, but
proposed HRA metheds should be based on a sound psychological theory foundation /Fu92/.
Thus the methods assessed above (described in Item 2.5) can be also considered as important
concepts and initial steps to develop advanced HRA engineering techniques for cases of event-
driven situations in dynamic man-machine systems. ' | S
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3 Concepts of the software system supporting human reliability evaluation and docu-
mentation '

3.1 Methodological issues of HRA

3.1.1 Humanmn interactions and assumptions concerning HRA/PSA

As described in Item 2.2 human actions/errors can be divided into three catogeries so as to
relate to the phases of an accident (see Table 2.3).

Categories A to C of human interactions reflect the actions/errors made by personnel directly
interfacing with plant conirols and equipment. However these personnel are themselves
dependent on other plant personnei and human influences which can significantly affect the
resulting risks. The PSA encompasses these factors by making explicit or implicit assumptions
about them and then medifiying the assessment of the category A to C events to reflect the
assumed effect of dependencies.

Maintenance activities (i.e. maintenance, test, repair, calibration and inspection) can lead to
category A or B events. Control actions/errors during normal operations can lead either to
events of category B or A, e.g. failing to realign systems/equipment after testing; omitting to
restore protection system vetoes or permissives. Events of category C can occur either in the
control room or locally at the plant /IA92b/ The two categories A and B are behaviourally
identical, differing only in whether the results of the failure irnmediately upset plant phenomena
or not /D088/.

Actions of types CI, C2 and C3 (Section 2.2, see Table 2.4) are all involved in operator
Tespoise to an accident once it has been imitiated. Ofien, some diagnosis is required and time is
a limiting factor. The general approach for dealing with type Cl and C3 interactions is the
same /IA92b/.

Potential interactions C2 should be identified jointly by human reliability analysts and systems
analysts, A first type of such interaciions occurs when the operator's mental image of the plant
differs from the actual state leading the operator to perform the right actions for the wrong
event. Another type occurs when the operator correctly diagnoses the event, but chooses a
non-optimal strategy for dealing with it. Only a few PSA studies have aitempied to inciude this
type of interaction, and only o a limited degree /LA92b/; see also Section 3.4.

Events associated with actions/errors of categories A-C are to be incorporated into fault trees

a

ard mypmead Somme A
afd EVENT Tes, All

o
=1-
:
3
&
C
0y
¥
3
-
4
]
-]
o
&
=
o
o

")

b £
category C3 can be incorporated as recovery factors on the frequency of the accident sequence
cut sets /IASZb/.
Examples of assumptions normally expliciily recorded and those that are usually implicit in a
PSA are as follows /IA92b/:
(a) EXPLICIT
- level of control room staff experience and general training,
= type inspection and QA (Quality Assurance) controls applied to maintenance,
..~ comprehensiveness and accuracy of procedures (operations, maintenance and testing),
- quality of man-machine interfaces, ' '
- quality of communication links between personnel "on the plant", e.g. between control
rooin and those local to the plant.




(a) IMPLICIT

- ability to update procedures with plant modifications during plant lifetime,

- sensitivity/robustness of organization to changes of plant personnel (particularly key
management positions), o

- adherence of staff to procedures, technical specifications, QA procedures,

- ability and effectiveness of the management and organization to resolve safety and
economic conflicts acceptably,

- ability to communicate important information through the organization to reach the

-appropriate people.

3.1.2 Types of human behaviour and errors

Rasmussen's distinction of three categories of human behaviour is useful in evaluating of
human relisbility. A conceptual framework illustrated in Fig. 3.1 assumes three levels of human
behaviour: (I) Skill-based; (I) Rule-based; and (III) Knowledge-based. These human
behaviour types are described in Section 2.2. Skill-based tasks require little or no decision
making and hence the task goes from initial stimuli, i.e. "Activation" to "Execution". Rule-
based tasks require some decision making to proceed from the initial stimuli to the
“Integration” phase where information is processed, then an appropriate procedure or rule

selected. Finally, the selected procedure or rule is executed.

Goals:
Peeformance
criteria
shaviour K-B analysis 'y ¥ K-B planning
Siate Strategy
identification formulation
. : : Procedure
Rule-based lntegration selection
i
Observation 4 ;.%\ Task definition
Skill-based Activation / 2 \\ Execution

Fig. 3.1: Rasmussen's conceptual framework of human behaviour and decision making

Knowledge-based behaviour involves cognitive activities such as planning and a comparatively
high degree of decision making, The relevant process of human behaviour includes the inter-
' pretation and evaluation of information, planning of actions and the, execution of ‘a plan.
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The plan can consist partly of some appropriate procedures or rules. Knowledge-based
behaviour is often necessitated by uncertainty or novelty in the circumstances at hand.

Reason's /Re87/ cognitive framework for locating common human error forms GEMS
(Generic Error-Modelling System) corresponds to Rasmussen's framework. The main features
- of GEMS are summarized in Fig 3.2. Its operations divide conveniently into two areas: those
which precede the detection of the problem (skill-based level); and those which follow it (the
rule- and knowledge-based levels). Errors (slips) occurring prior to problem detection are
primarily associated with monitoring failures, while those which appear in the subsequent

Routine zctions in
familisr eavironment

~§ Auentionsi checks
UPOR FrOgTess

RULE-BASED CONSIDER
LOCAL

(MISTAKES)
STATE
INFORMATION |
i
APPLY STORED| &
RULE
IF (situation)
THEN (action)
CONSUDER INFER DIAGNGSIS
MORE ABSTRACT AND
RELATIONS FORMULATE
CORRECTIVE [~
STRUCTURE & ACTION
FUNCTION APPLY ACTION.

1
KNOWLEDGE.BASED (Sibesgient :
55 g Subsege i

o o
(MISTAKES

Fig. 3.2: Dynamics of Generic Ervor-Modelling Systems (GEMS) /Re87/

Monitoring failures and other routine actions, in their simplest form (i.., well practised tasks
carried out in familiar surroundings by skilled operators) can be regarded as comprising
segments of preprogrammed behavioural sequences interspersed with attentional checks upon
progress, carried out either consciously or preconscicusly. These checks involve bringing the
higher levels of the cognitive system momentarily into the control loop and seeking to
establish: (2) whether the actions are running according to plan; and (b) at the more complex
level, whether the plan is still adequate to achieve the goal, Studies of naturally occurring
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action slips clearly indicate the dependency of slips upon failures of attentional checking. These
failures are basically of two kinds: the large proportion are associated with inattention
(omitting to make a check), but a significant number of slips are also related to overattention
(making an additional check at an inappropriate moment in the sequence /Re87/).

Problem-solving tasks usually require new plans and sirategies to be derived from the 'first
principle’. The problem-solving elements of GEMS are based upon a recurrent theme in the
psychological literature, namely that humans, if given a choice, would prefer to act as context-
specific pattern recognizers rather attempting to calculate or optimize. Thus the sequences of
operations within GEMS indicates that human problem solvers aiways confront an unplannned
for change situation by deciding whether or not they have encountered this particular pattern of
local signs and symptoms before. If pattern is recognized, they then determine whether or not
they have some corrective rule readily available. Only when this low-effort pattern-matching
and rule applying procedure fails will they move to the more laborious mode of making
diagnostic interfaces from knowledge-based mental medels of the system in question, and,

from these, go on to formulate and try out remedial possibilities /Red7/.

There are some 'switching rules' governing the shifts of control between the gkill-based, rule-
based, and knowledge-based levels represented in Fig. 3.2. With more difficult problems, the
cycle skill-based ¢» rule-based (scanning local signs and symptoms, rule matching, and
evaluating solution effectiveness) may be repeated several times. Also for more complex
problems the cycling between the knowledge-based and rule-based levels can be repeated
several times as various theories are explored. If the local signs and symptoms are changed as a
consequence of the previous activity, then in some cases the focus of control will shift between
all the performarce levels /Re87/.

Reason assumes in GEMS that ceriain error-shaping factors are intrinsic to the way the
cognitive systern functions, and that human beings are prone io make certain kinds of error
irrespective of the task or the situation. He distinguishes intrinsic and extrinsic factors in
shaping specific error forms. His tentative guesses are given in Table 3.1. Intrinsic factors
include cognitive biases, attentional limitations, and limitations to human rationality. Extrinsic
factors include task characteristics, context effects, and faciors from the environment,

INTRINSIC | EXTRINSIC
SKILL-BASED SLIP High Moderate
RULE-BASED SLIPS Moderate High
KNOWLEDGE-BASED MISTAKES Low Very high

Tab. 3.1: Contributions of intrinsic and exirinsic factors in shaping specific error forms /Re87/

Thus GEMS confirms the difficulty known from HRA practice that the distinction between
skill-based actions and rule-based actions is often more or less arbitrary, A similar difficulty is
ofien to ‘be faced with the distinction between rule-based and knowledge-based behaviour.
| Moreover the cognitive level of operator behaviour depends on his training and experience
(novices perform almost all interactions on the knowledge-based level). Therefore in cases of




3-5

doubt concerning the cognitive level required for a given interaction, the higher level should be
assumed (with higher HEP).

At the knowledge-based level mistakes can take a wide variety of forms, none of which is
necessarily predictable on the basis of the individual's past experience. To achieve more precise
qualitative predictions at this level, we need a better understanding of the complex interaction
between task varigbles and problem solving strategies, and of the way in which the latier
change as a consequence of continved efforts at finding a solution /Re87, ReS0a/.

Mistakes are associated with rule- and knowledge-based actions. They are a more serious error
mechanism as they lead 1o e.g. incorrect understanding of a situation and the selection of an
inappropriate plan of resuliing actions (i.e. sequences of actions). Mistakes can occur due 1o
inappropriate selection of familiar procedures or rules based on only some of the available
information, in order to reduce the amount of decision making required /IA92b/.

Slips usually occur in a less time-constrained environment, it is, therefore, reasonable to believe
that their associated error probabilities are less time-dependent, more structural, and arise as
fauits in an intended protocol or procedure. On the other hand, mistakes occur more oiten in a
time-constrained environment and are more time-dependent (it takes "process" time to think up
an appropriate response in a novel situation). Mistakes are less structural, and often have litile
to do with protocol or procedure /D088/.

3.1.3 Recovery potential

For PSA purposes it is important to be aware of the error recovery potential for different types
of error mechanisms. Slips and lapses can generally be recovered fairly quickly providing there
are appropriate feedback mechanisins and the plant behaviour is reversible. On the other hand,
mistakes are less easily recovered in the short term. “"Mindset” problems can occur and
operators can persist in attempting tc implement an inappropriate plan even when faced with a
lot of contradictory information. Recovery rountes generally have to be very positive and
powerful to be reliable /TA92Zb/,

If an error of category A (Table 2.3) is made, the significance and impact on the sysiem
unavailability or failure rate depends essentially on two aspects: (1) how quickly the error is
discovered and corrective actions taken, and (2) what has been done to minimize the possibility
that the same error is repeated in other redundant components or in other systems (possible
comunon cause failures). Factors that influence one or both of these features are called recov-
ery factors. Some factors mainly affect the error discovery rate, other mainly the likelihood of
repeated (dependent) errors. One should identify which of them have a potential to influence
actions/errors that are considered in the study. Factors affecting errors of category A and B
(Table 2.3) are as follows /IAS2b/:
Recovery faciors affecting mainly the error discovery rate:
RA - an automated system that realigns a irain or component for performing a safety
function even if valves were left in the wrong position;
RB - a clear alarm annunciator or a significant change in a parameter that will readily alert
operators about a wrong status,
RC - an independent test after calibration, limit setting or maintenance that discovers an
error (and does not by itself require any disconnections or re-alignments);
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RD - a requirement and practice that another person inspects the component status and/or
electrical connections after the original maintenance or calibration, with a check list or
sign-off obligation, or that the original performer makes a separate inspection with
similar obligations;

RE - a daily or pericdic inspection is carried out that would discover the error, and there is
a check list or sign-off obligation specific for the task error.

Recovery factors affecting mainly the likelihoed of repeated (dependent) errors:

DA -2 strong administrative control of keys and locks on redundant components and
scheduling and authorization of work on the task activities to assure that one person
or crew does not work on rore than one redundancy wain at a time;

DB - a requirement and practice to replace inspection tools, chemicals and calibration
instruments between tasks on different redundant trains;

DC - the task for different redundancies can be carried out in different rooms (to help
minimize the femptation to collect work orders and work on multiple redundancies
consecutively),

DD - a practice that assures sufficient time between actions for different redundancies, i
one person or crew is allowed to work on all redundancies;

DE - an obligation to check or write something down on paper after each redundancy,

before proceeding to the next.
Remark: the analyst should identify other plant-specific recovery factors as well.




3.2 Classification of human actionsferrors and quantification technigues

3.2.1 The HRA procedure

PSA makes certain requirements on HRA. To satisfy these requirernents, the HRA must
provide assurance that /Do88/: (1) all risk-significant human events are identified; (2) these
events can be incorporated into the PSA models; and (3) these events are quantifiable with
probabilities. In Item 2.4 two frameworks for incorporation of HRA into PSA are described,
namely: SHARP /Ha84/ and a recent one proposed by a group of HRA/PSA experts asked by
the IAEA /TA92b/. A simplified scheme of some important steps and tasks of the HRA process
is illustrated in Fig. 3.3.

The principal strategy in reliability analysis is to decompose failure events into meaningful
subevenis for which there are available daia tc provide estimaies of some reliability
characteristics. The purpose of classifying failure events is to uncover these reliability-related
subevents and to form the basis for collecting or understanding data concerning these identified
subevents. This classification process should be based on physical principles, e.g. failure
analysis, or at least observation. The more realistic the foundation for the classification scheme,
the greater the predictive power and credibility that the classification can claim. HRA also
adopis this classification strategy /Do88/.

A properly engineered PSA approach is characterized by being integrated and economical.
Correspondingly, the HRA tasks are partitioned so as to maich the PSA needs. This results in
itiree groups of tasks: (1) integration tasks; (2} tasks that support the inial guaniification{s);
and (3) tasks that provide the detailed event analyses at the end of the PSA /Do88/. One of the
most important steps of the analysis is the event characterization and selecting of the HRA

techpione. which is congidered in the next gection, QOther icgnee conceming the incomoration of
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human-induced evenis inte PSA logic are discussed in Chapier 4.

3.2.2 Human actionsferrors and selection of quantification technigues

Section 3.2.2 includes an extended description of an approach cutlined in /K082/.
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The approach proposed shouid be in agreement with methodological aspects of HRA discussed
in Section 3.1. Two classification proposals are shown in Fig. 3.4 and 3.5. It was assumed that
the degree of preparation expended on an activity can be the categorizing factor. Human
interactions can be divided into pre-incident (plan-driven activities) or eveni-driven activities,
These correspond to categories A and C (see Tab. 2.3) actions/ervors and are respectively
represented in Fig. 3.4 and 3.5. These selection trees are extensions of a concept of the
techniques selection described in /Do88/. B U TR e e e
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Plan-driven activity is implemented according 1o & specific procedure for an established task.
 Proceduralized actions in routine task activities are prescribed by supervision or work order
and there is little opportunity for misiakes; thus, slips dominate (Fig.3.4).
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Fig. 3.4: Classification proposal for human pre-incident actions/errors and gquantification
technique

Event-driven activity depends on an off-normal situation at hand and may also be anticipated
by procedure, e.g. the so-called symptom-based emergency procedures. Failure in this activity
can be referred to as response failures, in that a human response was anticipated and designed
for. Recovery is more ad hoc and less directly supported by procedures. Almost all of the

resulting event types could include either slips or mistakes as error types /Do88/ (Fig. 3.5).

Mistakes are not usually medelled in normal task activities (Fig. 3.4, category P3). The driving
assumption is that the plan is specified by plani management and directed by technical
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task are, thus, highly reliable. However,
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Chemobyl accident in 1986 indicates that there may be circumstances under which
assumaption might need to be reevaluated /Dod8/.

Commission failures that are due to mistakes are not always modelled (Fig. 3.5, categories E4
and ER4). "This is because it is assumed that other failure modes dominate their cccurrence
probabilities and the presence of extensive plant instrumentation makes their effects detectable
and gives rise to the possibility of mitigating the consequences of these failures. However, this
assumption can be questioned in the case of events degrading the state of the plant and
depending significantly on time /Do88/. _
| During off-normal conditions, awareness is heightened, more than 2 single person is around,
‘but time is usvally an important factor. Thus, slips will not often go unrecognized or uncor-
rected, and diminish in significance. Mistakes, however, can occur due to confusion, uncer-
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tainty, conflict, or lack of knowledge, and the effects of mistakes may be universal and
persisting /Do88/. Thus, in such a sitation mistakes will be more likely than slips. In other
words, during interactions of category A, B and CI (see Tab2.3 and 2.4) slips are more likely
to be made than mistakes. On the other hand, actions of category C2 and C3 are rather

dominated by mistakes than slips.
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Fig 3.5: Classification proposal for human event-driven action/errors and quantification
' ' techniques

- The current state of the art of human reliability analysis indicates, as has been described above

and in Chapter 2, that different techniques need to be applied to cover the probabilistic
evalnation of various cases of human failure events. In addition during the selection of HRA.
technigues other factor must be taken into account (Table 2.1):
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- accuracy, consistency and validity of techniques,
- usefulness, maturity and acceptability of techniques,
- effective use of resources (equipment and personnel resource requirements, data require-

ments, training requirements, effort required, etc.).

3.2.3 HRA/PSA effort and selection of quantification technigues

Effort devoted to HRA, associated with the scope of analyses and the number of experts
involved, should correspond with planned effort to perform PSA. For supporting the HRA
techniques classification and selection it is proposed to distinguish three scopes of PSA/HRA:
(I}  Small effort PSA/HRA;

(1) Medium effort PSA/HRA,

(IiI) High effort PSA/HRA.

Features of PSA for these three efforis are described in Item 4.2. The scope of HRA should be
balanced with PSA effort. Therefore, in Fig. 3.4 and 3.5 different HRA techniques are
proposed at three levels. For the first level such simplified techniques were selected for
quantifying relevant cases of actions/eirors as ASEP-HRAP, INTENT, TRC (generic). The
techniques selected for the second level require higher resources: THERP, HCR, specific TRC,
but in principle HRA can be performed by a single expert to prepare e.g. initial results to be
considered in HRA performed with the contribution of several experts (level 3).

To Limit subjectivity of estimates given by experts some modification of basic methods can be
proposed, e.g. in modelling of diagnosis etror the probabiliiies of the confusion mairix can be
evaluated with regard to similarity measures of the plant responses obtained from deterministic
modelling for different initiating events. Such an approach, called Confusion Maftrix with
Modelling Support CM(MS), is outlined in ref. /K092/.

At the level three the multi-expert techniques are foreseen fo deal with most important and
difficult cases which require combining of expert opinions. Such cases will be identified in
HRA/PSA performed at lower levels.

Thus, the evaluation of human error probabilities can be carried ouni in the following basic

$
{1} Assigning the category of human failure event based on the classification proposal
presented in Fig. 3.4 and 3.5 taking into account attributes foreseen in the classification

svsiem;

(2 S-:::lcction of the HRA technique (or techniques) corresponding to assumed HRA/PSA
effort (human reliability data obtained from simulator experiments can be included through
THERP or TRC technigues); some techniques require supporting simulation of the plant
response to assess a time window for the operators' reaction (THERP, HCR) or some
similarity measures (CM with MS),

{3) Estimation of the human error provability with regard to the situation attributes (including
PSFs) relevant to the technique selected (for more complex cases of diagnosis tnade by
operators, using the OAT technigue can be useful);

(4) Considering potential for recovery of human errors.

The third step can be quite complex including, e.g. in the case of the THERP technique,
sophisticated searching in many tables of data. This searching and calculation of probabilities
according to mathematical formulas can be very complex for some cases and require 8 high
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level of expertise. An expert system supporting and docurnenting HRA using this technique is
described in Section 3.5. ' : _ :
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3.3 Quantitative analysis of humagn reliability

3.3.1 General remarks
Some issues to be dealt with in the quantification of human failure events are as follows

Do88/:

(1) Human actions/errors may include human contributors to initiators, if initiators are mod-
elled rather than quantified directly from data. Slips may or may not be included in rule-
based events. Recovery events are usually attributed only to mistakes. Event specifics are
identified by informal or formal interviews of operators and plant staff or observations in

simulator exercises, wheniever possible.

(2) The evenis are represenied and incoporated inio the PSA structures (fault trees or event
trees) either directly in a logic structure or indirectly, using first Human Reliability Analysis
Event Trees (HRAETs) or Operator Action Event Trees (OAETs) to evaluate the

euccess/failure nrobahbility of events of intereet, The 1nr-nrpnz-auoﬂ of madalled hman-

I e T LI A el S ST LS AL

induced events into fault/evcnt trees is discussed in Item 4.1,

(3) Usually slips are modelled uvsing a simplification of THERP approach;. mistakes can be
modelled using a combination of TRCs and SLIM.

(4) Probabiiities and their disiributions are obtained according to the metheds of the chosen

technique.

An important step in HRA procedure is guantitative screening. Some probabilities for slips,
taken from THERP, range one or two orders of magnifude around the value of 0.001. This
value can be used as a basic screening value for latent or human-induced initiator events.
THERP also provides a value for the conditional probability for a second error given the first.
Assuming moderate dependency, this value is about 0.1. The product of these two values can
be used as a screening value for the human failure resulting in the failure of multiple
(particularly redundant) components /Do88/.

3.3.2 Quantifying slips

Slkips can occur in routine process plant activities, for example, when a maintenance person is

returning a piece of equipment to service and fails to leave it in the proper state. Both auxiliary

feedwater valves at TMI were apparentiy left closed by f:he maintenance team, which rendered

a vital safety system unavailable.

In the case of & slip, there is usually no unanticipated event to respond to and planning is

specified by procedure, policy, or work order. It is fair tc assume, then, that the main cognitive

element is that of control, Le. carrying out all steps of the plan. There are many potential

mechanisms of slips that THERP assumes because each step of a particular procedure is a

candidate for a slip (i.e. an omission or commission). However the Iikely candidates for shps in

a control room seem to be limited to /Do88/: _ _

(1) Stereoiype capture, i.e., a familiar, more frequently perfonned task uses some of the same
steps as the intended task, and in the first case of deviance, the operator slips into the old

task rather than continuing what is called for in the required task;
@ Spatial reversals, e.g., two conirols are adjacent and the wrong one is mampmated because

~of alapse in attention (or deviation from stereotype); -
(3) Time reversals, where the sequencing of manipulations is critical and the order is mcorrect

again due to a lapse.
A more detailed list of slip subcatogeries is given in /Re90a/; see also Table 3.2 in this report.




3-14

Assuming that the mechanisms of slips are limited to the above, only one instance of a slip per
task should be modelled, which is the difference from THERP. A review of the estimates for
task element probabilities in Chapter 20 of NUREG/CR-1278 /Sw83/ shows a range from
0.0003 to 0.003 for most of the types of situations relevant to process activities. Thus, a simple
strategy is adopted of using the geometric mean, 0.001 of the bounds, as the basic probability
of any slip; 0.0001, or an order of magnitude lower, for a slip that leaves redundant equipment
inoperable, This is associated with the scresning mentioned previously/Do88/.

THERP, then, allows the basic estimate to be adjusted by PSFs based on situational, task, or
behavioural influences. For example in maintenance, there may be a check off policy and a PSF
should give credit for this. The possibility of human engineering deficiencies can also be
accounted for by a PSF, e.g., both valve operators for two trains are adjacent or reversed or
otherwise could induce a reversal slip /Do88/.

Doughtery /Do88/ suggests (based en Table 20-22 in /Sw 83/) that the first factor should be
0.1 if the checking is independent of the manipulation. If a human engineering deficiency exists,
then the second factor could be greater than 1.0, say, 5.0. The net result for the slip, then
would be: event probability = basic probability x factorl x factor2 = 0,001 x 0.1 x 5 = 0.0005
/Do88/. Different factors might be proposed to account for various cases of recovery factors
distinguished in /IA92b/ specified above in Item 3.1.3.

This simplified THERP approach may be used for slips whether they are laient, response, or
recovery events. A more detailed approach was developed for the Oconee PRA. The treating
of human-induced dependent failure requires especially careful consideration /Do88/. Some
additional explanaiion concerning quantifying of slips is presenied in Item 3.5 (description of
an expert system for the application of THERP).

3.3.3 Quantifying mistakes

A mistake results from one of the following failure modes: misdiagnosis, faulty decision, or
faulty planning, These failures modes seem to matter most when the process has deviated from
normal and desired conditions, i.€., in an abnormal or emergency event. The diagnosis and
decision making of a kind needed in off-normal response is influenced by available tme,
perceived time (or the pace or urgency of evenis), uncertainty, complexity, and goal conlict.
ctors are the primary sources of the phenomenon called burden /Do88/.

tter three factors are the prim

The individuals involved in diagnosis and decision making often exhibit hesitancy. Hesitancy
can be due fo uncertainty in the conditions present, thus inhibiting or failing to allow for proper
diagnosis, or can be due to uncertainty 2s to which goals to pursue when one or more appear
<0 conflict. The conflict can be exhibited even when relatively clear procedures exist for these
conditions. For this reason, diagnosis and decision making seems to be the critical and
dominant risk-significant human behaviour m an abnormal or emergency situation /Sw83,
Dossl. AR FN A ._ et _

Because errors in diagnosis and decision making can have such serious consequences, nuclear
. power plants have attempted to eliminate or, at least minimize, the role of diagnosis and
decision making by introducing so-called symptom-oriented emergency procedures. ‘These
procedures contain "rules" of the form /Do88/: - '
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IF symptoms S, ,S, ,..., S, exist

THEN execute actions A| A, ,..., A

AND do so without hesitation.

In most cases, the symptom set is kept small and each symptom is clearly indicated in the
conirol room. However, there can be cases when symptoms are similar and due to confusion
the operator can activate the incorrect procedure /LA92b, Wa88a, Ko92/.

These aspects of cognitive interactions and possible errors motivate the development of a

model of process conirol mistakes that has the following characteristics /Do88/:

(1) Time is an independent variable; the probability of successful diagnosis or decision making
(D&D) increases with available time;

(2) Crew effect is aggregated, i.e., the failure probability estimates are for an anticipated crew
structure, such as defined in NUREG/CR-1278, Table 18-2, not for any individual;

{3) Conflict, complexity, or other sources of burden are prime infiuences on the reliability of a

- D&D performance. This influence is explicitly factored. The presence of rules is also
explicitly faciored; :

(4) Other influences, such as the guality of procedures, the adequacy of the instrumentation
and controls, and the adequacy of training, can be systematically factored into
guantification using SLIM, or some other subjective judgement approach;

(5) Slips are not usually dominant when D&D is necessary, or when time is forgiving, or when
‘multiple crew members are present to notice and correct slips. In cases when slips are
judged to te significant, the THERP approach can be applied to misaction and the THERP
annunciator medel (Chapter 11 of NUREG/CR-1278) can be applied to misdeiections, if
postulated as important;

(6) Barly, incorrect action based on inadequate D&D (sometimes also referred to as a
commission error) is assumed to be correctable, in principle. The likelihocd of the error is
subsumed in the TRC value. Its effect are not modelled unless they would change the

conige of the sequence radicallv
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Different modelling methods can be considered depending on the case of mistake analysed
(Fig. 3.5), i.e. error of cominission or error of omission: TRCs (generic, or plant specific in the
case of data available from the simulator), CM (also CM with modelling support: CM-MS
/K092/), HCR, and SLIM as an interpolation tcol.

In reference /Do88/ two pairs of curves in the family TRCs were distinguished (Fig. 2.2). One
pair is applied to response or rule-based mistakes, i.e., misdiagnosis or faulty g;lanﬂﬁng or
decision making when guided by the kind of rules {one curve when hesitancy is not important
influence; the other curve when hesitancy is dominant). The second pair of curves is applied
when on-the-spot, general diagnosis must be used to decide on a course of action in the
absence of rules. This will most ofien be the case for recovery events. Again two curves are
used to recognize hesitancy or its insignificance. The recovery curve is a lognormal fit of the
TRC (which was used in THERP to apply to the diagnosis of choosing an appropriate

procedure). THERP did not include a curve for rule-based responses.
A generic caleulation of the probability of an unrecovered commission error ¢an be represented
by /Dc88/:

- P=PixP2xP3
where: P is the probability of an extended and significant commission error; P2 is the
probability that Emergency Response Guideline do not cover the condition resulting from the
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error; and P3 is the probability of recovery by the SRO (Senior Reactor Operator) or other
personnel. It is suggested that the value of P is very low and is bounded by other failure modes
/Do88/.

The next problem with the TRC system is that lognormal CCDFs do not terminate at some low
probability. However, the probability of unrecovered slips, even with multiple crew present,
can serve as a lower threshold. It has become standard practice to truncate failure probabilities
generated by TRCs at 0.0001 or 0.00001, or truncate the available time at about an hour, as an
intermediate screening process /Do88/.

Other factors infinencing the possibility of human error such as the adequacy of the control
room's instruments and controls, the applicability of procedures, the commumnication of the
crew, etc., can be considered using the SLIM technique as an interpolation tool.

O S MY A tamlveiais (Ttemn 73
PN

Mistake with an effect of commission can be modelicd using tnc Uhi WCONMQue Liemn
Modifications of this technique are proposed to account for plant-specific rules conceming the
activation of operational procedures /Wa88a/ or similarity measures of the plant response for
initiating events considered (CM with modelling support: CM-MS) /K092/. The purpose of
these medified approaches is to support experts in quantifying of errors, to limit subjectivity of
estirnates.

HCR technique is often used for modelling mistakes with an effect of omission (see remarks on
application of this technique in Item 2.3). The last two methods discussed must be, however,
combined with other techniques to account for other aspects of human reliability modelling.
Also in these cases the SLIM technigue can be used as the interpolation tool. However, the
contribution of several experis is required. There is an obvious need to support the human
reliability analysers with a computer program to calculaie HEPs and to document HRA (see
descrintion of ORCA in Item 2.3),

R O e e

Y
Je
=

One of the most challenging problems in the probabilistic modelling of human behaviour is
cases of conflicting goals, i.e. which goal to pursue when one or more appear to conflict in off-
normal process plant events. Unfortunately for solving such problerms no suitable methods have
been developed within the decision making theory /Do88/. A similiar problem to be faced is the
modelling of intention failures. The methodology proposed by Woods /3 7087, Wo88/ is not
verified and difficult for engineering applications. More practical from the HRA/PSA
perspective seems to be the INTENT method that, however, should also be verified /GeS2/. A
recently developed method is described in Section 3.4 of this repori. :
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3.4 Proposed method for the guantification of decision-based errors in HRA

3.4.1 State of research

This section contains a brief description of a model developed in /ReS2b/ for the quantification

of decision-based errors of operators in an NPP.

Current HRA research emphasizes intentional errors in decision-making. Such errors will result

in extraneous acts which reduce system safety directly or indirectly (with an increased

probability). Here, a method is proposed which allows the HRA quantification of decision-

based errors due to risk taking behaviour in situations with conflicting goals; e.g.:
Nuciear power plant Davis-Besse, June 9, 1985, about 10 rmin after loss of feedwater. The
procedure requires the initiation of feed & bleed cooling (given this cooling mode, coolant
would be released inside the containment building, and cleanup requires the plant to be shut
down for days). Although the shift supervisor had diagnosed the loss of feedwater event
correctly, he did not initiate the feed & bleed cooling. However, this decision resulted in a
positive cutcome: about 4 min later feedwater was restored /NUS8S/.

According to /Re90g/, such behaviour can be classified as "violation" (see Tab. 3.2).

UNSAFE ACTS

UNINTENDED ACTION INTENDED ACTION
SLIP LAPSE MISTAKE VICLATION
d l \’ 3
Rule-based mistakes:
Attentional failures ] Misapplication of
Intrusion Memory failures good rule Routine violations
Omission Omitting planned Avpplication of bad Exceptional
Reversal wems rule violations
Misordering Place-losing Knowledge-based Acts of sabotage
Mistiming Forgetting intentions | mistakes: -
Many variable forms

Tab. 3.2: A summary of the psychological varieties of unsafe acts: /ReS0a, p.207/

Risk-taking behaviour is related to decision-making in hazardous situation. Little effort has
"been made to operationalize and observe the individual regulation process in such situations
/Ho88, p.101/. |
Current HRA methods are not sufficient for the situation-specific quantification of decision-
based errors due to risk-taking behaviour. The most commonly accepted THERP method gives
no specific HEPs related to "postdiagnosis decision making" /Sw83, p. 12 8/, although i'he
problem of conflicting goals is recognized /Sw83, p.12-9/.

Decision based errors are the subject of the INTENT method /Ge92/. Interval estimations from
experts are given related to the probabilities of 20 so-called basic error types. Eight types are
related to risk-taking behaviour; e.g.: "Violate procedure and devise own formulag'. Teo
estimate the probability of a selected situation-specific error type, INTENT proposes a SLIM-
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based technique for interpolation within the probability interval of a selected error type. It
requires ratings to 11 PSFs (e.g. "Human-Machine Interface™). However, only a few PSFs are
related to risk-taking behaviour. Essential aspects are not included; ¢.g., the possible outcome
of risk taking or safe behaviour(see /EAG8/).

Several HRA methods have recognized the importance of PSFs related to risk taking behaviour
in decision making. E.g., referring to the Davis-Besse event /Wo87a, p.80/, the CES method
/Wo90b/ considers the requirement of an action departing from the usual as a "complicating
factor” (see Tab. 3.3). However, this factor is not a component of the current CES version.
The OAT method recommends increasing an HEP by a factor of 3, if there is reason for
reluctance to perform the respective action /Ha82, p.26/.

There is no consensus on the guantification of such reluctances (related to risk-taking
behaviour) in HRA. E.g., one case study of THERP /Sw83, ¢h.21/ assesses a basic probability
(median) of 0.001 for non-initiation of feed & bleed procedure, given a correct diagnosis: “If
the problem has been diagnosed correctly, it is very unlikely that the operator would fail to
realise that help was needed". The quantification of recovery factors results in an overall HEP
of 0.0000036 for this subtask (feed & bleed initiation) /Sw83, p.21-9/. Another study [Wa87,

p.112/ assesses an overall HEP of 0.01.

In view of this state of research, here a method is presented which allows for situation-specific
estimation of decision-based errors (due to risk-taking behaviour).

1. Human execution erTors.
2. Additional machine failures (e.g., valves that stick open, systems that fail to work as demanded)

3. Missing information (e.g., sensor failures).
4. Multisle major faults (e.g., tube rupture with an unisolatable steam release from the faulted

LLAPL AL WL LESLEERD \Wifmeg WSS L uaps vy aial 4l LRLLL

stearn generator). ‘
5. Situations which remove or obscure the unusual evidence or critical evidence (e.g.,aloss of

leading indicator incident such as a loss of offsite power prior to a steam generator tube
rupture).
6. Complex situation where different parts of the situation suggest responses which conflict with

each other {(e.g., the Ginna incident).
7. Situations that require actions which depart from the usuai (8., total loss of feedwater).

rs - some variations or difficulties that go beyond the standard

method for handling the situation: /Wo30, p.44/

3.4.2 Description of the SLIM-based model

"Blame and guilt tend to be associated with errors, and therefore many erroneous actions are
not reporied because of the likelihcod of punitive actions against the operator" /Em84,
vol.Lp.2/.

Facing this problem, here a model is selected which allows the quantification of risk-taking
behaviour based on the sparse data currendy available . It is assumed that the probability p of 2
decision based error can be calculated as follows: e |
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k-]
]

pP=p,| | PSF, = p, | | K )

n = number of relevant PSFs,

P, = minimun basic value of p,

K, = maximum value of PSE,

x, = rating ("'degree of presence" related to error likelihood) of PSE,

This is a geometric quantification of a PSF effect to an HEP:

PSF, = K 2)
The range of x; goes from O (“not present”, i.e., best condition related to reliability) to 1
("totally present”, i.e., worst condition related to reliability). An x,; value of O results in a PSE,
of 1 (i.e., no HEP increase); an x, value of 1 results in a PSF, of X, (ie., maximum HEP
increase). : :

Eq. (1) is equivalent to the SLIM model /Em84; Em83/. In /Em83, p.15/ an error probability p
is modelled as follows:

logp=C+ D-SLI (3)
L= 3 (ywi) ' %)
fl

A

2, =1

i=1

where

0 <y 21,

0 < Wy < 1,

0 < SLI €1,

P R P gy P )
n = number of relevant PS!*S,

W, = urptrﬂﬂf fv-niaﬁvn 1mﬂnv~i’__anﬂp\ n{" Dg_
¥i 'y

y; = rating (''degree of presence' related to success likelihood) of PSE,

'SLI = quantity which represents the overall belief of the judge(s) regarding the positive or neg-
ative effects of the PSFs on the hkehhscd of success for the task unaer consszIatzon fEm84
vol.Lp.3/. : - T o

Assuming e
x—l—y, T (5)

this SLI model can be transformed into a model in which iog p depends hneariy on a faﬂue
hkehhwdzz‘dex(FLI} _
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Fur = Onx) )

0 < FLI <1,

A=C+D,

B=-D.

It can be shown that eq. (1) {of the mode! proposed here) is equivalent to the FLI model in eq.
(6) or to the SLI moedel in eq. (3): ' )

n

TY ox
log p = log(pOE_ELKi:)
i=1

=logpo+Z(x log X;) -

log p, + z (log X; )Z _xlog K; log K;
z (log X;)

i=1

Il

= A+ B-FL
where
B= (logk) =log| | [ & o ®
fa=1 i=1 s T o
log X; e

= log p, _ . : _ S, . (10)
The quantification procedure reiatea to the FLI model in eq. (6) is outlined in Plg 3.6; the
single steps are described in the following sections. Fig. 3.6 shows tWo f:unclamental
advantages of the equivalence between the equations (1), (3), and {

If the maximal factors (X, i=1...n) of the PSFs are known,

1.the PSF weights can be calculated via eq. (9), i.e., the laboricus application of MAUT is not
 required, and - FPRBIE S
2. only one reference HEP is required to calculate the modelpai‘ameters, AandB,
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Selection of » relevant PSFs

d
o PSF Welghts W, i=1..1,
-assessinent via MAUT™, given unknown maximum factors (X))
_ related to an PSF caused HEP increase,
OR
calculation via eq. (9)
with known maximum factors

l

Assessment of the PSF ratings (x,, i=1..n)

for the reference situation(s) | | for the situation considered |
with given HEP(s) : with unknown HEP
) J
(Assessment of dependencies)**

Calculation of the model <__ (between the PSFs) — - Calculation of the failure like-
parameter (A, B) via egs. (13) : lihood index (FLJ) via eq. (7)
&(4jor(8) &(14), =
respectively L - -
N Calculation of the HEP (p) in the
— situation considered via eg. (6)

Fig.3.6: Method to assess the probability of decision-based e1Tors in hazardous sztuaﬁons
* Multi-Atiribute Utility Theory;
%% o component of the actual methed, proposed field for further research.

3.4.5 Description of the PSFs selected to operationalize risk-taking 5“&5’%& riour

The selected PSFs related to risk-taking behaviour are listed in Tab. 3.4. |

The selection of PSFs 1 to 5 was motivated by the classical approach of decision behaviour
prediction (e.g., /Ed68/). These PSFs are related to the outcomes (costs, benefits, expected
chances of cccurrence) of safe and unsafe behavicur. The last two PSFs (K=9: unsafe
behaviour too easy; K,=06: safe behaviour unusual) are related to the real type of behavmur
These two PSFs can be summarized as "unsafe behaviour suggests itself™. '

The apphcaﬁon of the PSFs listed above requires the estimation of x,, the degree of presence.
For PRA purposes, it is entirely adequate to represent a continuous variable by a finite number _
of ‘points /Sw83, p.6-9/. Therefore, the method presented here proposes - a ﬁve pomt
discrenzat:on of x; (see Tab. 3.5).
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PSF

RATING PROPOSALS *#*

(K,=2)*: An incentive to use
other more dangerous pro-
cedures

{x,=0): Safe behaviour is only slightly inconvenient, €.g., using written procedure
during work performance.

(x,=1): Safe behaviour is associated with a considerable disadvantage (e.g., plant
shut down for days) which could be avoided by risk-taking behaviour.

(X,=2.5)*: A conflict be-
tween immediate and long-
term chiective

(%,=0). No advantage for risk-taking behaviour exists; in this case the method

proposed here is inappropriate.
(x,=1): There is some advantage that could be associated with risk-taking

behaviour,

(K,=12.5)*%: No personal

safety affected

(x,=0): Due to risk-taking behaviour serious (safety-relevant) damage could occur
which would be impossible, given safe behaviour.
(x,=1): Risk-taking behaviour could cause a problem of nonsignificant impact to

safety.

(K =2y**: Low failure
expectation related to risk-
taking behaviour

(x,=0): Relatively high chance that risk-taking behaviour will result in 2 negative
ouicome.

(x,~1): Relatively iow chance hat risk-taking behaviour will result in a negative
ouicome.

(K =4)%*: A mismaich
beiween perceived and real
risk

(x.=0): Based on interviews, the conclusion could be drawn that the operators
have a realistic assessment concerning the frequency and consequences of
possibie failure events.

(xe=1): Based on interviews, the conclusion could be drawn that the operators
have an over-optimistic realistic assessment concerning the frequency and

consequences of possible failurs events.

(K =9Y*: A means of
suppressing or over-riding
information or features which
are too easily accessible

(x,=0): Risk-taking behaviour can be classified as a serious error of commission,
&.g., an active intervention in the conirol of of a safety system.

(x=1): Risk-taking behaviour can be classified as an ervor of omission, and (in a
later investigation of the related event) this behavioural error cause cannot be
identified clearly, e.g., the opesaior could say that a misdiagnosis has caused this
omission.

(K,=6)*: A need to unlearn a
technique and apply one
which requires the
application of an opposing
philosophy

(x,=0): Safe behaviour is not associated with a systern state that contradicts the
normal state,

(x,=1): Safe behaviour (e.g., initiation of feed & bleed cooling) is associated with
a system state (e.g., primary circuit open) that essentially coniradicts the normal
state (e.g., primary circuit intact).

00 TG A0 19 19 31/ F5% ST
/3188, BEP (s 4,9,12,18,21/, ¥ /owel,
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With given x; estimations (i=1...7) to the PS¥s presented in Tab. 3.4, -~
2;:(XI,XZQX39X49165;-’§69X’])_. . o o R
the failure likelihood index (FL/) follows from €q.
with input values from Tab. 3.4: B

w = (wy, Wy, W3, Wa, Ws, Wes wy )

. 3.4: Selected PSFs for the probabilistic quantification of risk-taking behaviour

(11)
(7). The PSF weights follow _frqrn eq. (9)

o .

= (0.068, 0.089,0.248,0.068,0.14,0.215,0.176)

For example, let

x =(high, total, no, unknown, unknown, high, total)

(13)
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be the ratings according to the non-initiation of feed and bleed cooling (as a type of risk-taking
behaviour after total loss of feedwater), then the failure likelihood index is:

FLT =.068 - 754+.089 . 1+.248 - 0+.068-.5+.14-.5+.215..754+.176 - 1 =.581 (14)
NUMERICAL |LINGUISTIC

0 No presence

0.25 low likely presence

0.50 moderate likely presence OR unknown presence

0.7 high iikely presence

1.0 total presence

Tab. 3.5: Discretization of PSF ratings

3.4.4 Using one reference HEP for calibration

Given ‘an estimation for FLI, the calculation of the cormesponding risk-taking behaviour
probability p requires known values for the parameters 4 and B in eq. (6). In this semnse,
calibration means the method of deriving these parameters. The value of B follows from eq.
(8); e.g., using the decadic logarithm:

B=1g(2-2.5-12.5:2-4.9.6)=4.43 (15)
Firstly, the calculation of parameter A requires (at least) one reference probability (p,,,) relating
to risk-taking behaviour. For this purpose, a median value of 0.01 is proposed. This vaiue is
taken from the most commonly accepted THERP data bank: a probability of 0.01 (based on
industrial experience) that plant policies will be ignored is estimated /Sw83, p.6-18/.

Second, reference ratings (based on expert judgement) for each of the selected PSFs are
required. These ratings are used to calculate the FL! value which corresponds to the reference
HEP. Each reference PSF rating can be interpreted as the degree of presence which is already
"included" in the HEP reference value of 0.01. An expert consensus (HRA team of the
Research Cenire Jillich) resuited in the following reference ratings for the PSFs in Tab. 3.4
corresponding to ignoring plant policies:

Zror = (Xlref s X2ref » Xaref » Xdref » X5ref » X6ref » XTref ) (16)
= (no, total, high, unknown, iow, high, low)

Using the weights in eq. (12), the ratings above result in a reference FL{ value as follows:
FLI,p =.068 - 0+.089 - 1+,.248..75+.068-.5+.14-.25+.215..75+.176-.25 =.548 (17)

Finally, parameter A follows from the egs. (6), (15), and (17
A=1gpg — B-FLI;—-1g0.01 - 4.43.0.548 = -4.43 (18)

The value of parameter A depends strongly on two components of expert judgement; (1) the
selection of a suitable reference HEP and (2) the corresponding PSF ratings. Therefore, it is
important that these judgements result from a consensus of experts who are familiar with HRA
methods concerning cognitive aspects of human behaviour.

The PSF ratings corresponding to the unknown HEP (eq. (11)) and the PSF ratings
corresponding to the known reference HEP (eq. (16)) should be estimated by the same HRA
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team. In doing so, the HEP calculated by eq. (6) could be interpreted as a value which lies -
from the subjective view of the judging HRA team - in a fair relation to the known reference
HEP. Eq. (19) demonstrates this coherence quality:

n
X = Xref (i ’
p = prefé E K; A (i9)
i=1

Note: eq. (19) follows from eq. (1) by substituting p, by p,,efusing egs. (18), and (7) to (10).

3.4.5 Uncertainties

The model includes the unceriainty quantification of the basic HEP (py) and of the adjusting
factors (PSE, i=l..n). Point estimates of probabilities or factors are interpreted as median
values. The uncertainty of a factor is reflected by the unceriamnty of the relaied rating {x,).
Referring to the distance (0.25) between two discrete points of x, the 90% unceriainty interval
is assumed to be expressed by x£0.25. Given an estimaie of UNKNOWN, an interval of 0.5
0.5 is assumed. Moreover, it is assumed that the unceriainty of a rating is reflected by 2 normal
distribution, Given this assumption, the uncertainty of a factor (PSE) is reflected by a
lognormal distribution with an error factor of

EF, = K,-O'SO, given x, = unknown,
EF, = KP B otherwise,
where K, is the maximum value of PSF;.

For example, given the estimates in eq. (16) for the ratings of the reference HEP
(MDN,_=0.01, UF,=5), the error factor of the basic HEP is:

v 2 2751 .
UF, = exp{[(n UF,p)? + (1n UFy) ] }s 7

where
7

UFr = > (nUR).

Consequently, the constant of the FLI model,
A=lgp, = ~4.43,

is associated with an uncertainty of

T AA = Zlg 7 = +0.85.

3.4.6 Related software

The quantification of decision-based errors is supported by a smaall computer code. It empioys
functions of the "Statistic Analysis System" software /SAS89/. However, the calculations are
quite simple. Hence, computer support is not implicitly required.
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3.4.7 Future research felds

The model presented here is an initial approach. A calculated HEP reflects the opinion of the
model user about the ratings of seven PSFs (in the situation to be analysed) compared to the
ratings in a reference simation (with known HEP).

One future research field could concern the coherence of such opinions, i.e. the reduction of
the user-caused result variability; see Tab. 3.6. This could be realized by benchmark studies
/Po88/. For example, a high user caused variability shown by such studies could be reduced by
an improved description of the PSFs listed in Tab. 3.4.

ﬁn]A ~e e ﬂv-edlctlve af‘cm‘&," does the m A-A@isl; C-':Vg ari %p

brdlhd Wi

Anocther research 118 concern

prediction which is - with respect to the usual PRA uncertainties (i.e. EF=3...10) - quite
accurate? However, without data, the accuracy improvement still depends on expert
Juagemcm Tab. 3.6 ouilines the use of EXP&J.L juu.écu.u:ul. for model validation. For cAmupxu,
the model could be extended by a submodel with respect to a plausible interaction between two

PSFs, or, as a result of a pairwise comparison, the PSF weights could be adjusted.
Nevertheless, the data problem coiilld produce a positive accompaitying phenomenon: PRA

practitioners need support from experts in psychology and ergonomics, Cooperation between
different disciplines could be based on this resulting in positive cutcomes for all concerned.

OBJECTIVE REALIZATION POSSIBLE CUTCGCME
Reduction of result variability Ra.ung support
e given several users at the * improving descriptions of
same time Benchmark studies PSFs and reference points
» given one user at several ¢ adding reference points
times
| Validation studies

Improving predictive accuracy

= using empirical HEPs

s using expert judgement, e.g.
background knowledge
about dependences, pairwise
comparison relaied to the
relative imporiance of PSFs,

o~

Trbbee

Model adjustments

= changing PSF weights

o adding a PSF

» taking a PSF away

= including PSF interactions

Tab. 3. 6° Future research fields conc Fermp g a m@'?el for tihe probabﬁzstzc quantlﬁcat_on of risk

taklng behawour
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3.5 Software supperting human reliability analysis and evaluation

3.5.1 Concept of software system

As was described, human reliability analyses are complex tasks which might be performed

more effectively using special software to support the HEP evaluation and documenting the

analyses. Such software can be designed, in its initial version, based upon conventional

programming techniques (including access o data bases) and then evolved into more advanced

software systems using the expert system technology and Al technigues. The documenting of

the analyses and evaluations is important for future scrutinizing of the HRA/PSA results. Thus,

three stages in developing such software can be proposed:

(1) Conventional software for the hurnan reliability evaluation and documenting;

(2) Applying the expert system technology for human relisbility evaluation and documenting
based upon several HRA methods;

(3) Software for advanced modelling of process systems and cognitive operator behaviour in
dynamic event-driven situations for supporting HRA.

The main design features of these three respective types of software are as follows:

(1) HRA is menu-driven to permit the expert to select & desired method from the techniques
available and feed relevant attributes. Then HEP is calculated and stored in a data base. The
content of the data base can be modified. When required the graphical option of HRAET or
OAT is activated to construct an HRA logical model with support from the probabilistic
calculator. For multi-expert methods a special panel is activated for acquiring experi
opinions and a procedure for aggregation of estimates. The resulis of the human error
probability evaluation are documented in the ‘plant-specific human reliability data base
(HRDB) in which human failure events are depicted using special coding symbols. The
software as described above can support the conventional PSA. An exampie of similar

software is OCRA described in item 2.3.6.

(2) The software based on expert system technology contains expertise which usuaily evoives
in time according to the state of art of HRA and new techniques developed. The system
should be designed to help the user to select the appropriate HRA method or methods for
the case analysed (selection of techniques can be based o classification trees presented in
Ttem 3.2). Searching in data base (e.g. of the THERP technique) and evaluaton of HEPs
are performed in a semi-autornatic way according to heuristics and a model with input
parameters associated with the given technique. Results of evaluation are documented in a
plant-(project)-specific HRDB. The software lescribed can be useful for performing either
the eonventional PSA or PSA based on the expert system technology (Section 4.2). An

WL SANIIVRdllaRMAiial 2 Leh el 2 Y
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important part of such a software system could be an expert system for the application of
THERP described in the next item.

(3) Such software might be designed for the qualitative evaluation of operator behaviour in
dynamic event-driven accident conditions with regard to the window time for operator
response, important PSFs (e.g. stress), the training scope of operators, the quality of
operating procedures and the design of man-machine interface, etc. The purpose is to
investigate possible situations that can aggravate the course of accident and human error
intentions due to a coincidence of various factors that cannot be discovered in the conven-
tional HRA/PSA study. Resuits of such analyses would be useful not only for HRA/PSA
experis in verifying the event trees (mew significant accident sequences), but also of
paramount importance for: training purposes, designing of the man-machine interface,
verifying of procedures, classifying the human behaviour types (rule or kmowledge),
assessing the quality of the plant interface, generalized assessing of the plant states and the
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managment of the plant. The software system possessing mentioned features might be
designed in the future for more abstractive modelling of the plant responses and human
behaviour using Al methods with regard to human behavioural sciences and the psychology

of errors.

In most current HRA siudies the results from indirect deterministic simulations are taken for
evaluation of the allowable response time required as an input to the e.g. HRC or THERP
techniques. The direct simulation of the plant would be preferred, e.g. for evaluation of similar-
ity measures of the plant responses for different initiating events to support quantitative
probabilistic evaluation of the diagnosis error, as was described for the CM-MS method
/Ko%2/.

An interesting approach is that applying the DYLAM methodology described in Item 2.5. A
simplified deterministic simulation tool would be useful for developing object-oriented models
of the plant, which are, in their simplest form, relations on the plant variables /W088,Ca89/.
Such representation of the plant dynamic properties as an abstraction requires further research
to be applied within the mentioned Al modelling system.

However, as described in Item 2.5 these new approaches support only the analysis of human
behaviour at higher cognitive levels (e.g. identifying of intention errors) and are at present not
directly useful for quantifying of the human reliability. For that purpose the multi-expert tech-
nigues can be applied, e.g. the SLIM method /Wo88/. The new human behaviour analysis
technigues should be verified and validated before using them in engineering practice, e.g. with
regard to results obtained from experiments on the dynamic simulator.

The consideration of the practical needs for quantifying of HEPs (see Item 3.2 and 3.3) led us
to the conclusion that at present the most urgent need is the development of a compuierized
version of the THERP technique. It was decided to develop the relevant software based upon
the expert sysiem technology. This system might in the future be a part of the more complex
HRA expert system which would consist of several human reliability modelling techniques.

3.5.2 An expert system for the application of THERP

The analysis and evaluation of safety-relevant operator errors is an essential component of
probabilistic risk asscssments. In practical application, the high scattering of evaluation results
obtained by different amalysers appears problematic. Improvemenis can be achieved by
avoiding errors in the application of methods, ensuring completeness of method application, at
least to a large extent, and disclosing subjective infiuences. In ali three respects the ESAP
expert system /Re93/ will enhance the application of the THERP methodology.

THERP was selected because it is a well-documented method suitable for evaluating hurnan
errors prior to and during an accident, and thus comprehensive, THERP is commonly accepted
among PSA users; the required data are contained in the associated handbook.

The setup and functioning of ESAP are described in Appendix 4.
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3.6 Main steps for further system development

The next stage of the system development should be the design of the HRA expert system

based upon several techniques to cover the important cases of human interactions/errors

discussed in Section 3.1 and 3.2. Taking into account candidate modelling techniques for the

three levels of the HRA/PSA effort (Fig. 3.4 and 3.5) it is proposed to develop an HRA expert

systemn supporting:

(1) Selection of the modelling technique for different kind of interactions and for mode and
effect of actions/errors (Fig. 3.4 and 3.5);

(2) Evaluation of HEPs for relevant attributes/parameters for the model selected;

(3) Documenting HRA and results of the HEP evaliation for single- and muiti-expert
techniques.

After implementing the THERP technique it is proposed to develop a computerized version of

the following techniques: ASEP-HRAP, INTENT, SLIM and APJ as well as an HRA co-

ordinating module using the expert system technology. The software systern should be

developed in such a way as to enable operation within the data base environment. This HRA

expert system would then be part of a PSA expert system described in Item 4.2.
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4 Integration of computer-aided HRA with PSA
4.1 Incorporation of human-induced events into PSA logic

The conventional PSA studies are performed by experts who use supporting computer
programmes. The logic of the fault/event trees is developed by the expert(s). The computer
programmes are used mainly as tools for their graphical represemtation and probabilistic
evaluation, sometimes also with access to data bases or supporting calculations, e.g. for the
human error probability evaluation. Thus, the effort of the logic development using the
fault/event trees and probabilistic modelling is exerted by experts. The conventional PSA can
be supported by a special software for the human reliability evaluation based upon the
conventional computer programine or the expert system technology.

*he first stage of modelling the fault/event trees are constructed by the system analysts and

_ ntad Tn tha asave mhaca thavy ara vnﬁﬁn:ﬂ nnr”nr mnﬂrﬁpr‘ ]'\w hnmnn
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reliability analysts to include failure events induced by human factor. A widely used ‘:ram work
to perform HRA and incorporate the human-system interactions into PSA is Systematic
Human Action Reliability Procedure (SHARP) /Ha84/. A similar frarnework is proposed by the
IAEA (see Section 2.4). Adapted frameworks should include the human failure events
classification proposed in Section 3.2 with regard to techniques of the HEP evaluation
corresponding to HRA/PSA effort (low, medium or high).

Since the effects of slips during plan-directed activities do not usually propagate unassisted by
other failures beyond the component(s) affected, they can be incorporated into fauli tree
models, Migtakes, which are most e1gmﬁnm1f in event-driven activities, are best inr-oﬁn{)rnfpd at
the top of or above the system fault tree level because of their propagative potential. Recovery
events are tacked onto the end of the dominant sequences to which they apply and may not be
formally included in the event or fault trees (they can be left as adjoints to cut seis). In this
way, the classification effort supports the integration effort. Levels of incorporation of human
failure events in PRA models are illusirated in Fig. 4.1. In the HRA/PSA screening process
only more probable human failure events are taken into account for further consideration

[Ha84/.

The following guidelines can be formulaied for incorporating human-induced failures into the

hardware-oriented logic /Do88/:

(1) The systems analysis should only describe human failure events functionally (not too spe-
cifically).

(2) Only three types of humean failure events should be identified - failure before an initiator,
called latent; human-induced initiators; and post-initiator human failures.

(3) All latent human failure events should be incorporated into the appropriate fauli tree at the
highest level that accounts for all of the eguipment manipulated during the test or
maintenance task. The highest level is typicaily the train or part-irain Ievel. A task is the
sum of all the actions that lead tc a test or maintenance objective, including system
isolation, the intended activity, and systemn restoration.

(4) Human failures that lead to an initiator should be assumed to be included in the data for the
-initiator class that includes the human failure and not medelled explicitly. In the case that a

- special hardware initiator is modelled, the fauit tree can include latent error events:
* identified according to guideline (2). '

(5) All post-initiator human failure events that relate to the manual actuation of a system

should be modelled as a single event for that system in an "or" gate at the top of the system
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model. The project may alternatively model such an event in the top logic of the appropriate
event tree. A type of post-initiator human failure event is sometimes referred to as a
commission error (.g. operators operate system Y rather than X). Such events should not
be routinely located in the logic structure, unless 2 special situation is noted that could give
credence to such an event. _

(6) Where a human action is required for the system actuation, for example, manual initiation
of scram, a corresponding human failure event is logically associated in an "and" gate with
the failure event of the system's actuation. These events are often termed recovery events
and amount to failing to restore the function of faulied equipment or faiture to find
alternatives to its function. Such recoveries may be identified and described early in the
systems analysis but should be not modelled until the total sequence cut set has been
identified. At this point a recovery analysis will identify the appropriate recovery actions,
given the sequence confext.

(7) The HRA needs supplementary information from the system analysts to quaniify any human
failure events identified by the systems analysts.
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o Fig 4.1: Levels of incorporation of human failure evenis in PRA models /Do88/

In this approach the experis are responsible for selecting appropriate techniques for human
' failures evaluation and other tasks described at the beginning of this section. Most of these
tasks can be performed by an €xpeit system having built-in expertise acquired from HRA
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Thus, the reliability models of human factor and probabilistic models of the plant's equipment
are to be integrated at different levels of hierarchy: components, subsystems and systems. An
example of including recovery eventis in the fault tree is illustrated in Fig. 4.2. Recovery events
concerning the higher cognitive level of the operator behaviour can be included in events trees
. /1AS1c, IA92b/. Including recovery events in the logic models requires careful consideration to
limit the calculation cost of quantitative evaluation of the entire system /Do88/.
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Fig, 4.2: Recovery fault tree mode! for recirculation failure event E /Do88/




4-4

4.2 Application of the ES technology for HRA/FPSA

Several prototype expert systems supporting PSA are described in Appendix 2. These expert
systems are in principle system (hardwaie) modelling oriented. Functions and processing
phases of the PSA/HRA expert system proposed to be developed are presented in Fig. 4.3. The
system should be designed for PSA/HRA experis to facilitate Probabilistic Safety Analyses of
complex technological systems, nuclear power plants in particular. This sysiem will be also
very useful for training purposes thanks to explanation components and menu-driven proce-
dures. The objective is to perform Probabilistic Safety Analyses effectively in a semi-automatic
way.

The system should be designed to support "living" PSA with a contribution by PSA experts.
Four general tasks/functions can be distinguished:

A. General data/knowledge acquisition.

B. Plant-specific data/knowledge acquisition.

C. Inferring/evaluation process supervised by the experi/user.

D. Presenting and/or documenting of data/knowledge and results of the analyses/evaluations.

The system will suppori the performance of probabilistic safety analyses supervised by the
expert/user in the following phases:

(1) Input of topological data concerning the safety front line and supporting systems with
technical parameters and other atiributes;

(2) Input of functional/logical data and knowledge associated with these systems with the
attributes of components;

(3) Semi-automatic event free consiruciion;

(4) Semi-automatic fault tree construction;

(5) Modification of faul/event trees with regard to human actions and errors;

(6) Modification of fault trees regarding dependent failures of systems;

(7) Modifying or creating some event/fault trees by the expert or user,

(8) Determination of minimal cut sets (MCSs) for top events of fauit trees and for accident
sequences with relevant Boolean reduction of events;

(9) Quantifying of MCSs, top events and accident sequences;

(10) Sensitivity and reliability importance analysis;

(11) Uncertainty assessment;

{12) Documenting the analyses and evaluations.
To accomplish these tasks the system will consist of several data/knowledge bases. Their
deveiopment requires a considerable initial effort. The logical and quantification process

leading to final resulis will be supervised by the expert/user. An important part of the system is
the explanation and decision support module (Fig.4.3). The expert/user will be able ro modify
the topological/functional data as well as the hardware-oriented and human reliability models
with relevant input data to investigate their influences on final probabilistic results. The
features and the design phases of a software sysiem using the expert system technology are
described in Appendix 1.

To accomplished these functions three scopes of the software system development can be
considered which are characterized in Table 4.1, related to the PSA/HRA effort, respectively
“'small’, ‘mediuny and ‘high'.

The small effort is an initial FRA/PRA in which consecutive tasks are performed usuaily bya
single user/expert. The analyses arc rather equipment-oriented with moderate attention paid to
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cominon cause failures, human failure events and the recovery actions. The probabilistic
assessments are based on the point estimators with less attention paid to uncertainties. If
required, the reliability importance analyses are performed and finding the candidates for most
important accident sequences for further more extensive evaluation. Construction of the event
trees is not supported directly by deterministic medelling and simulation. The experts rather
possess only qualitative knowledge concerning the plant response for various initiating evenis
and for assumed scope of functional failures within safety systems.
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Fig. 4.3: Functions and processing phases of a PSA/HRA expert system
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Description of features of '
PSAI/HRA and supporting Scope I ™ Scope IL* Scope I *
software
Exhaustiveness of analyses Low Moderate High
Cost of assessments Low Moderaie High
Min. users (Us) experts (BS) | gipje 1y Single B Several Es
involved in analyses
Menu-driven support and . . -
explanation facility Extensive Moderate Moderate
Heuristics Simple heuristics Detailed heuristics | Consensus heuristics
Access to results of deterministic . .
cimulation codes From reports Indirect Direct
A . . Only a few logical
Object-oriented modetling moils & Some Yes

L Fig. 3.4/1 Fig. 3.4/11 Fig. 3.4/11
Human reliability models Fig. 3.5 Fig. 3.5/ Fig, 3.5/
Dependent failure analyses Simplified Exhaustive Exhaustive

. . Bayesian Probability | Bayesian Probability Bayesian Probability
Uncertainty treating framework or Fuzzy Set Theory | or Fuzzy Set Theory | or Fuzzy Set Theory
Details in Topological Data Base | Moderate Moderate Yes
Semi-automatic fauli/event irees
construction Some Most Yes
CAD graphical support Yes Yes Yes
Interface to exiernal files and
data bases Yes Yes Yes
Hardware PC-386 PC-486 Work station
Use for training Initial HRA/PSA | 1o /A praining | ~-0VENCed HRAPSA
training training/research

Use for reliability and safety- e e e s Preliminary deci- Deiailed analk

e 7 Initial decisions rrelmitaty e yS€s
refated decision making B sions and final decisions

Tab. 4.1: Assumed features of softw

system technology

a1

# Rel_a_ted_ to the effort defined by Figures 3.4 and 3.5

¢ supporting PSA-level-1 and HRA based on the expert

The medium effort HRA/PSA is extended to include more extensive analysis of human failures
and cominon cause failures. Possible recovery actions are investigated in detail. The available
reliability data bases and other various relevant information sources are taken into account.
The uncertainty bounds of the probabilistic resuits can be assessed as fuzzy (see Section 4.4 -
Bayesian framework is more restrictive). Consiructing event trees can be supporied by
simplified deterministic modelling and simulation (indirect access) with classifying of the plant

states in emergency situations. The plant states and ac

require further multiple expert analyses and evaluation.

riden
CCIEen

{ sequences are pointed out which
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The high effort HRA/PSA is performed with contributions by several experts to decide on the
most important and coniroversial modelling cases. Probabilities of the human errors are
assessed with more detailed analyses of PSFs. Frequencies of rare hardware failure events and
dependent failures are assessed using multi-expert evaluation techniques. Two approaches to
represent uncertainties are proposed: based on fuzzy measures and Bayesian measures. The
second approach is justified only in cases of hard input probabilistic data (Section 4.4).
Because the expert system with complex heuristics represented by rules is difficult to maintain
it is proposed for the scope I of the system development (Table 4.1) to apply object-oriented
modelling more extensively with relevant relations conceming logical medelling of the safety
systems and supporiing determinisiic modeliing of the plant. As reference codes the
conventional simulation codes might be employed, for this PSA effort /Me89/, run e.g. on a PC
paralle] processing simulation sysiein /Bi92/.
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4.3 Hardware and software environment for advanced HRAMSA

Requirements for the hardware and software environment for the development of the
HRA/PSA expert sysiem depend on the scope of the PSAI/HRA studies (Table 4.1). The
software environment for building complex expert systems can consist of the modules shown in
Appendix 1 (Fig. AL.1, Al.4 and ALS5). In general such software is designed using the expert
systems shells, general-purpose programming languages, higher-level programming languages,
software development kits and other supporting sofiware (Fig. Al.4). Expert sysiems and
other Al technologies can be added to the DSS (Decision Support Syster) consisting of the
data and model bases with relevant management software facilities (Fig. Al.5). There is
extensive literature available conceming expert systems and other applications of Al tech-
niques, e.g. /Da79, Dasl, Ha83, Ha85a, Ni86, Le86, Ro88/.

dvanced PSA(level 1VHRA studies should consist of the following

T L
LA SGLtwarc S}’St@m jor

COIMpOneints:

(1) Hybrid expert sysiem shell (and an Al supporting software)

(2) CAD (Computer Aided Design) support for graphical representing of topological nfor-
mation

(3) Daia base environment and its management compatible with other software applied

(4) Model base environment and iis management supporting modules
(5) Interface to the user.

The system should be designed in such a way as to enable rapid prototyping of new expert
system functions. A good starting point is to decide about a shell for building the expert
system. Possible candidates are KEE (Appendix 2), EGERIA, PROKAPPA and in the fuiure
KAPPA 3.0 (Appendix 1). The system selected should enable expest systems 10 be designed as
the blackboard architecture and possess possibilities to reason under uncertainties (see next
Section).

The most difficult and costly aspect will be the development of the software supporting
PSA/HRA of scope ITI (Table 4.1), especially as regards an interface to deterministic models.
This problem should be considered carefully due to the great research and designing resources
required. Aswas discussed in Item 3.5 two cases can be considerad:

(1) Human reliability modelling using conventional HRA methods.

(2) Human behaviour and error intention analyses in complex dynamic man-machine system

using an approach based on Al methods.

]

For the first case the conventional modelling and simulation codes can be applied, as e.g.
MELCOR /Bi9% or simplified deterministic simulation programmes (as .g. DSNP).

Tt seems useful to support the second case by different computer tools. Modelling of the
process system is performed at a ceriain level of abstraction. The relevant research should be
aimed at object-oriented modeiling and applying Al methods. Good starting points for further
research concerning modelling of man-machine interface are CES and COSIMC methods
described in Section 2.5. Thus, the methodology is needed to develop an hierarchical object-
(event-) oriented medel of the plant based upon expert knowledge supported by a deterministic
 simulation code (applying learning capabilities of AT systems can be considered) which will be
compatible with the human behaviour model. Because such models do not produce the HEPs,
the development of a method will be required o transfer findings of HRA to the probabilities

using expert opinions.
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4.4 Methodelogical issues for treating uncertainty in HRA/PSA

4.4.1 Bayesian and non-Bayesian theories

In the quantification process of the fault and event trees the relevant probabilistic models of
systems including equipment and human failures are combined to obtain the final results
(probabilities of the fault trees top events and accident sequences) with asscciated uncertainty
measures. Thus, more or less "hard" and "soft" probabilistic data and intermediate results are
combined at different levels of the model hierarchy to obtain the overall final probabilistic
results. In this process the recovery events should be included in such a way as to limit the
number of minimal cut sets (MCSs) generated and to reduce the calculation cost/Do88/.
Several frameworks for uncertainy representing and treating can be considered /Ka86a, Du88a,
WuS0y/:

Bayesian probability approach

Current PSA methodology exiensively adopts the subjective probabilists' point of view, in
which probability is the measure of degree of belief in the truth of an event, based on one's
current state of knowledge /WuS0/. The standard mathematical theory of probability is
consistent with such an interpretation. The foundations of the mathematical theory of probabil-

ity are the following axioms:

Let 25 denote the set of all subsets of a sample space S related to define events. A probability
function, p(A), associated with each event in 25 is a real number satisfying the following
principles:

(1) p(A) =z O forecach event A

@) p(S) =1

(3) If there exist a set of mutually exclusive events {A, ,..., A}, then

plA4 WA VU A) = p(A4) + p(A)+-- -+ p(4)

Thus, an essential property of a probability function is the additivity of the probabilities of
mutually exclusive evenis. The assessment of probabilities that complies with this axioms is
said to be coherent. This requires, for instance, that if the probability p is assigned to an event

i

Y I A elas =
then probability (1-p) ought to be assigned to the complement of this event.
[ CTIQA 3 1o zxs3s Fod £ fnieatar Sl swe o FalTiea e LB o
Since a large pottion of PSA deals with state-of-knowledge uncertainty, the modeiling of the

PRI,

degree of belief has a direct impact on PSA methodology. It has been pointed out that certain
uncertainties associated with the event trees are rather of the state-of-knowledge type than of 2
stochastic nature /Wu90/: only one of several hypotheses can be true, and one must express
one's degree of belief in the wuth of these hypotheses.

In the Bayesian framework only one piece of information, regardless of the difficulty of
obtaining the numerical values, the subjective probability, p, is needed for an event A (one of
the hypothesis). The degree of belief that an event A will occur is p, and t'ne degree of belxef
that the event A will not occur is, by the third axiom, (1-p). _

‘Another model can be applied allowing relaxation from this axiom which would require, e.g.,
two separate pieces of information: the degree of belief that an event A will occur, and the
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degree of belief that event A will not occur. Two other models will be considered, based on the
theory of evidence and the theory of possibility.

Belief functions :

Shafer introduces, instead of a probability fanction, the concept of belief function in his theory
of evidence /Sh76/ as the model for represeniing knowledge under uncertainty. The belief
function is defined as follows:

Suppose that S is a finite set, and let 2% denote the set of all subsets of 8. A belief function,
asscciated with each event A in 25 is a real number between 0 and 1 such that the following

conditions are irue:

(1) Bel(D) = 0

(2) Bel(§) =

(3) For every positive integer n and every collection Ay, ..., A, of subsets of S,

Bel(A U---U 4,) 2 EBel(A,) - Zm(&i U A+ (=DM Be (A N0 Ay)
i<j

The rule 3 for a degree of belief for the disjunction of events is a relaxation of the principles of
the Bayesian approach probability. A direct consequence of this relaxation is that the sum of
the degrees of belief in an event and its complement does not need to be equal to certainty.
Mathematically it follows that:

Bel(AU A) = 1= Bel(A) + Bel(A)

or

A

Bel(A) € 1 — Bel(A)
The belief function of an event A reflects all the knowledge gained from the evidence that
supporis that event. A different, but related measure is the plausibility function, PI(A), defined

to reflect the knowledge gained from the evidence that does not support A, ie.
PI(A) = 1 - Bel(A)
The belief function always has a numerical value lower than the plausibility function. In fact,

they are originally derived and referred to as the upper and lower probabilities of a given event
in Dempster's paper /Deb7, Debd/,

In order to combine the independent pieces of evidence or sources of information this theory
. adopts Dempster's rule of combination /Sh76/. However, when pieces of information are in
conflict this rule requires that the evidence be removed or 1gnorea, and therefore cannot be

apphe& in its basic form /Za86/.

Possibility

The theory of possibility is developed based on the concept of fuzzy logic /Za78, Za83, Za86,

- (a76/. Its treatment of state-of-knowledge uncertainty can be viewed as equivalén‘: to a relax-
ation of axiom 3 of the probability theory. Instead of the property of additivity, the theory of

possibility applies a weaker operation to the disjunction of multiple events. The possibility

function can be defined as follows:
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Suppose that § is a finite set and let 25 denote the set of all subsets of S. If function IT maps
the set 25 on a real number interval (0,1) and satisfies the following conditions:

HIY) =

@) II(S) =

(3) For every positive integer n and every collection A;, ..., A, of subsets of §,

TI(4 U-+-U A,) = max{II(4), - -TI(4,)}

then IT is called 2 possibility function over S.

When the maximum is chosen as the operator for the disjunction of events, the events being
mutually exclusive is no longer needed as a sufficient condition for the statement. Conditions 2

and 3 lead to the following:
(AU A) =1=max{T(4), TI(Z)}

In other words, knowing the possibility of an event A does not inform us fully about the
impossibility of its complement. The necessity function, N{A), is therefore defined to reflect the
belief in the impossibility of A:

N{A) =1-TI(A)

It follows from above that

N(A)Y S TI(4)

and

max {TI(A),1 - N(A)} =1

It is pointed out that possibility and necessity can be viewed as another form of upper and
lower bounds on an unknown probability value. Any possibility disiribution is a fuzzy set

membership function /Du88a, Du88b/. It can be shown that formulas as above lead to wide
upper and lower probability bounds which provide little information /Wu80/. However, the
literature on the application of fuzzy mathematics to various technical fields is vast and

growing /Ka86a, Ka86b, Ka86¢, Be87, Du88a, Du8sb/.

The foundations of the theeries described above and the consequences of their applications in
assessment practice and decision making have lately been issues in many scientific disputes.
Each of these theories has its advocates and opponents /Ka86a, Le88/, There are many
advocates of the traditional theory of Bayesian probability. There is, however, growing interest
in the application of new theories (the evidence theory and the possibility theory) In practice,
e.g. for representing uncertainty and the evidence combining in a new computer npp.lcauon
based on Al metheds and the expert systems technology. x

4.4.2 Combining knowledge

The PSA results depend heavily on expert judgement /Ap88b, Hu88, Mo88/. An example of
the PSA study is NUREG-1150 /Nu87/, in which expert opinions have been extensively
applied. There is, therefore, a need to devote more research to this issue and to develop 2
relevani framework to combine expert opinions within HRA/PSA. Basic theories which can be
considered are described below.
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Combining knowledge in the Bayesian framework

The fundamental tool for combining information from several sources (or the incorporation of
new evidence into an existing body of knowledge) in the Bayesian probabilistic framework is
Bayes' theorem. This framework has won considerable interest within the PSA research com-
mumnity /Ap89, Wu90/. Iis use for combining information from different information sources,
also dependent sources, including experts has been the subject of research in management
science /Mo77, Wig1/, The Bayesian framework is relatively well known and it will be not
presented here further in detail, but it will be discussed latter in the context of other
frameworks for combining information from different sources including experts.

Combining knowledge in the theory of evidence

The rejection of the additivity of the probabilities of mutually exclusive events invalidates
Bayes' theorem /Wu90/. The theory of evidence can be seen as a generalization of Bayesian
probability concept /Sh76/. Within the theory of evidence for combining pieces of evidence
Dempster's rule of combination is used. Since expert opinions are often treated in PSA as
pieces of evidence, it has been suggested that Dempster's rule of combination can also be used
for combining expert opinions /Ka86a, Ga87b, Le88/. The application of this framework has
also been proposed for risk assessment /Ho89/.

Shafer's idea is to partition one's belief among the different subsets of 28 assigning to each
subset B the portion of total belief that is committed sirictly to B and cannot be further
partitioned among its smaller subsets. The result is the set of so-called focal elements
{Blm(B)>0}, m is called the basic probability assignment (or basic probability mass). A
mapping 2 allocates to each event a portion of the total knowledge, i.e. the sum of all basic

probability masses in 25 must be equal to 1 and for an empty set m{@) = 0. The degree of

belief in some event A is then calculated on the basis of events whose occurrence imply that of
A, ie.

BcA
The plausibility of A is 1o be evaluated on the basis of sets B for whichBn A # @
PIAY = S m(B)
BrA=D

As was mentioned the probability of an event A, P(A), is telated to the belief and plausibility
by:

Bel(A) € P(A) < PI(A)

For two independent but interacting pieces of evidence with basic probability assignments n1,
and m,, consisting of focal elements 4,,...,4; and By,....5, respectively, a combined probability
assignment is given by the orthogonal surn: ; - o
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ma(A) = (L= k)" my(4)m (B))

where

> m(4)my (B;)
A4NB;=0
is related to the degree of conflict between these two stimctures; k=0 for the consensory
sources of information. For conflicting sources of information (k=1) this formula cannot be
applied. In Dempsier's rule of combination it is not possible to inciude the credibility of various
sources of information, however, some modifications of this rule are possible based on some
ideas supported by the fuzzy set theory /Du88a, Du88b/. -

Combining knowledge in the theory of possibility

The theory of possibility is not yet fully developed. The possibility measure is a special case of
plausibility. Plausibility is & possibility measure if and only if the focal elements are nested
/Du86/. Cormresponding belief function is the necessity measure. In such a case the relation
Bel(A) £ P(A) £ PI(A) canberewrittenas N (A) £ P(4) < TI(A4).

If the degree of uncertainty for an event A is given in the form of the degree of possibility
II; (A), and the corresponding degree of necessity of N;(A), with reference to a source i
(e.g. an opinion of the expert i), {Hf (A), N;( A)}, then the following formulas for combining
degrees of unceriainty, { Ti(A), N{4)}, are proposed by Dubois & Prade /Du88a/: -

min 1L, (A)
TI(A) =
x| min TI; (A), min (1 —N’,-(A}}l
. i f
min (1 - N; (4))
N(A) =1- =

max{mm I, (4), min (1 - N,-(A»}

This rule of combination was proposed to exiract the nonconflicting paris of the data from the
different sources (e.g. given by experts) by following the conjunction operation defined in the
fuzzy set theory (the denominator in the rules above carries out the renormalization). It was
shown /Wu90/, however, that the combined measure of uncertainty can be sensitive to slight
changes of individual opinioms. It is because the rule of combination extracts only the
nonconflicting part of opinions and renormalizes the. resulting possibility and necessity
function. 'When there is significant difference between experts, only a small portion of the
opinions that remains nonconflicting is legitimate for use in combining informaiion, and the
renormalization of the resulting possibility and nece551ty functions gready amphﬁcs the slight
changes in individual inputs. :

There are also proposals to combine, using the theory of poss1b1hty, the poss;bzhty distributions
~given dzrecdy by experts /Du86/. Similarly to Dempster's rule of combination, the rules of
combination used in the theory of possibility suffer from the lack of ability to allow for the
evaluation of the credibility of the sources of information. There is no place in the rule where
an analyst can assign measures of credibility to each individual.
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Although some new ideas were proposed /Ga87b/ to overcome these difficulties by a
generalization of the evidence theory on fuzzy sets, Dubois & Prade /Du88b/ have also at-
tempted to apply alternate combination rules to cases where sources are unreliable, non-
exhaustive, inconsistent, or dependent, proposed rules to combine information are still not
mature for more complex real applications. In this respect the Bayesian approach is at present
much more attractive in systems analysis /WuS0/.

4.4.3 Representing uncertainties and combining information in expert systems

The methods available for uncertainty representation and combining expert opinions described
above are closely related to models of quantitative reasoning under uncertainty in knowledge-
based expert systems /Ka86a, Le85, Le87, Le88, Mas5/.

Uncertainty arises constantly in practical situations and expert sysiems shouid be designed io
solve real-world and engineering problems. Three basic types of situations, where inexact
reasoning is necessary, are usually distinguished: first, “purely random" situations where a
chance mechanism is directly involved; second, there are situations where possible randomness
is due to incomplete information; and third, there are situations where uncertainty results from
imprecisions of their characterization, because they cannot be described more precisely to
eliminate those uncertainties.

In knowledge-based expert systems, uncertainty can manifest itself in data and in the inference
process. Uncertainty in data usually results from the inaccuracies of empirical results, the
subjectivity of certain judgements, and the vagueness of ihe concept used. In forming
hypotheses, the rules of the form IF A THEN B or its variations are used and there are doubis
about the reasoning process. So, to deal with uncertainty iwo fundamental issues need to be

£ Toman: Aosiann Al aasanm - 3 i 1
first, how degrees of uncertainty in factual data and inference rules should be

addressed:
represented, and second, how these degrees of uncertainty should be used in the inference
Process.

There are several known techniques in drawing inferences under uncertainty based om:
Bayesian probability theory, Dempster-Shafer theory of evidence, Zadeh's fuzzy set theory and
the related theory of possibility, and Mycin's model of confirmation and disconfirmations
/Le85, Ma85, Ka86a, Le87, Du88a/. The advantages and drawbacks of the first three of these
techniques will be discussed brievly, because they have the same background as those
described above for combining expert opinions and are of interest for application within expert
systems supporting PSA. :
The ‘Bayesian probability theory is well developed and coniribuies a firm basis for its
application to modelling inexact reasoning. Bayesian theory has been successfully applied in
many expert systems. However, there are significant drawbacks in applying this theory to
expert systems /Le87/: :
(1) Owing to the subjective nature of probability assignment, there is no guarantee that a
 system of probabilities given by an expert is consistent and coherent. There are ways {0
. - gliminate such incoherence, but they can create a lot of overheads in terms of the expert's

. “time and the computer's time. . :
(2) The use of Bayes' theorem normally requires all the hypotheses to be disjoint. In 2 large
" expert system, dividing a solution space into mutually exclusive subseis may be impractical.
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(3) The assumption of a certain conditional independence in simplifying the formula for uncer-
tain evidence may intreduce errors into the system.

(4) In the case of altering the probability of an event in a system (by adding or removing a
hypothesis), we have to recalculate all the probabilities in order to preserve the coherence

and consistency of the system. .

The Dempster-Shafer theory is appealing because it is a natural mathematical generalization of
the classical probability theory. It captures the fact that beliefs are generally not agditive.
However, the theory is fairly new and has not yet been widely applied. Therefore, the practical
advantages of the theory are at present unclear. There are some problems in this theory which
have not yet been resolved /Le87/:

(1) A convincing interpretation of the theory has not yet been presented. The way the evidence
is partitioned can affect the results in a nonintuitive manner. The meaning of Dempster's
rule of combination is unclear except in very simple situations,

(2) The nurmerical stability of the theory has not been analysed in great detail. In some cases, a
-small variation in the basic probability assignments can produce a large variation in the
results.

(3) Dempster's rule of combination caniiot be applied in situations where there are considerable
‘disagreements among the evidence, that is, when the cores of two belief functions are
disjoint.

(4) The theory, in its current form, may be inconvenient to use in the case of a long chain of

-inferences, i.e. when the conclusions of one inference become the premises of the next. As
the number of steps in the inference chain increases, the recursive application of Dempster's
rule becomes difficult because of the increasing complexity in the structure of the core of
the resulting belief funciion,

The idea of fuzzy sets seems appealing because it allows imprecise linguistic terms to be

represented and manipulated in 3 well-defined mathematical way. Traditional logic is extended

o incorporate unceriainties by the introduction of fuzzy implication (IF A THEN B ELSE C©)

and fuzzy quantifiers (e.g. "some", "most"). There have recenily been a number of expert

systems and tools developed using fuzzy logic. There are, however, some serious drawbacks in
applying fuzzy set theory to expert system problem solving /Le87/:

(1) Membership functions are context-sensitive. Blind applications of general, generic member-

ship functions to all situations is undesirable.
{2) Depending on the structure of individual membership functions, the computational com-

n‘emty of 2 fuzzy logical system can vary significantly.

(3) Owing to the lack of canonical examples to provide interpretations for fuzzy results, it is
difficult to interpret 2 membership function obtained from fuzzy logical implication when
‘the mbultmg function does. not resemble any predefined membership functions the system

starts with. -
Thus, there is no best technigue of uncertainty representation and reasoning in expert systems.
The choice of the technique depends on the problem fo be solved in a given domain /1287,

4.4.4 Treatment of uncertainties in computerized PSAMHRA

_ PSA methodologies currenily applied in engineering practice are based on the Bayesian

pI‘ObabﬂlStiC framework. As was mentioned in some new PSA studies, e.g. NUREG-1150,
extensive engineering judgement has been applied and the results obtained depend, therefore,
heavily on expert opinions. The practice of producing data by experts for probabilistic analyses
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has been criticized lately /Mo88/. This concerns in particular the engineering judgement
involved in medelling human reliability /Do90/.

Only seldom can the probabilistic data be referred to as "hard" data, based on "solid" statistical
data. Usually in PSA practice the reliability data are rather “sofi", picked up by experts from
various data bases from records not for identical but similar components. The acquisition and
evaluation of these reliability data also depend on engineering judgement. It concerns in partic-
ular quantification of human reliability, because the wide spectrum of possible human behav-
jour and the error mechanisms potentially involved make it too costly or even impossible to
base the analyses on the extensive use of experimental statistical data. Thus, various human
reliability modelling techniqgues described in Item 2.3 including psychological scaling methods
are usually applied. They require more or less extensive expert judgement depending on the
case considered and model selected.

In such a situation the application of the Bayesian framework for complex probabilistic assess-
ments is associated with very sirong assumptions (see remarks above concerning the draw-
backs of the Bayesian framework for designing an expert system). As was mentioned, uncer-
tainties associated with probabilistic modelling are not only of a random nature but ofien
associated with limited knowledge or imprecise statements involved. There are also assump-
tions made in several steps of the PSA process, e.g. concerning human reliability modelling
/IA92b/, which can significantly influence the probabilistic resuits obtained. In such a situation
we think that considering an alternative, less restrictive, framework to perform the probabilistic
assessments, is, at least in some practical situations, justified.

We propose to develop software for human reliability modelling and probabilistic modelling of
the plant based on the two following approaches to represent unceriainty and combining
information:

(1) Conventional Bayesian framework.

(2) Approximate combined framework with fuzzy probabilistic results.

The conventional Bayesian, more restrictive, framework will be used when "hard" reliability
data for components are available or extensive multi-expert techniques are applied in cases of
rare hardware failure events and human errors not supported by statistical data. This approach

will be applied for conventional logical modelling of the plant for initiating events considered.

In the approximated combined framework we propose to take advantage of the approaches
described -above to ‘deal with uncertainty representation and combining of information as
follows: - _ e
(2) to combine conflicting or non-equivalent information using the Bayesian approach;
(b) having the probabilistic distributions or parameters of distributions (e.g. mean or standard
* deviation) for failure events to evaluate their possibilistic distributions, i.e. fuzzy probability
measures represented by fuzzy numbers, ¢.g. in the triangular form /Te83, Ka86b/;
(c) using fuzzy numbers calculus /Ka86b, Ka86c/ to quantify the fault and event trees based on

relevant miniral cut sets;
(d) to analyse the results obtained and to prepare informaiion for decision making or further

. analyses based on fuzzy measures of uncertainties. :

This approximate frarnework would be consistent to include the future additional features, e.g.
to combine non-conflicting information represented as Shafer's belief structures using
‘Dempster's rule of combination /De67/ or to combine non-conflicting information represenied
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by the possibilistic measures of probability using the relevant rule of combination. There are
expectations that new proposals may emerge from the the non-probabilistic theories described
above which will be interesting to apply in PSA practice /Wu90/,

The struciure of logical modes (the fault and event trees) would be deveioped in a
conventional way based on "hard" topological and functional-logical information. The next
stage of the system development would be to also consider uncertainty in the deterministic
object-oriented medelling and the classification of plant's states (with the analysis of their
influence on logical models of the plant and the assessment of consequences). The whole
process of the logical modelling of the plant would be supported by an expert system with
some functions automated, (e.g. the consiruction of the fault/event trees on the knowledge
acquired from the dormain experis).

Opinions have been expressed that the fuzzy set theory is well suited to model man-machine
systems. Approaches based on the fuzzy set theory are used in the diagnostic software for
complex systems /Gu87, Gu88, Gu89/. This theory is applied for human problem solving
/Hu84, Sh88/ and advanced modelling of operator behaviour /Am87/. There are also proposals
to model human reliability using fuzzy probabilistic measures /Te83/. Some ideas to apply the
combined framework for the fuzzy probabilistic quantification within PSA have been proposed
in ref. /Ko90/. The fuzzy probabilistic approach is well suited for quantification of such logical
structures as HRAET and CAT.

The simplesi way to convert the a quasi-random variable J,, characterized by the pdf 5; (q),
into a fuzzy variable 0 is to divide §; (¢ ) by max §; (¢ ) /Ka86b/:

g

8; (g)

w(g) = maxa,.(q)

However, a simplified shape of the fuzzy variable as a ‘manguzar fuzzy number can be
proposed, described by a set of three real numbers (g} , ¢, ¢, ) (according to &;(g)) with the
following assignmenis:

cgl = qé% (5% percentile of i-th quasi-random variable);

. c_gi,,, = ggle,% (50% percentile, i.e. the median value);

. gn = ghsq, (95% percentile).

These real numbers correspond to the lower bound, median and higher bound of the
probability, and in soine cases {¢.g. for log-normal disivibuiions) the calculation of the error
- factor EF,, defined as EF, = ¢,, / q; = g, / ¢, is useful. Other assignments can be
proposed, e.g. based on a mean value and standard deviation of a quasi-random variable. Thus,
such fuzzy numbers can be represented in some cases using two real numbers: (g,EF). The
possibilistic measures in the form of the fuzzy probability can sometimes be obtained directly
by combmmg multi-expert judgements /Du86/ and then represented by the fuzzy number
(‘?l s ‘E'm s g.‘r’z ).

Fuzzy quantification of a fault ivee (or an event iree} is very simple. Having the set
(ql qm , qn) for each fuzzy variable @, the fuzzy probability of the top event is calculated
according to the general formuia:
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Jj=1
where:  is a number of minimal cut sets, M is j-th minimal cut set; © and II are special
operators on fuzzy numbers; for subtraction and multiplication respectively
Multiplying fuzzy numbers in the form proposed and their subtraction from 1 is very simple
and can be performed in a similar way to that described in ref. /Ta83/. The calculation cost of
the fuzzy probability 0 is much lower than in the case of quasi-random variables, although the
uncertainty range obtained will be wider. For example, if two fuzzy numbers representing the
fuzzy probabilities: (g;,EF,) and {g,EF,) are multiplied, then a combined fuzzy number is
(g:9,,EFEF,). Thus, the error factor of the new fuzzy probability is a product of the error

factors of these two fuzzy numbers.

The approach proposed seems to be fully justified when data for calculation are weakly
supported by statistics and are based mainly on expert opinions. This is precisely the case when
agsessment of the human factor is involved. Some proposals to use the fuzzy PSA results for
safety-related decision making are described in ref. /Ko90/.

Although some authors are sceptical as regards the application of new non-Bayesian theories in
PSA practice /Wu90/, they do not exclude this in the future, when these new theories will be
more mature. On the other hand the fuzzy measures have already been proposed in PSA
practice as the design thresholds limits to be compared with quantitative results /Ap89, Ko90/.
The proposal described above can be treated as a small step in the practical application of a
non-Bayesian theory. This direction is also promising in building the PSA expert systerns when
the uniform treatment of uncertainties in data and knowledge will be of interest.

Application of the fuzzy set theory approach is often considered to be atiractive and effective
v

d {o be af
for decision making, and is justified especially on the higher level of risk related decision .

making /Vo86/.
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4.5 Proposals for system development

The research and software design effort should be aimed at developing a software environment

(Fig. 4.3) supporting the PSA/HRA studies of scope I and II (Table 4.1). This requires the

integration of several programming applications to be developed based on:

(1) Hybrid expert system shell (and AT supporting software);

(2) CAD (Computer Aided Design) to support the graphical representing of topological and
functional-logical information;

(3) Data base (e.g. Reliability Data Base) and its management compatible with applications
applied;

(4) Model base and its management;

(5) Interface to the user.

Other works mentioned earlier to be carried out is as follows:

- the development of an HRA expert system using conventional HRA techniques (THERP and
other methods as proposed in liem 3.6),

- knowledge acquisition for the PSA expert system to enable automatic construction of the
fault trees (e.g. by means of backward chaining) and event trees (e.g. by means of forward
chaining) based on topological/functional-logical knowledge base (Fig. 4.3),

- integration of the HRA expert system with PSA expert system,

- the development of a framework for representing and treating uncertain data/knowledge

including expert opinions,
- verification and validaiion of the entire HRA/PSA expert sysiem.
The scope of work described is very complex and requires considerable research and designing
effori to be spread over a longer period /IAS0, 1A91a/. One of the most important aspecis in
building the knowledge-based systems (expert systems) is their verification and validation
/TAS1Y/ (see also Appendix 1).
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S Conclusions

Human Reliability Analysis (HRA) is considered as one of the most important tasks within
Probabilistic Safety Analysis (PSA), because the so-called human factor has been recognized as
the main contributor to the risk associated with operation of complex technological hazardous
systems. Marny models for quantifying human reliability have been developed to date, but only
a few, for example the Technique for Human Error Rate Prediction (THERP), are more widely
used in PSA studies of nuclear power plants.

A methodological difficulty of human error analysis is inherited from the special nature of
mind. Human beings are destinct from the technical components because their behaviour is
characterized by substantially larger variability and complexity. Therefore in the development
of the operator behavicur models one has to include technical as well as psychological aspects.
Contemporary human error analysis suffers from two main unresolved issues: the sparse data
base on all human activities and the shortage of methods for dealing with the intention behind
'exiraneous' actions.

In addition to these 'theoretical' aspects there exsists a substantial problem which has an
influence on HRA quality. Insights from comparisons of the HRA model applications show
that different analysis teams produce different results for the same problem /Po88a/. The
quantifying uncertainties in hurnan reliability can be reduced by using the supporting computer-
based tools. :

Thus a software system supporting HRA is needed. The system should be designed on the
basis of expert system technology and developed with regard to psychological cognitive
theories to cover important cases of human interactions/errors. In the report an approach is
proposed to develop the software system in consecutive steps based upon several medelling
techniques for three levels of the HRA/PSA effort. The interface of this system should be
designed as "user friendly" to help the analyst in selecting the relevant modelling technigues for
different kinds of man-machine interaciions including important types and effects of
actions/errors.

After the computer implementation of the THERP technique it is proposed to develop the
computerized versions of following techniques: ASEP-HRAP, INTENT, SLIM and APJ as
well as an integrating module using the expert system technology. The software system should
be developed in such a way as to enable communication with various data bases. The
cvaiuation of HEPs for given attributes/parameters of the imodel selected should be
documented in Human Relisbility Data Base (HRDB). Thus, the data obtained can be
scrutinized and easily modified when new evidence is available. The sysiem might be used for
docurnenting of HRA results for both the single- and multi-expert HRA techniques. The HRA
expert sysiem proposed could in the future be an important part of the PSA expert system.

The PSA expert system (knowledge-based system) should consist of several modules which
enable full documenting of the analyses with some functions to be performed automatically,
There are several related research topics to be undertaken. The scope of research and
designing works is very compiex, therefore they have to be spread over a longer time with a
- contribution by several domain experts and software designers.
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Appendix 1

Features of the expert system technology

Al.1 Expert Systems and Decision Support Systems

 Expert systems (ESs) are computerized advisory programmes that attempt to imitate or
substitute the reasoning process and knowledge of experts in solving specific types of problerms

/Tusy/.

The characteristics and capabilities of ESs make them different from conventional computer

systems. For example, their knowledge base is separated from the processing (inference)

mechanism, execution is done by using heuristics and logic, explanation is a part of most ESs,

they can operate with incomplete or unceriain information and can deal with qualitative data,

etc.

Expert systems are composed of two major parts: the development enviromment and the

consultation (run-time) environment (Fig. Al.1) The development environment is used by the

ES builder to introduce experi knowledge into the knowledge base. The consuliation

environment is used by a user, who may be a nonexpert, to obtain expert knowledge and

advice.
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Fig. Al.1: Structure of an expert system /TuS0/

The following components exist in a more sophisticated expert system: knowledge acquisition
(acquired by a knowledge engineer from an expert), knowledge base, inference ‘engine,
blackboard (workplace), user interface, expianation facility, and knowledge refining Systeam
Hay. ; o g s g | R
The basic steps in ES development are shown in Fig. Al.2. An important stage in ES
development is phase 6, rapid prototyping, which includes: knowledge acquisition, knowledge
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representation as well as case study identification, testing, and evaluation. Stages of knowledge
acquisition are presented in Fig. A1.3.
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Fig. Al1.2: Expert sysiem developrment process /TuS0/

Kanowledge acquisition involves quality control aspects. These appear under the terms
"evaluation®, "validation", and "verification”. The objective of evzluation is £0 assess an expert
 system's overall value. In addition to exhibiting acceptable performance levels, ES should be
usable, efficient, and cost effective. Validation is a part of evaluation that deals with the
performance of the System (e.g., as it compares to the experis). Verification is also part of
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evaluation. It refers to building the system "correctly", that is substantiating that the system
correctly implements its specification /TuS0/.
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Fig A1.3: Stages of knowiedge acquisition /Tu90/

It is helpful to identify several levels of software (and sometimes hardware) that have been
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major groups: specific expert systemns, shells, and tools (tools appear under several names:

hybrid environment, knowledge engineering environment, building tools, development tools,
T

etc.) /Tu%0/. Building tools can be used to build shells or to build specific ES. ES shells are
used to build specific ES (sormetimes in conjunction with building tools). These three levels of
technology are shown in Fig. Al.4.

The tendency is observed to integrate Decision Support Systems (DSSs) and Expert Systems.
DSSs are often understood as the management decision systems, which are defined as
interactive computer-based systems to be designed for helping the decision makers to utilize
data and models to solve unstructured problems. DSSs couple the intellectmal resources of
individuals with the capabilities of the computer to improve the quality of decisions. In certain
problem domains both ES and DSS may have distinct advantages that, when combined, can
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yield synergetic results, Expert systems can be attached to DSS components as illustrated n
Fig. A1.5.
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Fig. Al.4: Software for building expert systems /TuS0/
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ALZ Software for building engincering expert systems

In recent years a significant number of software tools have arrived on the market for the
development of expert systems. As has been shown in Appendix 3 there is a growing interest in
developing engineering expert systems on PCs and work stations (e.g. SUN computers),
therefore, this short review is devoted to the expert system development tools for such
computers, and software tools available in Europe.

Choosing an appropriaie tool for building an expert system is a difficult decision. The
foliowing considerations should be taken into account when selecting software for the project

/ReS0b/;

- development consirains (the time, money, personnel and hardware required; there are three

main types of tool available: expert sysiem shells, more sophisticated ‘hybrid' environments,

and high level programming languages such as LISP);

tool support facilities (useful support facilities include knowledge base editors, debugging

aids and explanation facilities; the provision of graphical toolkits can also improve the

efficiency of the development process);

- reliability (it is best to select a tool which has a large user community and a reputation for

being robust and well-debugged);

product support/maintenance (select a tool which has adeguate documentation, will be

mainiained/supported by its developer and will support enhancement in other software in use

in the future);

maintainability/updating (as the systems become more complex and larger, significant prob-

lems are encountered in maintaining a rule base, validation of the knowledge base and run-

time speed; on the other hand, frame-based systems, or object-oriented systems, need to be

updated and maintained by a developer who has to be reasonably well wrained);

- interfaces (it may be necessary for the expert system to communicate with other hardware

and software);

special requirements (the application may require kniowledge to be stored in a certain way,

discounting some of the shells available);

- cost (the cost of the tool and associated run-time licences neads to be considered; for most

projects these factors are insignificant in comparison to the overall project cost);

hardware (the expert system to be used needs to be compatible with existing hardware, or the

modifications/purchase of hardware to make them compatible needs to be cost-effective);

- standardization (to ensure comsistency within a large organization, and the poriability and
interfacing of applications developed).

Many tools for developing expert sysiems ranging from small 1o complex hybri Is hav
been described in /ReQ0b/. Taking intc account the needs to devel
systems for PCs and work stations, to support the human reliability evaluation and PSA
studies, the following tools have been selected for further consideration: XEE and KAPPA
from IntelliCorp, Inc. as well as EGERIA and XiPLUS from Experiech Ltd. The sofiware
products from Inteilicorp, Inc. are known worldwide and used for both research and
engineering applications. : ' R

KEE (Knowledge Engineering Eavironment) /KESQ/, written in CommonLISP, is a hybrid
system built on an object-oriented environment to provide knowledge representation tools,
© various reasoning strategies, and graphical user and developer interface facilities. KEE PC-
HOST enabies the development of applications on high-powered work stations and the deliv-
ery of them onto PCs linked to mainframe/mini-host computers /ReS0b/. This tool is quite
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popular in developing engineering complex expert systems and therefore is described in detail
in Appendix 2.

The approximate prices of KEE are: 10,000 USD (for IBM-PC), 30,000 USD (for mini-
computers) and 98,000 USD (for IBM mainframe).

KAPPA /KA92/, written in C, is a general purpose object oriented software environment for
developing PC based applications under MS Windows, KAPPA-PC combines four
technologies: object-oriented programming, rule-based reasoning, active graphics and dynamic
links to other applications and data bases. The processes of the domain are represented in three
different ways: methods, functions and rules. KAPPA takes advantage of computer systems

Sl Wl a; FAESDLVLAL

with expanded and extended memory and makes fuil use of Dynamic Data Exchange (DDE).
KAPPA-PC provides developers: powerful modelling of real-world solutions; fast and efficient

obiect ranagement schemes; Tue Message passing; consistent inhieritance by reference of slots,
values, methods, and slot options; object networks, implicit value typing, slot value constraints
(numerical, Boolean, multiple choice of text or objects as slot values); slot monitors (also
referred to as demons; methods attached to slots are iriggered upon occurrence of a certain
event: if needed, before change, after change); message passing, activation of the inference

engine, function calls, graphics animation, and data access from methods.

Rules enable developers to incorporate judgement and experience. Rules and object slots are
compiled into an RETE inference network. Rules in KAPPA allow: agenda-controlled forward
chaining; goal-driven backward chaining; forward engine can be invoked during backward
inferencing and vice versa; four rule firing scheme: depth first, breadth first, best first, and
selective); pattern matching on cbjects; pricrities for conflict resolution; rule sets focus
inferencing; "if*" and "then" parts of the rule to be an arbifrary set of conditions and actions;
backward chaining on multiple conclusions; flexible explanation facility to explain the
conclusions; mule trace and break capebilities; slot trace and break capabilities; message
passing, activation of the inference engine, function calls, graphics animation and data access
from rules. |
KAPPA-PC Application Language (KAL) is an integrated, high-level langnage which allows
rapid prototyping, produces an efficient code and provides a Ibrary of about 300 predefine
functions. By using KAL developers can interpret code for rapidly defining, building, testing,
and refining prototypes without stopping to compile and link; generate compiled C code for
fast runtime performance; manipulate application kmowledge, maths, sirings, lists, logic, files,
control blecks, windows, pop-up menus, input forms, application graphics, i_nterfaces, and
system access; pass messages, and activate the inference engine, function ‘calls, graphics
animation, and data access from functions. | . ) -

KAPPA-PC can interface to data bases, spreadsheets, graphics and CAD packages,
conventional programming languages, and ASCII files. By taking advantage of DDE, KAPPA-
PC provides an interface to other DDE applications, such as Asymetix Toolbook, MS Excel as
well as Word and Project for Windows. KAPPA can dynamically interface to other

programues written in C, FORTRAN, or PASCAL. Embedding a C, FORTRAN, or PASCAL

" function in KAPPA is accomplished by declaring it in KAPPA's main module, compiling, and
linking. Any executable code can be called from KAPPA. KAPPA can be embedded inic aty
other MS Windows application. The approximate price of KAPPA-PC is 4,000 USD.
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Recently ProKAPPA has become available, a general purpose application development
environment for UNIX, and X Windows work stations. ProKAPPA is also written in C and is
considered as a very powerful hybrid shell, comparable functionally with KEE, but faster.
Intelicorp, Inc. announced recently that a new generation of software for building expert
systems will be available in the near future. Ideas from two shells, namely KAPPA 2.0 and
ProKAPPA, will be further developed based upon a new object-oriented programming
methodology. This new hybrid tool, named KAPPA 3.0, for unix work stations will be a
successor to KEE.

BGERIA /Re90b/, written in C, is a hybrid tool which supports classes, inheritance, objects
and relationships for knowledge representation. The sofiware and hardware environments for
applying this tool range from IBM-PC or IBM PS/2 to SUN or VAX workstations. EGERIA
provides the following facilities for knowledge representation: object description (frames,
multiple inheritance, objects, relationships, rules), data types (conditions, probabilities,
numbers, enumeration, string, groups, functions) and actions (tasks, procedures, messages).
The basic inferencing mechanism of EGERIA is forward chaining, with the propagation of
consequences through the inference net established by the compiler, Backward chaining can be
forced by user-specification of geals during run-time. Backward chaining carried out by
EGERIA is 'intelligent' in the sense that it minimizes unnecessary questions to the user.

In EGERIA the inference engine handles: forward chaining, intelligent backward chaining,
hypothetical reasoning (viewports, truth mainienance, hypothesize and test), object oriented,
blackboard, logic (first order, set theory), production rules, demons, metacontrol, uncertainty
management (Bayesian, probabilistic, fuzzy sets, multivalues), pattern matching (variables,
literals, strings, structures), maths calculation and modularization.

EGERIA provides a buili-in data base, which is dBASE III compatible on the PC. Because it is
controlled from the procedural language, the data base VO is well integrated with the
knowledge base. A direct interface to C is available; external programimes can be run through
the C interface.

The approximaie prices of EGERIA are: 10,000 USD (for IBM-PC or compatible) and
15,000-44,000 USD (for SUN and VAX work siation).

ZiPLUS /Re90b/, written in C (since release 3), is a PC shell in which rules are represented in
English language format. Rules are made up of identifiers, relations and values. This shell is
fundamentally backward-chaining, although limited forward chaining is supported by the use of
demons. XiPLUS provides no support for uncertainty handling. The shell allows for
programume inierfaces to C, Assembler and Basic. There are aiso data interfaces to
spreadshests and data base files and graphics interfaces to graphics packages. An interface
programme ROLLPRCG allows XiPLUS to be dumped to a disk file making more MEemory
available for an external application. _

The approximate prices of XiPLUS are: 4,000 USD (for IBM-PC) and 8,000-34,000 USD {for
VAX work station).
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Appendix 2

A hybrid software tool for buliding expert systems:
Knowledge Engineering Environment (XEE)
A2.] General remarks ) '

KEE is a software package which provides the user with the programming tools and
techniques necessary to generate an application representing and analysing knowledge (expert
system). A model of the problem to be handled is represented by a set of hierarchically ordered
objects and a set of mles. Properties can be defined for these obiects and their behaviour can
be simulated by programs or conclusions on the basis of these rules. '
KEE is written in Lisp and more extensive applications such as the system of rules are
themselves implemented as a KEE expert system.
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A2.2 The structure of KEE

AZ2.2.1. Units

Objects are represented in KEE by units. KEE differentiates between a class unit (a set of
similar objects) and a member unit (a representative of such a class unit). The classification of
objects into class units or member units must be made by the person generating the experi
systerm and depends on the desired degree of detail definition. o

Example 1:
The following classification could be made for a problem from reactor technology:

class unit active.componeits
member unit:  valve

class units:  active.components
valves
member units valve.with.electric.drive
valve.with.hydraulic.drive
The second variant is characterized by a higher degree of detail definition.
The units are hierarchically ordered. The linkage between two class units is referred 1o as
superclass-subclass link (shown by a solid line), the linkage between class unit and member unit
is a class-mnember link (shown by a dotied line). There are no limiis o the combination of these
links, so that 2 unit can have several superciasses or be linked to another unit by a superclass-
subclass link and to a further cne by a class-member link.
Not all units of an expert sysiem must be interlinked. Such a system normally consists of
several hierarchical unit structures. The classification and hierarchical order of units can be
changed and extended at any time.
One also refers to the descendants of a unit within a unit structure. Descendanis are all
hierarchically lower units.

Example 2:
Figure A2.1 shows such a unit structure, again with terms from veactor technology as the
objects.
» Operating-Systems
Systems Passive-Systems

Safety-Systems

Emergency-Power-Supply
* Acﬁve-Syseemsé Shut-Down-System Emersency-Cooling-System
Decay-Heat-Removal-Systems==_ g erg on c§-F v Ete rj-{Sys tem

Fig. A2.1: Example of 2 unit hierarchy with terms from reactor technology
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The sysiems are divided into Operating-Systems and Safety-Systems through superclass-
subclass links, and the Safety-Systems are again divided into Active- and Passive-Systems.
Two representatives of the Active-Systems (identified by a class-member link) are Emergency-
Power-Supply and Shut-Down-System. A group of similar objects belonging to the Active-
Systems (superclass-subclass link) are the Decay-Heat-Removal-Systems with Emergency-
Cooling-System and Emergency-Feedwater-System as representatives (class-member link).

AZ.2.2 Slots

Slots are defined for each unit to describe an object. A slot can be a property (attribute) of the
object (e.g. colour) and also its behaviour (e.g. a calculation rule).

KEE differentiates between two groups of slots, the member slots and the own slots.

An own slot defines a particular property of an object. Member units as the representatives of 2
class unit have therefore only own slots.

A member slot is the common property of a set of objects, i.e. of a class unit and its
descendants. All descendants inherit the member slot from the class unit in which it is defined.
If the descendant is a member unit, the member slot automatically becomes an own slot.A class
unit can also possess own slots in addition to member slots, but these are not inherited.

It is advisable to define member slots as high as possible in the hierarchy,

Example 3:
The hierarchy in Fig. AZ.1 is extended by several siots.

Unit Slots defined in this unit
member own
Systems mainienance.interval
reliability
Safety-Systems degree.of.redundancy
Active-Systems power.supply action.imode
external.actuation

Tab. A2.1: Siots defined in the hierarchy of Fig. A2.1

In addition to the slots defined in the unit active.systems, the latier would inherit the slots
maintenance.interval and reliability from the unit Systems and the slot degree.of.redundancy
from the unit Safety-Systems. The member unit Shut-Down-System (Fig. A2.1) has the slots
maintenance.interval, reliability (inherited from Systems), degree.of redundancy (inherited from
Safety-Systems), power.supply and external.actuation (inherited from Active-Systems). The
slot action.mede is an own slot and therefore not inherited. Since Shut-Down-System is a
mermber unit, all is slots are own slots,




A2.2.3 Facets

Each slot consists of a set of facets descnbmg it in more detail. The most important facets are
inheritance, valueclass and value. : -

The value facet contains the value of the slot.

The inheritance facet determines how the contents of the value facet are fransmitted for the
inheritance of slots. There are several possibilities, such as override.values (explicitly entered
values overwrite the inherited value) or union (both the entered value and the inherited value
are values of the value facet).

The valueciass facet defines the valid range of values for the value facet. Examples of
valueclasses are number domains such as INTEGER or NUMBER, an interval, a group of
values such as (blue, red, green), a class unit with all its member units as the valid values or a
combination of these possibilities.

The definition of a class unit as a valueclass is a further type of linkage between units in
addition to the links described above.

Example 4:
Terms and notations from reactor technology are used again.

Energy-Sources <§;‘:§:§;Generatog

Fig. A2.2: Unit hierarchy of energy sources

In addition to the hieraichy

possible power sources. The following slots and facets are defined within the units of Hg.
A2.1:

class unit: Active-Systems
member siot: power.supply
valueciass: Energy-Sources

-1 F-n rom A 1 thava io mnwr a earand hierarchy w W __.h m{_}dels

LEUIS Sidyel Lilwilr Lo LYY O AL Laihrs S wan Y

member unit' Emergency-Feedwater-Sysiem

P,

PR
OWIl slot: DOWEL.BUPPLY

value: Diesel-Generator
The unit Active-Systems from Fig. A2.1 has the slot power.supply as a common property
which is characterized by the source. Since the power sources are organized in a hierarchy of
their own (Fig A2.2), the valueclass facet receives the value Energy-Sources. In the member
unit Emergency-Feedwaier-System the inherited slot power. supply hecomes an own siot and
recewes the value D1escl Generator, a member umt of Energy-S ource.

AZ.2.4 Methods

' The values so far described for the facets can only define the properties of a umit. If the
behaviour of an object is to be simulated, a sc-called method slot must be defined. A method
slot is 2 normal member or own slot whose inheritance and valueclass facet have the value
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‘method'. The value facet of this slot contains a Lisp programme. The inheritance of method
slots takes place according to the rules described in the preceding chapter. A method slot is

started by a send message command.

Example 5: :
The exampie of method slots originates from mathematics. All siots are method slots. They
indicate rules according o which the volume of bodies is calculated.

Race Rec Boxes

"= e tang.leg:;: Pyramids
Bodies <
Cylinders

Fig. A2.3: Unit hi“i‘&.t‘*"h}f bodies

The following method slots are defined in the units:
unit: Bodies
member slot: calculate.volume
value: volume = (base * height)

unit: Base-Rectangie
member slot: calculate.base
value: base = (width * length)

unit: Pyramid
own sloi: calculate.pyramid.height
value: pyramid.height = (1/3 * height)

unit: Cylinder
own slot: calculate base
value: base = (pi * radins?)
The volume calculation is given for all bodies by the formula base*height and can therefore be
dﬂﬁnm‘ '*{,! a 3‘:&:’:‘%* slot at the top of the hierarchy. The different bases must be distinguished

3 3 ¢l
culafing ine bhasge. Bgdlgs ag ihgrg ore Q‘xnﬁmr{ ﬂ-:i'-r\ #“-:n nnkninnnan ane A?ﬁ‘;“.ﬂ".g the

caicuiatlo*l for a circle and the other that for a rectangle as the base.

K e.g. the volume of a pyramid is calenlated, the general formula base*height is obtained from
the unit Bodies, the formula for the base from the unit Base-Rectangle and the formula for the
height from the unit Pyramid.

A2.2.5 Active values

A further possibility of activating Lisp programines in slots is the definition of active values.

~ The active value is a facet whose value is a Lisp programme. If the value facet of the slot to
which the active value belongs is accessed, the Lisp programme is executed. KEE differentiates

between active values for read and write access. In the latter case, the value of the valus facet

is only changed after execution of the Lisp programme.
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Examples of application are the verification of data read in, protection against unauthorized
reading or the automatic correction of data in the case of a value change.

Example 6:
The unit systems from Example 3 has the slots maintenance.interval and reliability. The value
of the value facet of reliability is i.2. also dependent on the value of the maintenance.interval. In
order to achieve data consistency, the following definitions are made for the slot
maiienance.interval:

value class: ONE.OF (monthly annually)

aciive value for write access.
The Lisp programme of the active value executes the following algorithm:

s

if
the old value of maintenance.interval is monthly and
the new value of maintenance.interval is annually
then
the value of reliability is (value * factor)
if
the old value of maintenance.interval is anmually and
the new value of maintenance.interval is monthly
then

the value of reliability is (value / factor)
This active value thus serves to automatically adapt the value of reliability to 2 change in
maintenance.interval.

AR A L Thelan
LRdzofeatle EREEERAS

A second approach to simulating the behaviour of objects is the use of rules. A detailed
description of the rules would be going too far within this context, so that in the following
some important properties of the rules will be enumeraied and their behaviour demonsirated

using an example.
The general form of a rule is:

IF premise:

A rule is the value of the value facet of a rule unit. The definition of a rule unit automatically
creates a superciass link to an expert systemn available in KEER which organizes the processing
and linking of rules.

Rules are formulated in a language similar to English in order to make them comprehensibie
even for inexperienced users.

Rules can be combined in classes (rule class units), so that the class can be specified for the
processing of rules.

' KEE offers two fundamental possibilities of Iogical conclusions by means of rules: forward
chaining and backward chaining. Forward chaining begins with 2 new premise and determines
the resultant conclusions, whereas backward chaining uses known facts in order to verify a
hypothesis.




AZ2.2.6.1 Foerward chaining
The forward chaining mode will be explained by an example.

Example 7:

Emergency-Power-Supply
Systemsi Safety-Systems — Active-Systems

tant-Protection-Sysiem Decay-Heat-Removal-System

Fig, AZ.4: NPP system in a unit hierarchy

The unit structure of Fig. A2.1 has been extended by the unit Plant—Protecnon System Fig,
AZ2.4 only shows the units of relevance for this example. ' : g

The following slots and facets are defined:

unit: Plant-Proiection-System
own slot: loss.of offsite.power
valueclass: ONE.OF (yes no)
own slot: emergency.protection
valueclass: ONE.OF (yes no)

unit: Active-Systems
member slot: demand
valneclass: ONE.OF (ves no)

member slot: availability
valneclags: ONE OF {xms no

¥ ARG WAL WA WA AN F

The next figure shows the ruleciass simulation.rules with three ruies.

Emergency.Power.Supply.Rule
Simulation.Rules Loss.of Offsite. Power.Rule
Decay.Heat.Removal.Rule

Fig. A2.5: Unit hierarchy of simulationrules .- . -

_ The rules are defined as follows:

Loss.of Offsite. Power.Rule:
¥ value of loss.of.offsite.power in Plani-Protection-System is 'yes'
THEN value of demand in Emergency-Power-Supply is 'ves'

Emergency.Power.Supply.Rule _

3 value of demand in Emergency-Power-Supply is 'ves' and
value of availability in Emergency-Power-Supply is ‘no'

- THEN value of availability in Decay-Heat-Removal-System is 'no’




Decay.Heat.Removal Rule:

IF value of availability in Decay-Heat-Removal-System is 'no'
THEN value of emergency.proiection in Plant-Protection-System is 'yes'

The following initial values are set in the expert system:

Unit Slot Value
Plant-Protection-Sysiem loss.of.offsite.power |no value
emergency.protection | no valu
Emergency-Power-Supply demand no value
availability no
Decay-Heat-Removal-System | availability ng value

Tab. A2.2: Slot values before rule application in forward chaining example

Processing of the rule system by forward chaining comprises the following steps:

- Start of forward chaining by the command ASSERT statement ruleclass _
statement: velue of loss.of.offsite.power in Plant-Protection-System is 'yes'
ruleclass: simulation.roles .

. The statement is added to the expert system as new knowledge.

- Seek 21l rules in the ruleclass which have the statement as the premise

- The rule Loss.of Offsite.Power.Rule is found

. The conclusion value of demand in Emergency-Power-Supply is 'yes' is added to the expert
system as new knowledge

. Forward chaining is restarted with the conclusion as the new statement

- The rule Emergency.Power.Supply.Rule is found

- The second premise value of availability in emergency.power.supply is 'no' is verified

- The premise is fulfilled (see Tab. A2.2)

. The conclusion value of availability in Decay-Heat-Removal-System is 'no’ is added to the
expert sysiem as new knowledge

. Forward chaining is restarted with the conclusion as the new statement

- The rule Decay.Heat. Removal Rule is found

The conclusion value of emergency.protection in Plant-Protection-System is 'yes' is added to.

the expert system as new knowledge I

- Forward chaining is restaried with the conclusion as the new statement -

-

- No rule is found
- Forward chaining is terminated
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Afier the execution of these steps, the values in the expert system have changed as follows:

Unit Slot Value
Plant-Protection-System loss.of .offsite.power | yes
emergency.protection | yes
Emergency-Power-Supply demand yes
availability no
Decay-Heat-Removal-Systemn | availability no

Tab. A2.3: Slot values after rule application in forward and backward chaining example

AZ.2.6.2 Backward chaining

Backward chaining is also merely demonstrated by an example.

Example 8:

The unit hierarchy, the slots and facets, and the rule system are defined as in example 7. The
initial values are shown in Tab. A2.4,

Unit Slot Value
Plant-Protection-System loss.of.offsite.power | yes
emergency.protection |no value
Emergency-Power-Supply demand ye
availability no
Decay-Heat-Removal-System | availability no value

Tab. A2.4: Slot values before rule application in backward chaining exampie

Processing of the rule system by backward chaining comprises the following steps:
+ Start of backward cnazmng by the comman d QUERY hypomcsls ruleclass

]
o !

Y bian 1 g - . " .
1ypothesis: v of emergency.protection in Plant-Protection-System is 'ves

LY RAULLGES, Vaiie Of Cincy AETH ) V. Y4 [

ruleclass: Simulation.rules
- Seek all rules in the ruleclass which have the hypothesis as the conclusion
+ The rule Decay.Heat.Removal.Ruie is found
- The premise value of availability in Decay-Heai-Removal-System is 'no’ is added to the
expert sysiem as new knowledge
» Backward chaining is restarted with the premise as the new hypothesis
- The rule Emergency.Power.Supply.Rule is found
* The first premise value of demnand in Emergency-Power-Supply is 'yes' is verified
- The second premise value of availability in Emergency-Power-Supply is 'no' is verified
- The premise is fuifiiled (see Tab. A2.3)
- There is no further hypothesis to be examined
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. The first hypothesis value of emergency.protection in Plans-Protection-System is 'yes' 18
added to the expert system as new knowledge

- Backward chaining is terminated

After the execution of these stepé, the values in the expert system are as described in Table
A2.3. i :
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Appendix 3

An expert system for the application of THERP

A3.1 Introduction

The expert system ESAP presented in this Appendix is intended to increase the application
reliability of the THERP method (see Chapter 3.5.2). The suztabﬂxty of an expert system for
this purpose is based on

- ‘easy expandability

- a knowledge base growing with application

- the availability of the required data management and

- ease of creating a user-fifendly display surface.

Chapter 2 first of all illustrates the content conversion of THERP. Chap@r 3 describes the

dix N
program conversion using KFE (see Appendix 2).

%
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A3.2 Content conversion of THERP

A3.2.1 Procedurs

THERP provides a model for calculating the probability with which human errors conwibute to
a system failure by analysing the procedures to be carried out by the maintenance staff and
operators. THERP distinguishes between two times at which a procedure takes place: prior to
or during an accident. Procedures prior (o an accident serve for component testing,
maintenance and timely repair, if required, and thus contribute towards ensuring system
relisbility. Procedures during an accident concern the supervision of automatically initiated

system responses, planned measures for accident control and the implementation of emergency
measures for beyond-design events.

The example under consideration is the safety concept of the FRI-2 (DIDQ) research reactor.
It provides for iwo possibilities of emergency cooling for the accident invelving a "eak in the
primary circuit™; (1) automatically initiated heavy water emergency cooling; (2) operator-
initiated light water emergency cooling (Fig. A3.1).

Emergency
cooling fails
|
ARITS
Fa WL P
|
No No
heavy water light water
injection injection
i i
OR OR
I i
L ! i[
Technical failure Operaior fafluze Technical failure Operator failure
of heavy water Lo arwstol of light water O iignm Wawer
nizction heavy watcr mjection injection injection during
mpetaon nrior i accident S the accident
Do 10 accgent the acliaeni
SWTV LWTVY
SW: heavy water LW:light water

Fig. A3.1: Simplified fault tree for FRI-2 emergency cooling

" In order to evaluate the operator error contribution to the system failure "emergency cooling
fails" it is necessary to calculate the probabilities of the cccurrence of a critical fauli in either
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procedure: "heavy water injection test (every 4 years)" (procedure prior to the accident) or
"light water injection (on demand)" (procedure during the accident).

The calculation of these probabilities with THERP requires an extensive analytical process
(note: the THERP handbook contains about 800 pages). In order to assist the user in this
analysis, a catalogue of questions to be answered for evaluation was devised as part of the
studies described here. For example, the operator's knowledge level or a possible staff
redundancy must be confirmed by a 2nd operator. The questions for procedures prior {o an
accident are compiled in Tab. A3.1. Questions for procedures during an accident are
comparable. The questions are written in standard type, the possible answers in italics.

The procedure is performed by an...

experienced operator inexperienced operaior

The procedure is known to the operator due to...

an oral

. f a written document
InSiruciion

Is the written document available as g check list?

yes 1o

How is the procedure described

Activity within Test,
o Work at valves

, . Maintenance
the conirol reom calibration

At which level of stress is the procedure performed?

too low optimal high extremely high

Personnel redundancy?

1o by 2nd operator by 2nd and 3rd operator

_ e e A
Control situation for the 2nd operator

Control with | Undetected ervor
Routine control | Special control | active manual =
measure peril of death

Tab. A3.1: Questions concerning the procedure prior to an accident

The individual steps are then to be listed for each of these procedures. All steps or
combinations of steps which, if omitied, lead directly or indirectly to a system failure must be
identified. The individual steps and step combinations thus found constitute the set of so-called
‘failure paths". Several such failure paths are considered as a unit, if they are completely
~ interdependent in the sense of forming a definable independent complex of tasks. Cne failure
path is selected from these units as representative, and only this path is then used for further
calculations.
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The cognitive level characterizing the type of activity must then be determined for the steps
resulting from the above procedure. A distinction is made between high (knowledge-based),
medium (rule-based) and low (skill-based) level.

For each combination of steps to be included in the calculation it is furthermore necessary to
define the dependence between two successive steps. This dependence is divided into none,
iow, medium, high and total.

The first four steps in the "light water injection" procedure are, for example, "take procedure in
hand", "give orders for light water injection’, "go to emergency control room" and "open
cabinet". The omission of one of these steps leads directly to system failure so that all sieps
thus belong to the set of failure paths, However, these steps are considered as a unit ("'complex
of tasks") of which step 4 “'open cabinet" is representative.

Brrors of omission and commission, {perception, operation, and other errors) are considered as
the causes of failure which may occur during the performance of these sieps. The eronesus
performance of a step is always based on one or several of these causes.

Errors of omission (in the sense of forgetting something) are accounted for by previcus
information concerning the procedure. Additional information is required to include errors of
commission. The question paitern for perception errors (e.g. reading) is shown in Tab. A3.2 -
Tab. A3.4. Operating errors (e.g. selection) are treated similarly, For the error type "other
errors” a more detailed description must be given by the medel user himself.

ecognize the information signalized by a reading
board?

the performance

of the step to

no ves

oy
i

Is it possible not to perform the step by watching the wrong reading board

no yes

Is the considered reading board positioned within a group of
similar boards?

yes

How is the considered reading board
¥

from adiacent reading boar

distinguished

additionally | additionally
by arrange- by clearly
lgzle); ;3 ment ina drawn
w8 Junctional seperating
group lines

Is the performance of a step required to recognize qualitative or quantitative

mforimation?

quaniitative

gualitative

Go on with Tab, A3.3

Go on with Tab. A3.4

Tab. A3.2: Questions for perception errors
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Which description suits the required quantitative recognition best?

Correct reading of a value on ..,

- @ printer with many parameters
- a graphical presentation

- a sheet writer

- an gnalogue display

- a digital display (< 5 digits)

Tab. A3.3: Continuation of Tab., A3.2

Which description suits the required qualitative recognition besi?

Noticing a devigtion from the limit on ...

- a sheet writer without limit lines

- a sheet writer with limit lines

- an analogue display without limit lines
- an analogue display with limit lines

- a digital display

Correct interpretation of the signal of an indication lamp

Noticing a wrong reading

Tab. A3.4: Continuation of Tab. A3.2

For medelling in THERP the following steps must thus be performed:

- identification of precedures belonging to the systern failure investigated
- general information about each procedure

- decomposition of the procedure into steps

- identification of essential steps

- information about possible types of errors.

A3.2.2 Calculations

A3.2.2.1 General

The calculation of failure probabilities leading to a system failure will be described in the
following. Failure probabilities for individual procedures are calculated, which are dependent
on the probabilities of the failure paths or steps belonging to these failure paths.

The step failure probabilities are calculated using the so-called basic failure probabilities (BF)
of the SWAIN handbook. A basic failure probability is not assumed to be a fixed parameter,
- but a random lognormal-distributed quantity. A lognormal distribution is uniquely determined
by two parameters. The two parameters specified in the SWAIN handbook for the basic failure
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probabilities are median (M) and unceriainty factor (U) for the two-sided 50 % uncertainty
interval (M/U, M-U).

The other parameters can be calculated using the formulas given under (1) in Fig. A3.2. In
order to calculate the probability of a failure path, a procedure or systemn failure, it is necessary
to use the operation rules specified under (2).

The notations used in this section are always composed of the parameter abbreviation (see Fig.
A3.2) and the abbreviations for the probability just calculated. ¥f the value depends on a failure

cause, this cause is indexed. The notation MBFy, for example, denotes the median of the basic
Failure probability for the failure cause "Interlassung" (omission).

1. Conversion
M
Lower bound UG = —
U
Upper bound oG =M U (max. 1)
2
Variance V = E? [—11‘-2- - 1]
M
. E
Median M=UG -U-=
1+ v
g2
Uncertainty factor U = gﬁ- = ;f-{”
oG
{m(oc 1 v6)¥
Mean E = M -exp| 0. 5
3.29
\
2. Combining of n gvenis
AND Cperation:
Median u=11m i=1..n
Lower bound UG = > M
/ TP
cxpl 0.5 1'{]251 {m{0G,; | UG;}; j!
Higher bound oG = M - exp[i}.ﬁ > {n(og; / UGf}}z}
CR Operation:
Mean E=1-111-E =Y E i=l.n
Variance V=% ila

Fig. _-A3.2: Computation rules for lognormal-distributed probabilities
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A3.2.2.2 Basic failure probabilities

First of all, the medians and uncertainty factors of the basic failure probabilities (BF) are
determined for each step (cf. A3.2.1) and each type of occurring error, i.e. Uy, Uy and U3 for
omission errors, By and By for operaiing errors, W1 and Wo for perception errors and S for
other errors.

The following definitions apply:

Uy EOM with correct use of checklist

Us: EOM with incorrect use of checklist

Us: ECM since written documents are not used

By: .. ECOM because components were mixed up or wrongly plugged together
By: . ECOM because sense of rotation was confused

Wit ECCM because displays were mixed

Woy:  ECOM in reading

The basic failure probabilities for omission errors are thus dependent on the general
information about the procedure and the number of steps belonging to the procedure. Tab.
A3.5 shows an example of determining the median and uncertainty facior of the basic failure

probability of Uy (MBFyy;, UBFp).

The procedure is known to the operator due | The procedure is known to the operator due

to an oral instruction (see Tab. A3.1) to a written document (see Tab. A3.1)
=11 | =2 | i=3 =4 | =5 n<12 n>1
0.001 (.003 .01 0.03 0.1 0.001 0.003
(3 (3) (3) (5) (5} (3) (3)
1 step number in the set of important sieps (for step numbers >3 a wiitien procedure is assumed)
2 total number of steps

Tab, A3.5: Median (uncertainty factor) of the basic failure probability of U

The basic failure probabilities for perception errors, operating errors and other errors ars
dependent on the type of procedure (prior to or afier the accident), on the cognitive level
belonging to the siep and on the answers to the specific questions concerning the causes of
failure. As an example, the determination of the median and uncertainty factor of the basic
failure probability of “\fl (MBF Wi UBF pr is shown in Tab. A3.6 {page A4-8).

The basic fatlure probabilities of W5, By, By and S are determined by similar rules.

A3.2.2.3 Modified failure probabilities

After determining the basic failure probability, its medians and uncertainty factors must be

modified so that modified failure probabilities (MF) are obtained. These modifications are

dependent on the general information about the prcceaure the cogmﬁve level 01 the siep. and -
the specific information about the failure cause. :
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The considered reading
board is not positioned
within a group of similar
boards (see Tab. A3.2)

The performance of the step does not require the information signalized by a 0
reading board to be recognized (sce Tab. A3.2) )
It is not possible not to perform the step by watching the wrong reading board 0
{see Tab A3.2) (1)
Procedure prior to accident o (1)
The cognitive level is high | 0.001
{knowledge) (1%
Procedure during accident |  The cognitive level is 0.001
medium (rule) (5)
The cognitive level is low | 0.001
(skill) (5)
The considered reading board is distinguished from adjacent reading boards only by | 0.003
labelling (see Tab. A3.2) 3
The considered reading board is distinguished from adjacent reading boards 0.001
additionally by arrangement in a functiongl group (see Tab. A3.2) '(3)
The considered reading board is distinguished from adjacent reading boards 0.0005
additionally by clearly drawn separating lines (see Tab. A3.2) (10)

Tab. A3.6: Median (uncertainty factor) of the basic failure probability of W

For example, the modification of U depends on the cognitive level, the stress level and the
operator's experience (see Tab. A3.1). These calculations are shown as an example of the

median of Uy in Tab.A3.7.

Stress level
too low optimal high extremely high
| Operator Cperator Operator
:’EZ z; inexperienced | experienced | inexperienced experienced | inexperienced
cognitive level |  cognitive | cognitivelevel |  cognitive cognitive level
level : level
high | me- high | me- | high | me- | high | me- | high | me-
' diuin dium dium dium diuin
low low low low low
%5 | mome | x2 |mome | x5 | x2 | x10 | x4 |=025| x5 | =05 | x10

" Tab. A3.7: Modification of the median of the basic failure probability of Uy
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For an optimum stress level, an experienced operator and a high cognitive level the median of
the modified basic failure probability for U would thus be: :
MMFy, = MBFy X2

A3.2.2.4 Recovery failure probabilities and failure conditions

In the next step the recovery failure probabilities (KF) will be determined, viz. three KFs for
procedures prior to an accident (PVy,, PVip, PV9) and two KFs for procedures during an
accident (PW;, PW5), These correction failure probabilides are dependent on the general
information concerning the procedure (see Tab. A3.1). As an example, Tab. A3.8 shows the
determination of KFpyy,.

ersonnel
Nop reonnet Personnel redundancy
redundancy

Conirol situation for the 2nd operator

Conirol with | Undetecied error
Routine control | Special conirol | active manual =

measure peril of deaih
1 (1) 0.1(5 0.05 (5) 0.01 (8) 0.001 (5)
Tab. A3.8: Median (uncertainty factor) of a comection failure probability for procedures prior

to an accident

Furthermore, the probability of the failure conditions "incorrect use of checklist” (FB1) and
"nonuse of written documents* (FB9) is required for further calculations. These values are also
dependent on the general information about the procedure.

A3.2.2.5 Error type coniributions and step faflure pro bability

The probability of the emor type conwibutions (FA) is calculated from the modified
probabilities, the recovery failure probabzht;es and the probabilities of the failure conditions
using the "AND" operation rule (see A3.2}. Thas gives the following formulas for the

.!.

mediang;

For procedures prior to the accident and errors of omission:
MFAy, = MMFy - MKF v, *+ MEFpy,

MFay, = MMFy - MKFpy - MKFpy, - MFB,

MFAy = MMFy, - MKF By, * MKFpy - MFB,

For procedures prior to the accident and other causes of failure:
MFAy = MMFy - MKFpy,_ MEF py,

- MFAy = MMFy - MKF v, * MKFpy, - MFB,

with X from W1, W, By, By, S
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For procedures during the accident and errors of omission:
MFAy = MMFy - MEFpy, - MKF py,

4

MFAUZ = MMFU2 . fﬁ?ﬁpﬂ . MKFPVZ * MFBI
MFAUS = MfoFUS * f}fKFvPVI . MKFPVZ ' MFBz

For procedures during the accident and other causes of failure:

MFAy = MMFy - MKFpy - MKF py,

with X from W1, Wo, By, B2, S

For the step of a procedure prior to the accident caused by a “perception error”, the
probabilities FAw1a, FAw1y FAwa, and FAyy, are thus obtained whose other parameters can
be determined using the computing rules in Fig. A3.2.

‘FQ?‘I
L il

%

A) is calcunlated using the OR

cul
e expectation value:

#lan
The probability of the combined contribution

Y
operation. The following formulas are obtained, for ex

B
N

01 Tune
Anda Jl‘."

amnple,

\

g L

;.

Esror of omission:
3

EFfy =1- ?’(1 ~ EFAy)
[=1

Error of perception, operation of other errors:

EFAy =1-] | (1 - EF4g)

i e {1&,1&,201:25} bei PV

i €{1,2} bei PW

and X from W, B, 5

This is then used to determine the step failure probability (SF) via the OR operation g1v1ng, for
example, the expectation value:

DA

ESF = 1— (1 — EFA;)(1 — EFAy)(1 — EFAg)(1 — EF4g)

A3.2.2,6 Failure path probabil
ecessary to first determine the failure path probability (FB) for each failure path. FP
d. for failure paths which only consist of one step. Otherwise, FP is calculated as the.

nly
eration of the conditional SF values withi

i
221
Y
th
"'CJ o :‘n
iﬁ.. 5

ANDo n a path, e.g. the expeciation value:
1
EFP = E[Ai_l,,. + (1= A_yy) - ESF| = ESF,, .
i=1 1 L
T aumber of steps in the failure path

A;j,p: dependence between the (i-1)-th and the i-th step in the failure path

The conditional SF values are calculated from the unconditional SF values and the
dependences of two successive steps within the path. The calcu.lataon of the median of SF,/I_
is shown as an example in Tab. A3.9. o -

" In order to calculate the uncertainty factors it is assumed that the median of the next higher and
next lower dependence level is equal to the upper bound and lower bound, respectively, of the
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dependence level considered. The uncertainty factor for slight dependence can thus be
calculated, for example, by:

USFyji1 = OGSFgipn | MSFgjipp, with
OGSFSlIghI = m&X(MSFdem . OGS.FI ) and
OGSF; -= USF; - MSF; {s. Fig. A3.2)
d 10 7
i=1 i>1
Dependence
none slight medium high total
MSF, . F.
—HSF, _MSF, 1+ 11901'5415‘5'i 1+ 67MSF, P+ ;/_#’S. ; o1

Tab. A3.9: Median of the conditional step failure probability SFj;.1

A3.2.2,7 Procedure failure probabilities and system failure probability

The contribution of the analysed procedure to the system failure (procedure failure probability,
PF) is obtained as an OR operation of the failure path probabilities; e.g. the expectation value
from

EPF =1~ |
i=
m; number of failure paths

No generally valid formula can be specified for the system failure probability (SA) since it
depends on the structure of the fault tree. The calculations are therefore only carried out for
the individual procedures. The system failure option only serves for the allocation of
procedures,

(1~ EFB)

A3.2.2.8 Summary
The following calculations must therefore be performed:

~ For each step:

- determine the basic failure probabihtics (BE) of the types of error classified as possxbie

- calculate the modified failure probability (MF) from BF

- determine the recovery failure probabilities (KF) and failure conditions (FB)

- calculate the error type contributions (FA) for each cause of failure from MF, KF and FB .
- calculate the step failure probability (SF) from FA

For each path:
- calculate the failure path probability (FP) from SF

For each procedure:
- caiculate the procedure failure probability (PF) from FP
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A3.3 Pregramme conversion of THERP into KEE

A3.3.0 General

Tt will be shown in the following how the methodological approaches described in Chapier 2
and the calculations are converted into a programime using the expert system shell KEE. The
system failures are represented as a KEE unit structure. The characteristics of the individual
units considered (system failure, procedure and step) are stored in slots. The probabilities are
calculated by the KEE rule system and by LISP programmes. A menu control and the
input/output are also realized by LISP programmes. All KEE terms used in this section are
described in detail in Appendix 2.

A3.3.1 Modelling the structure

A3.3.1.1 Units

Hach system failure, each procedure and each step are represented in KEE as a unit. Since a
system failure consists of several procedures which are again divided into a number of steps,
the hierarchy shown in Fig. A3.3 is obtained for a system failure.

/ Step 1
\/ Step 2

Stepm

/ Procedure 1

The procedures are divided into procedures prior to the accident (FV) and procedures during
the accident (PW). In order to avoid this subdivision into. two different types of procedure for
each specific system failure, the class unit "Procedures” was introduced with the division into
class unit "Procedures-prior-to-accident” and class unit "Procedures-during-accident'. Each
procedure has a commection to the unit ‘of the associated systemn failure-and to the
corresponding procedure class. The subdivision of unit class "Procedures" is shown in Fig.
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- Procedure 1

. Procedures-prior-to-accident <

Procedure 2

= Procedure n
Procedures

- Procedurs 1

Procedures-during-accident

P’rocegiure 2

™~ Procedure m

Fig. A3.4: Subdivision of unit class "Procedures"

For reasons of software engineering it is necessary to identify all units for system failures and
all units for steps. For this reason, the class units "systems' and "steps' were introduced giving
the classification shown in Fig. A3.5.

System-failure 1

Systems

™~ Stepm

Fig. A3.5: Classification

In total, the hierarchy shown in Fig. A3.6 is thus obtained, and will be gradually extended by
the user entering new system failures. The figure employs the names used in KEE. Since the
slots in the class units "Systems", "Procedures" and "Steps" are defined, the lowest units in the




A3-14

hierarchy are member units in order to ensure correct inheritance, These connections are
represented as broken lines.

Systems

/ Systeml

. Stepl .
. " - Step2 - R
- - Step3- - - = Steps
;- Stepd-
* Steps -

» Procedures-prior-to-accident

Procedures

s
< Procedures-during-accident #”

Fig. A3.6: Unit hierarchy of THERP in KEE

This modelling would also permit one procedure to be allocated to several system failures and
one step to several procedures, However, this possibility has not yet been implemented.
If a new system failure, a procedure or a step is entered (cf. A3.3.2), the programme

automatically generates the corresponding unit with the connections to the proper class units.
Prior to the first input, the user therefore only has the hierarchy shown in Fig. A3.7. This

hierarchy grows with the inpuis. )

Systemns

_~ Procedures-prior-ic-accident

_/
Procedures (

e,
o

\\\ Procedures-during-accident

Steps

Fig. A3.7: Hierarchy prior to the 1st programme start

1%3 3 1.2 Slots -
”I"ne name of units generated automatically is composed of the higher-level class (e.g. systerm)
and a number. In or der to enable the user to later identify the system failure, procedure or step
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to which the unit belongs, a short explanation is entered for every unit and stored in the
"description” slot. In order to make this slot available in every unit, it is defined as a member
slot ini the ""Systems" unit. _

In performing a procedure it is important to observe the correct sequence of steps. Since it
cannot be assumed that the user always specifies the steps in the correct order and since
moreover, subsequent extensions must be possible, this sequence is entered and stored in thc
"sequence" slot.

The next requirement is a number of slots in which the different groups of steps can be stored
{e.g. set of all steps leading direcily to system failure).

These slots are:

direct steps” all steps leading directly to system failure
“indirect combinations" all combinations of steps leading indirectly to system failure
“critical failure paths" all steps and combinations representing a unit, i.e. all failure paths to be

included in the calculations
All slots containing groups of steps as well as the “sequence” slot are defined in the unit
"Procedures" and are thus available in each procedure unit. Their value is always a list of step
unit names, and combinations of steps are also represented as a list (cf. A3.3.2.3).

A number of questions must be answered for each procedure and each step. An answer slot is
provided for every possible question, viz. slots "ans-1.1" to "ams-1.19" for sieps, slots
"ans-2.1" to "ans-2.7" for procedures prior to the accident and siots "ans-3.1" to "ans-3.8" for
procedures during the accident. The possible answers to the questions form the value set for
these slots. Slot "ans-2.1", for example, contains the answer to the question "the procedure is
performed by an..." and has thus the value range (“experienced operator”, “inexperienced
operatot'"),

Before the calculations can be carried out, all data must be available. Instead of asking prior to
each calculation whether all data have been entered, i.e. instead of checking the data siots for
values in every unit belonging to the system failure hierarchy, a member slot "data-available" is
defined in the "Systems" unit, which changes dynamically (active value) with the data input. In
order to ascertain whether all data for the procedure have been entered, two additional slots
defined in the "Procedures” unit are required, namely "data-questions” and "data-steps". The

values and conditions with which these siot values change are compiled in Tab. A3.10,

All calculated values must be ‘stored. For this purpose, the slots "BF" for basic failure
probabilities, "MF" for modified failure probabilities, "KF" for correction failure probabilities,
"FB" for failure conditions, "SF" for step failure probabilities and "FP" for failure path
probabilities are defined in the unit "Steps" and the slot "PF" for procedure failure probabilities
is defined in the unit "Procedures". Each of these slots contains 2 list with the corresponding
probabilities; for example, slot "BF" contains the list (BFyy;, BFyyp, BFy3, BFywy, BFw,, BFg;,
BFpy, BFg). Each probability is also a list containing all parameters for the probability in the
- form (median, uncertainty factor, mean, variance, upper bound, lower bound). .
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Unit-Typ Slot
data-available
Step - yes no
: Questions are answered for this step | The step is newly entered
or :
Step doesn't belong to an important
failure path
data-questions
Procedure yes no
Questions are answered for this The procedure is newly entered
procedure
data-steps
Procedure yes no
Sequence end groups of steps are | The procedure is newly entere
determined or
New steps are entered
data-available
Procedure yes no
' data-questions has the value 'yes" The procedure is newly entered
data-sieps has the value 'ves' or

data-available has the value 'ves'in | One of the yes-conditions isn't
all steps belonging to the procedure | fulfilled

data-available

Systern yes no
data-available has the value 'ves'in | The system-failure is newly entered
all procedures belonging to the or
system-failure One of the yes-conditions isn't

fuifified

Tab. A3.10: Dynamic data slot changes

A3.3.2 Inpuls o _
The usermust enter the hierarchy for each system failure, i.e. all procedures and their steps. He
must tell the system which steps lead directly to sysiem failure and which combinations of steps
lead indirectly to system failure and which of these failure paths are used for further
calculation. Moreover, a number of questions must be answered for each procedure and each
step. The total input is conrolied by a menu. I ' '

A3.3.2.1 Entering the hierarchy

" A defined sequence must be observed in entering the hierarchy. A procedure can omnly be
entered if it is known to which system failure it belongs. Moreover, the higher-level procedure
must be defined for every new step. A system failure or a procedure is considered o be defined
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as higher-level if it was either selected from the list of already existing system failures or
procedures or if it is newly entered. The menu always permits only those operations which are

possible at this time. Tab. A3.11 shows the different possibilities.

No system-failure de- | System-failure de- System-failure de-
Current state fined; no precedure | fined; no procedure | fined; procedure de-
defined defined fined

Possible unit defini-

Select system-failure

Select system-failure
Enter new system-

Select system-failure
Enter new system
failure

. Enter new system- failure ; "
tions . Select procedure
failure Select procedure
Enter new procedure
Enter new procedure |
: Enter steps

Tab. A3.11: Conditions for input

In Fig. A3.8 one will find an example of the menus for entering a new procedure for a system
failure already existing in the hierarchy. This example is based on Fig. A3.6.

Main Meay

& Unit Treating
Exit

Typ of Unit
& System-failyre
Exit ’1

Options

Inpat
& Selection
Exit

Typ of Unit
Systern-failurs
Procedure prier to secident
& Procedure during sccidentd
Exit

7 —

Cpticns

& Input
Selection
Exit

4
Piease enter descripticn for procedure:
"Description of ihe rew procedure”

Typ of Unit

System-failure

Procedare pricr to 2ecident
Procedure during accident
Steps

gmm & Exiz
Mzin Meay

Unit Treating
& Exit

Fig. A3.8: Menu
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After having executed these steps, a new "PWS5" unit is generated which has the unit
"System2" and the unit "Procedures prior to the accident" as the higher-level unit.

A3.3.2.2 Data input for procedures

A number of questions must be answered for each procedure. As soon as a procedure is
selected using the menus, this data input is basically possible. The option "Data Input:
Procedure” therefore appears additionally in the main menu. If the user starts the data input for
a procedure, the programme first of all checks whether data have already been entered for this
procedure ("data questions” slot has the value "yes"). If this is the case, the user is informed
accordingly and can decide whether or not he will change these data.

- : . experienced | inexperienced
The procedure is conducted by an erator oparatos
il
The procedure is Known to the Opevator an oral & written
due to instruction docunent
]
Is the written document available
as a check-list yed o
w
Under which level of stress is the : ; exeremek:
procedure conducted? too fow optimal high Tgh

¥

Petsonnsl recundancy? bylsd  iby2adand 3nd

operziof operator
%
. . comrol with | uwadetected
Conrol situation for the 2nd operater FOULES special activi nal ermor =
control trol © man }
coa REASITS p&zl of desth
k<
Ead of
quesiions

Fig. A3.9: Data input for a procedure prior to the accident
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The actual data input for the procedure begins with the output of the first question and the
associated possible answers. After having selected an answer (using the mouse), further
questions and associated answers appear as a function of the first answer. Errors in data input
can only be corrected by a completely new input. Fig. A3.9 shows the data input for a
procedure prior to the accident (cf. also Tab. A3.1).

A3.3.2.3 Data for steps

If a procedure is defined and steps have been entered for this procedure, the data for these
steps can be entered. The option 'Data Input: Steps' appears in the main menu,

The data for the steps are entered in two sections. First of all, the step sequence must be
entered and the steps of importance for further calculations (i.e. the step belongs to an
important failure path) must be identified. The catalogue of guestions must then be compleied
for each of these steps. Before starting the actual data input, the programrme is asked whether
data are already available. The different possibilities are compiled in Tab. A3.12.

Current state Reaction of the programme

In the procedure-units:

Slot 'data-steps’ has the value 'no’ Enter sequence and grouping

Slot 'data-steps' has the value 'yes' Question whether sequence and grouping
should be changed

In the step-units:

Siot 'data available' has the value 'no' Answer questions for the step

Slot 'data available' has the value 'yes' Question whether daia for the steps should be
changed

Tab. A3.12: Conditions for step data input

For entering the sequence, a list of the descriptions of all steps belonging to the procadure is
prinied out by the programme. These steps are consecutively marked using the mouss, so that
a sequence is defined. After each marking the consecutive number before the step is shown so
that the user has conirol of the sequence entered. Any numbered step is locked against further
marking, The input is automatically terminated after marking the last step. Fig. A3.10
illusirates an input where the step sequence is entered for a procedure with 8 steps. - -

After having entered the sequence, the next input is the group classification of steps, First of
all, ail steps are identified which directly lead to system failure. For this purpose, the list of all
steps is shown in the correct sequence. All steps leading directly to system failure are then
marxed using the mouse. All marked steps are deleted from the screen. The input end is
indicated by marking the end line. Fig. A3.11 shows the input of direct steps, in this case steps
5and 8.
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# Description Step 2
& Description Step 1
Description Step 7
5 Description Step 6
Deseription Step 5
Degscription Step 4
Description Step 8
& Description Step 3

2 Description Step 2
1 Description Step 1
g Description Step 7
g Description Step 6
& Description Step 5
Description Step 4
&g Description Siep 8

3 Description Step 3

2 Description Step 2
1 Description Step 1
7 Description Step 7
6 Description Step 6
5 Description Step 3
4 Description Step 4
Diescription Step 8

3 Description Step 3

Screen at beginniiig
of input

. Screen after marking

of three steps

Screen before marking
the last step

Fig. A3.10: Entering the sequence

& Description Step 1
2 Description Step 2
B Description Step 3
= Description Step 4
8 Description Step 3
& Description Step 6
B Description Step 7
& Description Siep &

& End

Screen at begining
of input

B Description Step 1
Description Step 2
& Diescription Step 3

5 Description Step 4

B Description Step 6
Description Step 7

£ End

Screen after marking
step 5 and 8

Fig. A3.11: Entering the direct steps

The next input is the determination of all combinations of steps which indirectly lead to system
failure. The user is asked before entering a combination whether he wants to add another
combination. A list of all steps not direcily leading to system failure is shown for each
combination. In this list, all steps are marked which belong to the combination to be entered.
Marked steps are flagged with the number of the current comibination and locked against
 further marking. Fig. A3.12 shows the.input of the combinations from steps 1, 3 and 7 and

from steps 1, 4 and 7.
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Another combination? yes o

h:-d

I Description step 1
g2 Description step 2

1 Descripdion step 3

o Input of the
& Description step 4 .
P P 1st combination
& Description step 6
1 Description step 7
£ End
Another combination? yes no
=
2 Description step 1
Description step 2
B2 Thassciomdiine ntam 2
B ASUSUAAINILE DU o
Input of the

2 Description step 4 2nd combination
# Description siep 6
2 Description step 7

= End

o
)

Ancther combination? yes

End

“Fig. A3.12: Entering the two combinations

The last data input necessary in this section is the definition of the failure paths used for further
‘caiculations. In contrast to the description in 2.1, no units are formed selecting a representative
Tailure path from these units, but the important failure paths are directly marked in the set of
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failure paths, Our example in Fig. A3.13 shows the selection of failure path 1 consisting of step
5 and failure path 3 consisting of the combination of steps 1, 3 and 7.

& Failure path 1
Description step 5
Failure path 2 @ Failure path 2 & Failure path 2
Description step 8 Description step 8 Description step 8
g Failure path 3 Failure path 3
Descripton step | Deseription step 1
Description step 3 Description step 3
Description step 7 Description step 7
& Failure path 4 g Failure path 4 Failure path 4
Description step | Description step 1 Description step 1
Description step 4 Description step 4 Description step 4
Description step 7 Description step 7 Description step 7
Ready g8 Ready 8 Ready
Screen at the begining Screen after marking the Screen afier marking the
of input 1st important failure path 2nd important failure path

~ Fig. A3.13: Entering the important failure paths

¥ all important failure paths are marked, the catalogue of questions is completed for each step
in this failure path. This input is the same as described for the data input procedures.

........ 3 s domcavzdm e ¢

Since the data input for the steps (consisting of the sequence, group and data inputs for e
individual steps) is started as a whole, input errors can only be corrected by restarting the
complete data input for steps. However, the systein checks for already existing data (see Tab.
A3.12) so that individual steps in this overall input can be skipped.

ﬂses 3 Fnieﬂ tinn of the

The failure probability of a procedure can
caiculation is only performed for the procedurs
available" slot of the procedure unit is sufficient. If the garosaemtv fef all p-cwdums of the
system failure just defined is to be calculated, the "data available" slot of the system unit must
have the value "yes". Depending on the values in the "data available" slot, the option
“"Calculate current procedure” and/or "Calculate all procedures” appears in the main menu.

The median and wncertainty factor of basic failure probabilities, medified failure probabilities,
correction failure probabilities and the failure conditions of all steps of a procedure are
calculated using KEE rules. The rules are ordered in groups by a KEE hierarchy and the

groups are started by a LISP programune. The hierarchy is shown in Fig. A3.14.




A3-23

BE-Ul-Rules~<>
BF-U2-Rules=<
BF-U3-Rules—<
- BF-W1-Rule:
BF-W2-Rule

™ BF-S-Rules ==

» ME-UI-Rules
/ - ME-UZ-Rules
” - MF-U3-Rules

= MF-WI1-Rule
MF-W2-Rule:
« =~ MF-Bl-Rules
™~ MF-B2-Rules
MF-§-Rules

MAN

Probability-Rules &

A

= KF-PV-1a-Rules ===
KF-PV-Rules—<f—=—== KF-PV-1b-Rules-
= KF-PV-2-Rules

"\ KF-Rules
KF-PW-1-Rules
KF-PW-Rule
g KF-PW-2-Rules 2

= TITa 1 ¥

. N FR-Rul ﬁ FB-1-Riiles el
- E8
FB-2-Rules 2

Fig. A3.14: Rule hierarchy

Each of these groups is the conversion of all conditions to be observed for calculating the
corresponding probability. If these conditions include general features of the procedure (e.g.
stress level of the operator), the group is again subdivided into 2 rule class for procedures prior
to the accident and one for procedures during the accident. For example, the MF-W1 rule
group {cf, also the conditions in Tab. A3.7) consisis of the rule classes MF-WF1-PV rules and

MF-W1-PW rules.
A rule in the MF-W1-PV rule class, for example, has the form:

IF
(7step belongs to the classes steps and *procedure®)
(Slot ans-2.5 in *procedure* has the value "optimum')
(Slot ans-2.1 in *procedure* has the value "inexperienced"”)
(Slot ans-1.1 in 7step has the value "high")

THEN

(Modify the median and uncertainty factor of MFyy; in the MF slot of ?step)

Of course, this rule is not represented here in the formal KEE language, but in 2 more readable
form. ?step is a variable, which consecutively receives as its value all the names of the units
belonging to the class of steps and to the class *procedure™ (name of the current procedure
unit). This variable bond is achieved by the first condition in the IF part. The other conditions
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ask for the values of individual slots, "ans-2.5" giving the answer to the question for the
operator's siress level, "ans-2.1" the answer to the question for the operator's experience and
“ans-1.1" the answer to the question for the cognitive level required for performing the current
step. If all siots have the corresponding values, the median and uncertainty factor of the
modified probability MFyy; are calculated for the current step using a LISP programme.

Tt can also be seen from Tab. A3.7 that one KEE rule is sufficient for a low stress level since
the operator's experience and the cognitive level required for performing the step are not of
interest in this case. Three rules are needed for optimum stress level since a distinction is made
between experienced and inexperienced operators; for an inexperienced operator the cognitive
level required for performing the step is divided into high or into mediurn and low, For high or
extremely high stress levels there are four rules (subdivision into experienced or inexperienced
operator and subdivision of the required cognitive level into high or into medium and low).

The ME-W]1-PW rule class practically contains the same rules, the answer to the question of
the operator's experience being in slot "ans-3.1" and the answer to the question of the
operator's stress level being in slot "ans-3.6". The entire hierarchy for the MF-W1 rule class is
shown in Fig. A3.15.

ME-W1.PV.SN1-Rule
MF-W1-PV-SN2-OP1-Rule
MF-W1-PV-SN2-OP2-KNI-Rule
MEWIPV.EN2.OP) KN2.Rule
MF-W1-PV-SN3-OP1-KN1-Rule
MP-W1.PV-SN3-OP1-KiN2-Rule
MP-W1-PV.SN3-OP2-KN1-Rule
MF-W1-PV-SN3-OP2-KN2-Rule
MF-W1-PV-SN4-OP1-KNI-Ruie
MP-W1-PV-5N4-CP1-KN2-Rule
ME-W1-PV-SN4-OPF2-KN1-Rule
MF-W1.PV-SN4-OP2-KN2-Rule

MF-W1-PV-Rules=

ME-W1-Rules <
N\
\ MF-W1-PW-SNI-Rule
\\ MF-W1-PW-SN2-OP1-Rule
AN ME-W1-PW-SN2-CP2-KN1-Rule

MFE-WI1.PW.SN2-0P2-KN2-Rule
MF-W1-PW-SN3-0P1-KN1-Rule
MF-W1-PW-SN3-0P1-KN2-Rulz
MF-W1-PW-SN3-0P2-KN1-Rule
MF-W1.PW-SN3-0P2-KN2-Rule
MF-W1-PW-SN4-OP1-KN1-Rule
MF-W1-PW-SN4-OP1-KN2-Rule
MF-W1-PW-SN4-OP2-KN1-Rule
MF-W1.PW-SN4-0F2-KN2-Rule

‘Fig. A3.15: Rule hierarchy for Wy -
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The KEE capability for processing chained rule systems is not needed for these calculations
since only one rule is valid in each case. The use of a LISP programme for ali calculations was
not considered since it can be foreseen that new conditions will have to be inserted in the rules
and new rules in the rule system for further developments. This poses fewer problems in a rule
system than in a LISP programme, accepting the disadvantages that too many mterrogations
may be needed for processing the rules and that the calculations are performed for all steps and
not only for the steps in important failure paths.

After processing all rules, the other parameters (lower bound, upper bound, mean and
variance) of the probabilities determined by rules and all parameters of the probabilities of the
erfor type comtribution, the step failure probability, the failure path probability and the
procedure failure probability are calculated by a LISP programme and/or active values.
Furthermore, the programme generates a data set containing the parameters of the procedure
failure probability for all procedures which had to be calculated. This data set can be printed

out on reguest.

In order to provide the user with a complete survey of all possibilities of the programme, all
items of the main menu and the conditions for their appearance are compiled in Tab. A3.13.

Options Is possible when:

Unit treating Always

Data input: Procedure The procedure is defined

Data input: Step The procedure is defined and steps entered for this
procedure

11w

Calcuiate current procedure | The procedure is defined and the siot "data-availabie” for
this procedure has the value "yes"

Calculate all procedures The system failure is defined and the slot "data-available"
g y
for this sysiem failure has the value "yes"

Tab. A3.13: Main menu
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Appendix 4
Examples of expert systemns supporting Pmbabiiisizc Safe&y Anaiyses

A4.1 LESSEPS

LESSEPS /Ma%0/, developed at Electricité de France, is designed for the computerized
management of complex reliability studies. The functions assumed to meet this objective are:
reliability data management (basic elementary data, intermediate compuiation results, final
results), management of the reliability models required for the various partial studies,
communication of the data between the various computer codes used to sequence and quantify
the models, and management of the sensitivity studies performed to assess the relative impact
of the input parameters on the final results.

The LESSEPS software consists of the Common Data Structure (CDS). This structure serves
as a communication interface between the co ompuier codes used tﬁgﬁthﬁf for a giVEﬁ s;“uciy. By
merging several CDSs, a consistent grouping of the data relating to the coiresponding studies
was achieved.

Within the LESSEPS sofiware two expert systems: EXPRESS and EXPGSI are used,
developed in the framework of the PSA 1300 project to facilitate the study of complex systems
in NPPs. These expert systemns are applied to generate reliability models automatically. In the
general context of the computerized study they are used before the LESSEPS software to
generate the "parameter files” that will be managed by LESSEPS.

User's contribution  + Automatic processing  +  Ceneric knowledge
L esivio L. L
Topological and . . .
functional descrip-] . Functional
tion of the system |}  ° . knowledge
! . . representation.

Topological Y
N inference /

Y Ty
" | Description of the ]

Deseriptionof thef  , | system i, |Reliability spacis-
undesirableevent | . + | . fists’ knowledge
or failed state . k MECICCOMponents J ' represshtation
' '

L] ]

L

' Fig. A4.1: General principles of EXPRESS and EXPGSI expert systems /Mad0/
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The method revolves around two main inferences (Fig. A4.1). The first, or "topological
inference", is aimed at grouping the components of the studied sysiem into macrocomponents,
according to the consequences of their main failures. The second, or "sencrating inference”, is
aimed at relating the component failure causes to the main failure medes and at deducing the
failure consequences on the system in terms of "path” losses. '

The systems studied belong to two main types: first, time-independent static systems and,
second, time-dependent sequential systems. EXPRESS is used for static system system analysis
and generates a PHAMISS model of fault-trees. EXPGSI is used to analyse sequential systems
and o generate a GSI model of states-graphs (Fig. A4.2). The topological inference rules used
are the same for both expert systems but the selection of inference rules varies according to
whether the study coneerns a static system or a sequential system.

Topological and
functional description
of the system

~~ EXPRESS / EXPGST ™
A Topological inference .

Description of the
system
EN
MACTCCOMPONSnts

Generating | Generating
\\33(2// inference
Und ; k‘ [P BT
J“E?E;?bd ! TN Failed state
desvcﬁ'pit‘ion / o \ description
F ; .
7
Fault tree - States diagram
‘) : . ?
PHAMISS Gst
processing processing

Fig. A4.2: EXPRESS and EXPGSI processing sequences /MaS0/

The general principle behind these éxpeﬁ systems stems from the two following general
observations that most systems may be compared to sets of 'lines™ circulating a "fluid"
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(coolant or electrical current) and that most of the failure modes of components in these
systerns can be grouped into two "main failure modes” according to their consequences: fluid
blockage (open circuit for electrical energy) or outleakage (short circuit for electrical energy).

In the LESSEPS software a reliability study is based on the elementary data from statistical
assessments of the operating experience including error factors. The overall uncertainty is
evaluated by means of a Monte Carlo simulation.

The LESSEPS software preduct is run on an IBM-3090, but will be available on a SUN-type
work station under the UNIX operating system. The data base management system used within
the LESSERS software is the DB2 on IBM 3090 and ORACLE on SUN, The EXPRESS and
EXPGSI expert systems are now run on IBM 3090. The inference engine used today with
them is ALOUETTE (the first order inference engine developed by the Direction des Etudes et
Recherches at EDF).

The work station for relisbility engineers was designed as a part of a several-year long
programme aimed at developing a software package. This software product is directly inspired
by the existing products: LESSEPS, EXPRESS and EXPGSI. This work station should serve
the following essential purposes /Ma%0/:

- accumulate and centralize knowledge,

- structure and formalize knowledge,

- adapt the methods to the objective,

- manage reliability studies, and
- establish a dialogue between the designers, reliability engineers and operators.
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A4.2 PRA-EXPERT and REX

PRA-EXPERT /Wa88B/ and REX /Wa90/ expert systems developed at the University of
Maryland have been designed with an aim to perform PSA automatically. In order to provide a
knowledge base for an Al programme, a single visual display of the plant reliability structure
was developed, called the Master Plant Logic Diagram (MPLD) /Wa88B/. This diagrar shows
all the interrelationships amongst initiating events, front-line systems, and support systems. Fig.
A4.3 shows a very simple MPLD. The MPLD also shows the topology of systems and
subsystems in some detail.
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Fig. A4.3: A simple Master Plant
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The success-otiented MPLD determines the functional requirements which must be satisfied if
a core damage event is to be prevented, and then by identifying the front-line systems which
have the capability to support the functional requirements. Each function is then divided into
the front-line systems which have the capacity to individually or colectively support these
functional requirements (e.g. F, and F, in Fig. A4.3). The relationships between initiating
events and front-line system requirements are logically described in terms of functional success
_ criteria, whereby each required function is satisfied if e.g. either: no LOCA or transient is
present, or the system hardware is available.

The hierarchy of the MPLD model is further displayed by the support sysiem matvix. Bach

front-line system is divided into its independent segments (e.g. trains or subfrains, F,, ,...,
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etc.), and the effect of failures from all combinations of support systems or their segments (S,,
S, and §, ;. S,.,,..., €tc.) are established and explicitly shown on the crossing of lines by 'e' (a
bold dot). An analogous process is followed to establish interrelationships between different
support systems. The MPLD model provides an opportunity to eliminate the need for analyst
modelling of the support system event tree.

In this expert system also other intelligent activities such as data evaluation and analysis,
human recovery actions, and event tree construction have been considered. The main objective
to develop an expert system called Reliability EXpert (REX), being a part of the PRA-
EXPERT, was to develop a ool to deal in an intelligent way with the topology of sysiems, e.g.
the system diagram, This required the use of graphical representation of systems in the expert
system, and direct recognition of these graphs represented as objects by the computer systems.

REX is an intelligent decision and analysis aid for reliability and risk studies with focusing on
the graphical representation of systems using intelligent graphics objects. An object-oriented
programming approach is used to graphically and descriptively represent 2 complex system
hierarchically in the computer /WaS0/. In this approach any item (component, block,
connection,..., €tc.) in this systern will be treated as an object. A collection of similar objects is
called a class. It is possible to combine two or more classes into a new class.

As the basis for PRA logical modelling, the so-called ‘large event iree - small fault tree'
approach was selected, because of its modularity and the use of a support system state concept
to create the ability to independently evaluate plant systems (both front-line and support
systems). This approach offers a breakdown of the overall PRA model into several independent
submodels (e.g. fault trees, plant states and event trees).

By using a set of rules the minimal success paths of the system analysed are determined. Then
the probability of the system is evaluated. Because the success paths are not disjoint, in order
to mminiimize the effect of inclusive items among the minimal success paths, the method of sum
of disjoint products is applied /Wa80/.

The computer hardware used for building REX is LMI-Lambda 2 x 2™ Lisp machine. The

entire programme is wiitten using ZETALISP-PLUS version 3. Recently, most efforts

undertaken have been to develop a PC version of PRA-EXPERT. Future plans include the
s and

davelopment of a more advanced version of REX on both PC

using G-2 (G-2 is a trademark of Gensysm Inc.) object-oriented expert system shell /WaS0/.

an SUN-360 work station

=

a
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A43 SAPTEXT

SAPIEXT /Me90/ aims to provide an expert system environment which integrates some of the
computer programmes currently employed at SRD, UK for non-nuclear PSAs. The main
advantages of such a system include:

(2) retention of expert knowledge,

(b) improvement in the efficiency and standard of PSA's,

() rapid training aid.

In addition the advantages of an integrated expert system approach will be to ensure that the
programmes are accessed in a consistent manner and that much expert help will be given to the
user. This includes the use of rule tracing, which will allow the user to examine the logic
behind a decision which the system has made.

A series of prototypes have been developed, using several expert system packages, to
demonstate certain features of SAPIEXT and determine whether these packages were capable
of meeting the project requirements. These prototypes have been developed using: the rule-
based expert system shell Xi Plus, an expert system toolkit GoldWorks I and an expert system
environment which combines hypertext and expert syster technology KnowledgePro.

After assessing the prototypes, Xi Plus was selected as the development for SAPIEXT because
it was PC-based and enabled external programmes to be called directly from a knowledge base.
Xi Plus is a rule-based shell for both building and consulting expert systern applications. An
application can consist of one or more knowledge bases, each made up of knowledge
represented as identifiers, facts, rules, questions, defaults or demons.

I Grhd

At the heart of SAPIEXT will be the core expert system controlling the consultation, guiding

the user through the stages of a safety assessment and pin-pointing the appropriate assessment
code. Once the correct code has been identified all the information required te run that

el bihre WA Llbrbs  Lilw WA A w LhCALE

programme will be exiracted from the user. Where necessary, an input file will be created in
the format required by the programme. The programme would be then run directly from the
expert system and the results displayed to the user for further analysis.

The primary functional and operational requirements for SAPIEXT were assumed to include
functions typical of expert systems developed in multi-data and programmes environment ai
those associated with Quality Assurance (QA) purposes /MeS0/. It is believed that

developing knowledge-based sysiems, such as SAPIEXT, to perform the routine part of an

fu

g

try bue

L L

m

expert's job, the efficiency of the expert can be enhanced, thereby allowing more tim

Lo B L LW L

spent on non-routine tasks.
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Ad.4 STARS

STARS /Po%0/ is a knowledge-based Software Tocl for the Analysis of Reliability and Safety,
being developed at the CEC Joint Research Centre, Ispra, Italy. The overall aim of the STARS
project was to develop computer support for the various tasks involved in safety and reliability
analysis of complex planits. Among these are the identification of potential hazards, the
identification of events and event sequences leading to hazards, the construction of event trees,
fault trees and Markov medels, the logical and/or probabilistic analysis of the models and the
identification and treatment of common mode and common cause failures.

The functions covered by STARS can be seen from the overview scheme presented in Fig,

Ad.4. They include:

(1) Initial data collection and updating of the information: this includes the description of the
plant or system under analysis in terms of the functions, the processes involved, the P&I
diagrams and functional diagrams of systems, the characteristics of the components and the
description of the system operation, process control and protection.

(2) Qualitative analysis: for the identification of hazardous events or event sequences and
ranking of such events and event sequences in terms of the severity of their consequences.
This task can be performed by Hazard and Operability Analysis (HAZOP) and/or Failure
Mode and Effect Analysis (FMEA).

(3) Event sequence modelling: for the structuring of the identified events and event sequences
into logic models. This includes construction of event irees and/or master fault trees.

(4) Systems medelling: for the construction of logic models for the system malfunctions that
appear in the event sequences or event sequence models. This includes the construction of
fault trees and the generation of states graphs or wansition matrices. Moreover, modeiling
includes the identification of dependencies between subsystems or components.

(5) Model analysis: for the logic and /or probabilistic analysis of the consiructed models for
systems and event sequences. This includes event tree analysis, fault tree analysis, Markov
analysis and possibly reliability simulation. Moreover, the analysis phase also considers the
quantification of dependencies if dependent events have been identified in the previous task.

In order to provide the user with 'Intelligent support', a knowledge-based approach was

adopted for realizing the qualitative analysis tools, the logic and probabilistic modelling tools

and the dependency ideniification tool. These tools will draw their knowledge from four

knowledge bases (KBs): a plant/unit KB, a substance KB, a reaction matrix XB and a

component KB. The first three are used for for performing HAZOP and consequence ranking,

The last one is used for logic model construction. For the KB management and the sfficient use

of the rules in the KB, a powerful KB management system was developed. It is used by the

inference engine to rapidly access the relevant parts in the KB,

The STARS project is based on the use of 2 UNIX work station. A small CAD tool has besn

implemented for graphical representation of information in the form of the system topology.

For displaying, editing and handling the constructed fault trees, 2 powerful fault tree editor was

developed. The fault tree part of STARS contains a programme for logical and probabilistic

analysis of fault trees, based on an improved version of the SALP-PC sofiware.

STARS is primarily for assessing plant safety and reliability but its capability can be considered
~ in a more comprehensive way. Some possible and new types of exploitation are: use as 'real
time'-decision supporting tools for reliability and safety optimization under different design
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alternatives and/or maintenance policies and use as a supporting tool for a lving PSA
management of specific plants /PoS0/.
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A4.5 Other expert systems

ERNEST - Expert Reliability Net for Engineered System Treatment /Ga874/, developed at the
Politechnico di Milano, is a rule-based expert system for the interactive knowledge-driven
construction of fault trees. The system is organized according to a number of knowledge-based
modules that allow rules to be established, contain metarules, and collect and interpret data.
Metarules, frames and semantic nets allow the evidence that may come from different sources
to be combined. Computer graphics and first-order propositional logic are chosen as the means
for structuring information.

To represent component states, the system models elementary components in terms of
multiple-valued logic (MVL) mini-trees. These mini-trees are then combined into the
computational MVL tree, which is the fault tree in its multiple-value logical form. Such trees
can be reduced to conventional two-states fault trees. The system is claimed to be flexible and
effective. Flexibility is achieved by its rule-based knowledge representation enabling easy
modification of the existing tree. Effectiveness is claimed to be achieved by means of fuzzy
algebra and related measures of uncertainty. The search for prime implicants and ranking
heuristics under fuzzy logic and approximate reasoning was a part of the work still under way
/Ga87a/.

HAZOPEX - HAZard and OPerability EXpert System /Ka87/, developed at the Technical
Research Centre of Finland, is an expert system intended to support process designers and
engineers in carrying out hazard and operability (HAZOP) studies of process systems, which is
a method often used in the chemical industry. HAZOPEX takes the process and
mstrumentation diagram (P&ID) and complementary information on the chemical process and
its components as input. It is designed to support HAZOP analyses of process systems in two
ways. First, it identifies the potential causes and consequences of plant states that deviate from
normal. Second, it provides suggestions for actions taken to prevent the plant deviation or to
mirimize its consequences. In order to restrict the search to 2 reasonable group of rules and
manageable time, the knowledge representation method chosen for HAZOPEX is based on
shallow knowledge and heuristic rules instead of deep kmowledge. The HAZOPEX was
designed for performing the qualitative analysis. It was not capable of carrying out quantitative
analysis, Human errors were 2lso not treated in detail. The experi system is developed with a
LISP machine in a KEE environment.

PLEXSYS - PLant EXpert SYStem /Na89, Na90/ is specialized artificial mieliigence software
developed for expert systems involving complex systems such as electric power plants. The
central facility in PLEXSYS is a model editor which enables users to build or represent their
plant in schematic format similar to computer-aided design (CAD) systems. In addition to the
schematics, there are data or knowledge base structures and methods which automate
reasoning and problem solving tasks involving complex systems. An effort was undertaken was
to automate the building of the PLEXSYS knowledge base directly from a CAD data base.

GDS - Generic Diagnostic System /Ne87/ is a general tool (framework system) which provides
a skeletal sofiware system to facilitate the utility personnel building a ‘problem specific
diagnostic expert system for complex plant and process systems. Application examples inciude
process monitoring and operational diagnosis, power plant operations and plant emergency
response systems, hardware system diagnostics and maintenance advisors. The system
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diagnoses malfunctions at two level: a functional level, and a root cause level. It is capable of
handling multiple failures in complex situations. Because the system's primary logic medel is a
' fault tree, 2 module for automating fault tree constructions has been included to facilitate
building applications. The inferencing techniques include an enhanced forward-chaining algo-
rithm and a collection of logic reasoning rules. A prototype systein is LISP-based and runs on
Motorola 68000 work stations and the VAX family of processors. - :
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